Doc# OMA-DM-SC-2010-0005R01-CR_A002_TS_clarification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-SC-2010-0005-CR_A002_TS_clarification.doc
Change Request



Change Request

	Title:
	A002 TS Clarification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DM

	Doc to Change:
	OMA-TS-DM_SC_V1_0-20100201-D

	Submission Date:
	29 MAR 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	José Luis GAYOSSO, Gemalto N.V., jose.gayosso@gemalto.com
Salvatore SCARPINA, Telecom Italia, salvatore.scarpina@telecomitalia.it
Bjorn Hjelm, Verizon Wireless, Bjorn.Hjelm@VerizonWireless.com
Soenke Schroeder, Giesecke & Devrient, Soenke.Schroeder@gi-de.com

	Replaces:
	OMA-DM-SC-2010-0005R01-CR_A002_TS_clarification


1 Reason for Change

	ID
	Open Date
	Type
	Section
	Description
	Status

	A002
	2010.02.18
	T
	6.1
	Source: NEC

Form: INP doc

Comment: Implementation of this requirement in DM SC v1.0 is questioned. DM-SC-GEN-18
 “The Device Management Smart Card Enabler SHALL provide a mechanism to be used to verify cryptographically signed data.” 

Proposed Change: 

If this requirement is not implemented in DM SC v1.0 spec, then this should be removed or moved to later releases.


	Status: OPEN / CLOSED

<provide response>


During the Consistency Review of DM_SC 1.0, NEC provided the following comment:


It is important to take into consideration 3 factors:
1. DM-SC-GEN-18 highlights the fact that a mechanism has to be provided for signature verification purposes but it does not indicate “which” entity (e.g. DM Client or Smartcard) has to implement “what”, or “how”. 

 
( From this point of view DM-SC-GEN-18 is correct and can be addressed by DM_SC 1.0.
 
     (Check CR OMA-DM-SC-2010-0004-CR_A001_RD_clarification for further clarifications)
2. DM_SC has to be compatible with OMA DM protocol.


( From this point of view DM-SC-GEN-18 has to rely on existing specifications, such as DMSEC.

3. DM_SC TS §5.2 states:
 

“The DM_SC Server is responsible of the DM protocol encapsulation (see [DMPRO1.2]) while the SCWS (see [SCWS1.1]) is in charge of the HTTP encapsulation […]”


( This text does not preclude the use of OMA DM Security recommendations for encryption and signature. On the other hand, it might be good to direct readers to the appropriate resources that address DM-SC-GEN-18.
This contribution aims to solve comment A002 by enhancing text in DM_SD TS §5.2. With the proposed changes, requirement DM-SC-GEN-18 does not need to be updated, delayed or deleted from DM_SC 1.0.

R01 introduces missing supporters. 

The Detailed Proposal is slightly changed in order to take into consideration NEC concerns about the use of encryption mechanisms that may not be available to the device. This revision relies on the fact that no specific encryption mechanisms are provided in either SCOMO or DM 1.2 enablers:
· From SCOMO specification: 
· “The SCOMO enabler does not mandate nor restrict any mechanism to guarantee authenticity, confidentiality and integrity of Software Components delivered to the Device. It is envisioned that existing security mechanisms for this purpose such as Digital Signatures, SSL [SSL3.0], TLS [TLS1.0], etc. can easily work in conjunction with SCOMO”.

· From DM Security specification:

· “The use of a transport layer protocol that supports encryption is RECOMMENDED for use where the exposure of the data to third party could have significantly negative consequences”

· “OMA DM fully supports the use of encrypted management objects, which may remain encrypted within the Device Management tree, or be decrypted upon receipt by the Device or Device Management Server.

Depending upon implementation, an object may be encrypted prior to transmission over a non encrypted transport layer, and remain encrypted in storage space within either the Device Management Server or the Device, or, it may be decrypted immediately after receipt, and stored internally in unencrypted format.

No restrictions are placed upon the encryption technique used, since this is independent of the OMA DM protocol itself”
R02 classification is changed to bug-fix following advices from DSO and REQ chairman.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended review this document and apply the proposed changes to the latest version of the DM_SC TS.
6 Detailed Change Proposal

Change 1:  Enhance text in section 5.2 to facilitate comprehension of which mechanisms can provide signature verification within the context of DM_SC. 
7.1 Data Encapsulation

The DM_SC Server is responsible of the DM protocol encapsulation (see [DMPRO1.2]) including signature and/or encryption supported by the Device as needed (see [DMSEC1.2]); while the SCWS (see [SCWS1.1]) is in charge of the HTTP encapsulation (see [SYNCMLHTTP]) as indicated in the following figure: 
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