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1. Scope

The scope of this specification is first to define the logic enabling a DM device to take into account DM information from a media, and more particularly from a smart card, and second, to provide the mechanisms allowing a device and a remote (DM) server to manage the DM data stored into the smart card.

The possible interface on a (DM) server enabling other servers or entities to access or send management requests to a smart card into a DM device are not covered.

2. References

2.1 Normative References

	[CREQ]
	“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ. URL:http//www.wapforum.org/ <to be replaced by an OMA ref when available>

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
November 1997. URL:http://www.ietf.org/rfc/rfc2234.txt

	[DMTND]
	“SyncML Device Management Tree and Description, Version 1.1.2”. Open Mobile Alliance(. OMA-SyncML-DMTND-V1_1_2. URL:http:www.openmobilealliance.org/tech/docs

	[DMSCMO]
	“Smart Card Management Object, Draft Version”. Open Mobile Alliance( 

	[SCPROV]
	“Provisioning Smart Card Specification Version 1.1 - Version 12-Nov-2002 ”, OMA-WAP-ProvSC-v1_1-20021112-C, Open Mobile Alliance( 


2.2 Informative References

	[WAPARCH]
	“WAP Architecture”. Open Mobile Alliance(. WAP‑210‑WAPArch. URL:http//www.wapforum.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device DM User Agent
	Software managing the DM management tree of the device and in charge to communicate with remote DM servers through the DM protocol

	ICC
	Integrated Circuit Card. Another name for a smart card.

	Management object local root node
	Node of a management object that is the parent of all the other nodes of the management object

	OMA DM account
	Set of parameters allowing initiation of a management session between the DM user agent in the device and a DM server; consists of  DM server access parameters and connectivity parameters

	Removable Hardware
	Hardware device that may be inserted into a mobile device and able to provide DM-related information (management objects). The smart card is considered as a removable hardware with very specific functionalities (processing capacities, security features, …)

	Removable Media
	See “Removable Hardware”

	R-UIM
	Removable User Identity Module. Smart card that can be used optionally as authentication module in CDMAone or CDMA2000 mobile network.

	Smart card
	A device with an embedded microprocessor chip. A smart card is used for storing data and performing typically security related (cryptographic) operations. In DM context, a smart card may be the SIM, the UICC, R-UIM or a smart card used in a secondary smart card reader of a device

	UICC
	Universal ICC. UICC is the ICC defined for the 3G standard [TS102 221].

	WIM
	Wireless Identity Module. A tamper-resistant device that is used in performing WTLS and application level security functions, and especially, to store and process information needed for user identification and authentication.

	
	


3.3 Abbreviations

	ICC
	Integrated Circuit Card

	MNO
	Mobile Network Operator

	MO
	Management Object

	OMA
	Open Mobile Alliance

	R-UIM
	Removable User Identity Module

	RHW
	Removable Hardware

	SC
	Smart Card

	SC MO
	Smart Card Management Object

	SIM
	Subscriber Identity Module

	UICC
	Universal Integrated Circuit Card

	WIM
	Wireless Identity Module


4. Introduction

The purpose of this document is to specify the role of a hardware media, and more particularly the smart card, in the device management (DM). Other types of media, removable hardware and secure storage token may be part of another specification document. 

As an element inserted in mobile devices (mandatory element at least in GSM and UMTS), the smart card enables a device to connect and authenticate a subscriber to a mobile network. It acts as a secure storage area able to achieve processing (for example cryptographic processing) that is under the responsibility of its issuer, generally a mobile operator (MNO).

In the device management area, the role of the smart card is very important in order at least to allow mobile operators to manage the devices connected to their networks according to their user subscription. The device not being by definition in GSM and UMTS linked to a specific subscription, it means that there must be a simple mechanism available to operators and users allowing them to configure the devices according to the mobile network constraints and prerequisites: this is typically the case of service settings provisioning, for which the smart card is obviously one of the best means to achieve it. Indeed, very few end users in a mass-market environment will be able (or interested) to perform the correct set-up of the various connectivity and/or application access information (e.g. access point, proxy, local DNS server, MMS proxy/relay, …). 

In order to comply as much as possible to DM specifications, the smart card may store management objects that shall be taken into account by a hosting DM-compliant device at switch-on. These smart card management objects (or SC MOs) shall then be manageable by a authorized DM server and/or the device user agent, according to the sensitivity and therefore to the access control rights of the data stored in these MOs.

This specification document is made of three parts, knowing that only the smart card is currently described:

1- Description of MO provisioning from a media done at boot or switch-on of the hosting device, or at insertion of this media into the hosting device. The extraction and change of media is also described.

2- Description of the continuous management of MOs from a removable hardware by the device and/or a remote DM server. 

A common behavior of the device shall be to provision its device management tree (and applications when needed) at switch-on with the data stored in the smart card MOs, if any, and then to manage itself and/or let the DM server manage these smart card MOs. Some of these latter shall only be modified by an authorized DM server.

5. Architecture

The purpose of this section is to introduce the concepts and architecture ruling the use of smart cards in the device management. Other types of media, removable hardware and secure storage token may be added later to this specification.

5.1 Generalities

According to [DMTND], each device supporting SyncML DM MUST contain a management tree. The aim of the management tree (see Figure 1) is to organize all available information in the device into “management objects” (or MO). The tree has a hierarchical structure where all its constitutive nodes can be uniquely addressed through a URI. These nodes are the basic entities that can be manipulated (managed) by a server (DM server) through management actions carried over the SyncML DM protocol. A management object is a collection of nodes relation to one kind of information (Server access parameters, device information…).
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Figure 1 : Example of a management tree.

5.2 Removable Hardwares in DM devices

Several types of removable hardwares may be inserted in mobile devices :

· Memory oriented hardwares: MMC, …

· Processing hardwares: for example, smart cards.

Two kinds of insertion may be considered:

· Hot insertion: the hardware may be inserted and removed when the device is already switched-on.

· “Cold” insertion: the hardware may only be inserted and removed when the device is switched-off.

Currently, smart cards containing the authentication information allowing a subscriber to access to a mobile network may only be “cold” inserted into a device. But other kinds of smart cards (credit card, for example) may be “hotly” inserted into the device (dual-sloted devices, for example).

5.2.1 Concept of DM compliant Removable Hardwares

A removable hardware MAY be DM compliant. In this case, it SHALL contain DM management objects, called removable hardware MOs, or RHW MOs. 

A DM compliant device SHALL detect at switch-on or boot, or during hot insertion, if the inserted hardware is DM enabled. In the positive case, the device MUST be able to retrieve the list of HWR MOs and map them into its management tree. 
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Figure 2 : Example of mapping into Device management tree for hardware devices MOs 

A DM server SHALL therefore be able to detect and manage in any DM device the MOs originating from a DM enabled and compliant inserted hardware.
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Figure 3 : Removable hardware use in DM. 

The actors that are involved with the removable hardware role in DM are:

· The DM server;

· A DM compliant Device;

· A DM compliant removable hardware (RHW)

The following phases are considered when assuming the use of a DM compliant removable hardware:

· Dynamic provision phase: taking place at device switch-on or boot, or at hot insertion, it allows the device management tree to detect and map into its management tree the RHW MOs. 

· Continuous management phase: an authorized DM server MAY manage the removable hardware MOs. The hosting device SHALL be able to modify some RHW MOs, depending on the control policy and information associated to the considered RHW MOs.

5.2.2 Concept of DM compliant Smart Cards

Several mobile technologies have defined the use of smart cards in the mobile device, mainly for authentication purpose. The use of smart card may be mandatory, as in GSM (SIM) or UMTS (UICC), or optional, as in CDMA and CDMA2000 (R-UIM). Smart cards have several assets such as:

· Computing and processing capability;

· Storage capability;

· Strong security policy.

All these features provide a flexible and secure basis for execution of the authentication of subscribers on a mobile network.
Some DM oriented information needs to be stored on a smart card for the following reasons:

· Provisioning: mobile or data network access for device applications and services needs an appropriate set of parameters in the device, depending on operator, subscriber and service provider. 

· Security: some data stored onto the smart card may need to be only accessible by the card issuer, by a few authorized servers, by the device user agent, or by the user or subscriber.

· Portability: when the user changes of DM compliant device, smart card data (card issuer data, user data, service parmaters/settings, …) need to be available and usable, whatever the device manufacturer or the device type.

· Convenience: Storing the provisioning parameters in the smart card enables to provision the device as soon as it is switched on or boot, without needing an instant operable network access in order to be able to provision data in the device.

As a removable hardware, a smart card MAY be DM compliant, and in this case, a DM compliant smart card SHALL contain DM management objects, called SC MOs.

A DM compliant device SHALL detect at switch-on or boot, or at hot insertion, if the inserted smart card is DM enabled. In the positive case, the device MUST ask to the smart card the list of SC MOs and map them into its management tree. A DM server SHALL therefore be able to detect and manage in any DM device the MOs originating from the smart card.
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Figure 4 : Smart Card use in DM. 

Particularities of smart cards (mainly security) compared to other removable media compel to add the following behaviours:

· at swith-on or reboot, provisioning information extracted from SC MOs SHALL have a higher priority than any other provisioning information from another type of removable hardware., 

· at hot insertion, nevertheless, of a removable hardware, the provisioning information stored into this media MAY be provisioned with higher priority than the current information in the device applications and services after user interaction and acceptance.

5.3 Dynamic Provisioning Concept

A mobile subscriber needs to access to network services through applications provided by its device.

Provisioning is the process by which applications and services in a device are properly configured and enabled for correct network access with a minimum of user interaction. This term covers in the Client Provisioning enabler several mechanisms, including over the air (OTA) provisioning and provisioning by smart cards. In the Client Provisioning enabler, the provisioning through Smart Card ([SCPROV]) is optional.

Thanks to provisioning, a mobile network operator is therefore able to correctly configure applications such as web browser or e-mail with appropriate information so that the subscriber or user of the device is able to use these applications without having to configure them.

The concept of  “dynamic provisioning” of a device is a provisioning done at switch-on of this device, or at hot insertion of a smart card, and only valid until the device is swithed off or the smart card is hotly removed from the device. This dynamic provisioning in some way extends and greatly enhances the bootstrap provisioning defined in CP and based on several mechanisms, including the smart card ([SCPROV]). 

In DM, the removable hardware, and more particularly the Smart Card, may be used as a provisioning media. As such, it may contain management objects (MOs), called SC MOs. When it does and whenever it is inserted into a device which is DM-compliant, this device has to discover and map the SC MOs into its management tree at each switch-on, reboot or hot insertion (see Figure 5). The device has also the responsibility to provision the applications and services with the setting information provided by SC MOs related to these applications or services (this remains out of the scope of this specification). 
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Figure 5 : Example of SC MOs mapping into Device Management Tree

5.4 Continuous Management Concept

When inserted into a device, removable hardwares, and particularly smart cards, may contain management object(s) that  the device has to map in its management tree. RHW MOs mapped into the device management may afterward be remotely managed by Device Management servers depending on authorization levels allocated to these MOs. Similarily, and in the case of a secure media (smart cards, for example), the device may manage some of these MOs, depending on authorization levels provided by the hardware from where they are originating. Indeed, for some information, it is necessary not to allow direct access by the device, due to the fact that no mutual authentication is done between devices and secure media (smart cards).

6. Dynamic Provisioning

A hardware media inserted into a device, before or after the device’s switch-on, may contain MOs, and particularly provisioning MOs. These latter are objects containing data such as parameters, settings or connection configuration, related to services offered to the device and the user.

This section deals with dynamic provisioning from a media done at boot or switch-on of the hosting device, or at hot insertion of this media into the hosting device. The extraction of the media from the device and its consequences are also addressed. 

The Smart Card (SC) can be seen as a media because it is able to store, process or secure data. But it is also a very specific media because it is a mandatory element of many mobile networks
 (optional in other
) and is used at least for subscriber authentication purpose.

A dynamic provisioning through SC insertion may be seen as an extension and an enhancement of bootstrap based on smart card as defined in the Client Provisioning enabler.

Only Smart Cards are covered in this section. If necessary, other types of removable hardware may be added later to this specification, or may be part of another specific specification.

6.1 Smart Card Dynamic Provisioning

This section deals with provisioning from a smart card done at switch-on, reboot (after a “crash” of the device OS) or hot insertion of the hosting device. The roles and presentation of the smart card management objects (SC MOs) are presented, as well as the user agent behavior for taking into account the provisioning data of the smart card. The extraction of the media from the device and its consequences are also addressed. 

6.1.1 SC Management Objects

A smart card may contain management objects (SC MOs). Some of the SC MOs MAY be vendor or card issuer specific, or standardized OMA DM management objects. 

Some SC MOs SHALL be mandatory, the other ones being optional.

The mandatory MOs SHALL be the following ones:

· Smart Card SyncML DM: settings for the OMA DM client in a managed device allowing this latter to be able to connect to a card issuer authorized DM server.
· SmartCardInfo and Smart CardDetail: Smart Card information for the OMA DM server and the device. The server may retrieve this information prior to perform Smart Card management operations. 
· SmartCardReporting: collection of warnings and errors events that may occur during Device and Smart Card interaction.

The optional MOs may be, the following list not being exhaustive:
· Standardized DM objects allowing user access to operator services or applications: WAP access, MMS access, email configuration…

· Object allowing portability of user- or operator-oriented data : user preferred bookmarks list, operator bookmark list, bookmark history, login/password information associated to web sites…

· Other objects (for example, operators-, vendors-, 3rd parties- or card issuers-oriented).

There MAY be several identical, or redundant, SC MOs instantiated with different (node) values. It may be, for example, the case for the SC SyncML DM MO or the service parameter MOs (WAP access, MMS access, email configuration, …). In this way, it is possible to have, like in CP, several “sets” of the same parameters in order to allow, for example, a card issuer-originated parameter set and a user-originated parameter set. In order to facilitate the user agent operation (see 6.1.2), a priority property is consequently necessary  and SHALL be attached to the considered SC MOs.

It is also stated that every smart card MO SHALL have a type property value clearly assigned, in order to ease possible comparison operations by the device user agent.
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Figure 6 : Example of  SC MOs present in a smart card.

6.1.1.1 Mandatory objects

This section briefly describes the mandatory SC MOs, that SHALL be defined in another specification.

6.1.1.1.1 Smart Card SyncML DM

The Smart Card SyncML DM management object defines one or more OMA DM account(s) allowing a device client to connect to an initial DM server. Its structure is identical to the standardized SyncML DM object defined in [DMStdObj].
At each device switch on, the DMacc node, provided by the smart card as having the highest priority, is the default OMA DM account for client-initiated DM sessions. The ConRef node shall point to connectivity information in a Con node, also extracted for the Smart Card SyncML MO.

If indicated by a property (see section 7.2.2 SC MO Properties) associated to the default SC SyncML DM MO, the device user agent SHALL initiate as soon as possible a DM session to the server whose connection information is provided by this SC MO.

The default OMA DM account may afterward be changed, by the user or by the DM server.
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Figure 7 : Structure of the SC SyncML DM management object.

6.1.1.1.2 SmartCardInfo and SmartCardDetail

The SmartCardInfo MO defines information on the Smart Card that is useful to the DM server (and possibly the device) for management operations. The server prior starting such operations can retrieve this object.

The SmartCardDetail MO defines other smart card specific parameters that can be manipulated using SyncML DM commands and managed by DM servers (and possibly the hosting device) as any other parameters.

The goal of these MOs is to allow a remote DM server to remotely manage the SC MOs as it is able to do it for the device management tree. They are very similar in their goals to the management objects (DevInfo and DevDetail) defined for the device itself in [DMStdObj].

Among the information provided by these SC MOs, one can find a parameter indicating if the device has to connect to a DM server as soon as possible after having done the provisioning of parameters and settings in applications and services.

6.1.1.1.3 SmartCardReporting

The SmartCardReporting management object collects information and possible warnings and errors events that may occur during the processing and management of Smart Card management objects (SC provisioning as well as SC MOs management). A remote authorized server is therefore able to monitor the relationship between the smart card and the device.

6.1.1.2 Optional Objects

The optional SC MOs may be standardized or specific (to a card issuer, an operator, a service provider…)

Among the most important standardized optional SC MOs are the objects allowing the provisioning of service parameters or settings (MMS, WAP, Email…) enabling the user to transparently access to its subscribed services. These SC MOs MUST have the same standardized structure as the MOs defined for the device management tree in order to be fully usable as soon as the device switches on with an inserted smart card or as soon as a smart card is hotly inserted into the device. These SC MOs are the base of the dynamic provisioning of services.

 The standardized SC MO for device application configuration and settings may be redundant with MOs already in the device. In this case, the provisioning information from the smart card has a higher priority until the DMS or the user decides to use a different set of parameters and settings.

6.1.2 SC User Agent Behavior

This section describes the Device User Agent behavior for the objects that a Smart Card compliant to this specification MAY contain. 

Important notices: 

· this section must be seen as an addition to the DM User Agent Specification (also called DM Client Server Specification) that describes among other things the behavior of the device user agent during DM operations.

· The goal of this section is to provide the device and its user agent with a way to handle the provisioning information stored in the smart card. In this regard, the proposed solution has been chosen so as to be as much implementation independent as possible.

Notice: a clear distinction is made between the device application & service provisioning (or setting) and the device management tree provisioning (or SC MO provisioning into the device tree). The first case is included into the latter case. When the provisioning is considered at device switch-on (or boot) or at hot insertion of a smart card into the device, it involves the mapping of all the SC MOs into the device management tree and the provisioning of applications and services of the device with appropriate SC originating information.

6.1.2.1 Start up or insertion of Smart Card

At each device start-up, in order to allow the dynamic provisioning by smart card, the device user agent has to determine if the Smart Card inserted into it contains OMA Management Objects. This is done through an adapted command described in the “SmartCard Management” section (see 7.1).

If the Smart card inserted into a device is DM compliant and contains SC MOs, the following rules MUST be enforced at each device switch-on (or boot) or SC hot insertion:

· The user agent detects and lists all the SC MOs and maps them into the device management under a generic SC node. When the SC access control properties associated to a SC MO allow it (see sections 7.1.1.3 and 7.2.2), the device SHALL extract the SC MO node structure and managed the SC MO in its management tree. 

· The provisioning SC MOs (encompassing settings and parameters for device applications and services) SHALL have properties allowing an extraction by the device user agent, and the information from these SC MOs SHALL be taken into account under the following conditions:

· If indicated by smart card (see section 7.2.2 for definition of SC MO properties), the device MUST ask a confirmation to the user before provisioning the device with data related to the services (settings, parameters).
· If no indication is provided by smart card, the device user agent SHALL take into account the service provisioning MOs from the smart card without asking confirmation to user.
· If there are several identical, or redundant provisioning SC MOs (i.e. with identical {Name, Type} properties), the device user agent MUST use the SC MOs according to a priority level indicated by the Smart Card.
· If a provisioning SC MOs is related to a service or application not available on the device, the SHALL nevertheless map the SC MO into the “/SC” node of its management tree but SHALL NOT extract the associated data (settings and parameters). Moreover, a warning SHALL be listed into the SmartCard Reporting MO in order to allow the DM server to be aware of this service incompatibility between the SC provisioning information and device capabilities.

· If one or several SC MOs cannot be mapped by the device user agent into its DM management tree, an error SHALL be logged in the SmartCard Reporting MO. 

· If one or several mandatory SC MOs are missing, an error SHALL be logged in the SmartCard Reporting MO. If this latter is missing in the “/SC” node of the device management tree, the authorized DM servers SHALL conclude that there have been problems between the SC and the device during the SC MOs extraction phase.

· If indicated by the smart card (see section 7.2.2 for definition of SC MO properties), the default DM account provided by the Smart Card SynclML DM object MUST be used for establishing a session with the corresponding DM server.
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Figure 8 : view of SC MOs into Device Management Tree

When the Smart Card inserted into a device does not contain OMA DM Management Objects, the user agent SHALL detect that there are no SC MO through the request of MO discovery that cannot be performed by the smart card.

The device cannot therefore be provisioned and has to rely on its own service configuration data and settings (SyncML DM account, service settings…) or, if possible, it initiates a provisioning phase through OTA mechanism.

Figure 8 presents the “logical” view of the DM management tree that could be managed by the user agent. It does not make any assumption on the way the device user agent has chosen to reference the SC MOs, because it would lead to implementation constraints. The “physical” view of the Figure 8 tree could be for example, 

· an extraction of SC MOs (when allowed by the access control policy of the SC) and storage into the device cache or memory, 

· or just a reference or pointer information to SC MOs in the smart card.

6.1.2.2 Shutdown or Smart Card extraction

At device shutdown, or at smart card hot extraction, the device MUST discard from its management tree any reference or information related to the MOs initialy extracted from the Smart Card (at device switch-on or at hot insertion). Consequently, if the device is afterward switched on with another Smart Card, the SC MOs from the former SC MUST no more be usable or accessible for DM operations. But the SC MOs from the newly inserted Smart Card SHALL be mapped by the device. 

6.1.2.3 Provisioning information handling

On a pure application-provisioning point of view, some SC MOs may be redundant with MOs already in the device management tree (settings or parameters for service such as WAP, MMS, Email…). The device user agent has therefore to be able to identify among the SC MO from the smart card the MOs that have to be used for provisioning settings and parameters in applications and services.

 For each of these applications provisioning MO, two use cases are possible:

· The SC MO is standardized: in this case, the device is able to handle the corresponding information as with other MOs of the same kind. The version or release of the MO is necessarily provided by the smart card to the device in order to allow this latter to verify its conformance with the MO.

· The SC MO is not standardized: the device can handle the information of this MO only if the associated (maybe operator or third party specific) application is available in the device.

6.1.2.4 Error Management

When an error or a warning occurs during the mapping of a SC MO in the management tree or the extraction of node data from a SC MO, this MUST be reported in the Smart Card error reporting management object in order to allow error status retrieval by an authorized management server.

A particular case is the following one :

· A smart card inserted into a device contains MOs, some of the mandatory ones are missing (one or several simultaneously): 

· the worst case is if the SC SyncML DM MO is missing, allowing provisioning of connection information to an card issuer authorized DM server: this case is considered as a big failure. The device SHALL nevertheless take into account the other SC MO that may be linked to services other than provisioning.

· Another case is if the SC Info and/or SC Details MO are missing: the device SHALL take into account the SC MOs present in the SIM.

· A last case is if the SC Reporting MO is missing: the device SHALL take into account the SC MOs present in the SIM. A possible behavior could rely on the emission of an alert to the DM server whose parameters are defined into the SC SyncML MO, except obviously if this latter is also missing.

7. Continuous Management of Removable Hardwares MO

When inserted into a device, removable hardwares MAY contain management object(s) that the device has to take into account in its own management tree in order to allow it or a Device Management server to remotely manage them 

Only Smart Cards are covered in this section. Other types of removable hardware may be added later to this specification.

7.1 Smart Card Management

Two phases are identified when considering the role of the smart card in the device and its DM tree:

· Tree provisioning phase: At switch-on (or boot) of the device with a smart card already inserted, or at hot insertion of the smart card: 

· Detection by the device that the smart card is DM compliant.

· Query sent to the smart card in order to get the list of SC MOs available in the smart card.

· Mapping (or referencing) of the SC MOs into the device management tree.

· Extraction of the SC MO for which SC access control properties allow minimum management by the device.

· Provisioning of the applications/services with the provisioning SC MOs according to the device capabilities in terms of applications provided (optionally with user confirmation asked by smart card).

· If indicated by SCDev or SCDetails, DM session initiation by the device to DM server whose parameters have been provided by smart card.

· SC MO management phase: depending on the SC access control properties of the SC MOs, the device and or authorized servers
 may manage the information available in the SC MOs. 

7.1.1 SC MO management

7.1.1.1 SC MO Mapping into the Device Tree

Upon device user agent request, the Smart Card MUST provide the complete list of management objects it contains in order to allow the device to map (or reference) all SC MO into its management tree. Each SC MO SHALL be associated with properties, enabling the device to determine what kind of MO it is dealing with.

Indeed, after the initial query and mapping of SC MOs into the device management tree, two kinds of SC MOs can globally be considered in the device management tree depending on their SC access control: 

· Referenced-only MOs: only the MO root node and the properties associated to the MO are in the device management tree. In this case, the device cannot manage nodes in the MO. Only authorized servers are able to access and operate upon these nodes, directly in the smart card, though depending on the access control policy provided by the smart card.

· Extracted MOs: the MO is in the device tree with its properties and all its nodes. Depending on the access control policy provided by the smart card, the device and authorized servers are allowed (or not) to do operations on the nodes of the MO. If a modification, or a creation, or a deletion operation is executed, it impacts synchronously the smart card nodes and the duplicated nodes in the device management tree.

Figure 9 presents an example of how the device may map and extract SC MOs from a smart card.
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Figure 9 : Example of SC MO provisioning in the device tree.
7.1.1.2 Possible Operations on SC MO
The smart card is a secure storage area, and it represents a very important feature for whoever uses it.

Tthe actors that may use or have access to DM oriented data or functionalities that are stored in the smart card are: 

· card issuers, 

· operators, 

· device user, 

· device software (applications, services, firmware, …),

· subscriber, 

· third parties. 

The actors may request operations on a SC MO when they do have the right to execute it (depending on the access control policy) and through the available DM mechanisms and entities (DM server, Device) or outside DM mechanisms (SC OTA…). Therefore, on the smart card point of view in the DM environment, the only entities that shall therefore be considered are: the DM server, and the device. The higher granularity previously foreseen in the actor diffentiation is out of scope of DM.

The following management operations, identical to the commands defined in the SyncML DM protocol, are available in order to manage the SC MOs:

· Reading the nodes of an existing SC MO (similar to SyncML DM Get command)

· Modifying nodes of an existing SC MO (similar to SyncML DM Replace command): 

· Deleting nodes of an existing SC MO or a complete SC MO (similar to SyncML DM Delete command). 

· Copying nodes of an existing SC MO (similar to SyncML DM Copy command). 

· Adding (or creating) nodes in an existing SC MO or a SC MO (similar to SyncML DM Add command).

A DM server and a device may theroretically manage all the SC MOs. But an access control policy enforced and provided by the smart may limit the range of operation possible on each SC MO just in order to keep the security inherent in the role allocated to the smart card.

7.1.1.3 Access Control Policy on SC MOs

On certain conditions of access rights and policy, an authorized DM server and the device SHALL be able to manage the Smart Card management objects.

The following table indicates that each operation is theoretically possible on a SC MO for an authorized server and the device, but the access control policy may prevent some or all operations for a given SC MO and server or SC MO and device.

Extracted SC MO :

	
	DM Server
	Device

	Add
	Possible
	Possible

	Replace
	Possible
	Possible

	Delete
	Possible
	Possible

	Copy
	Possible
	Possible

	Get
	Possible
	Possible


Referenced-only SC MO :

	
	DM Server
	Device

	Add
	Possible
	Impossible

	Replace
	Possible
	Impossible

	Delete
	Possible
	Impossible

	Copy
	Possible
	Impossible

	Get
	Possible
	Impossible


The access control policy provides a basic rule that states that for each SC MO, some operations are allowed for some given sources (servers, the device), each source not having necessarily the same rights on the same operations.

This information are kept and managed into the smart card in order to ensure strict security enforcement.

Whenever a device or server requests an operation on a SC MO that is not allowed according to the access control policy defined in the smart card, a warning or error SHALL be returned to the originator of the request with a specific status code. Obviously the operation SHALL NOT be performed in this case.

Whenever a device or server requests an operation on a SC MO fully that is allowed according to the access control policy defined in the smart card, the usual ACL policy is applicable if the SC MO is fully present (structure of nodes…) in the device management tree. 

The following table provides the security rules applicable for each kind of SC MO and operation originator:

	
	Extracted MO 
	Referenced-only MO

	Device
	SC Access control policy + ACL
	Not applicable

	Server
	SC Access control policy + ACL
	SC Access control policy


7.1.2 SC MO Management Mechanisms

The mechanism allowing to manage smart card management objects depends on the kind of SC MO considered (Extracted or Referenced-Only SC MOs) and the originator of the operations. All the proposed solutions enabling the management of the smart card MOs are based on the current DM protocol.

Three cases are possible:

· Management by the Device: it can only be used on extracted SC MOs.

· Management by a remote server with modification of SC MOs in the device tree: used on extracted SC MOs.

· Management by a remote server with modification of SC MOs directly in the SC: used on SC MOs that are referenced-only in the device tree.

7.1.2.1 Management by the Device

The device can only manage SC MOs that authorizes a minimum access to one or several operations. The SC MOs providing  the authorization of at least one operation from the device are extractible from the smart card, meaning that the device tree may know the structure of the considered SC MO and therefore request operation(s) on this SC MO or its nodes.

Each time the device request some action on a SC MO or its nodes, the action SHALL be considered as completed when similar actions will have been correctly performed on the smart card through the appropriate interface (see section 7.2).

The commands available to the device for managing the SC MO are the usual DM commands (add, get, replace, delete, copy). Nevertheless, these commands are only applicable in the device management tree. The device has services specific to the device to smart card interface enabling it to apply the same commands to the SC MOs into the smart card (see section 7.2).

7.1.2.2 Management by a Remote Server

Two mechanisms of management by a remote server shall be considered, depending on the kind of target SC MO:

· Extracted MOs: the management is based on a modification of the SC MO in the device management tree of the device. An authorized DM server SHALL be able to manipulate the SC MOs in a device management tree by using usual SyncML DM commands. The device user agent SHALL have the responsibility to manage the corresponding actions onto the same SC MO into the smart card.

· Referenced-only MOs: the management is based on a direct modification in the smart card. In order to make this management possible and SyncML DM compliant, the EXEC command SHALL be used, in which a local command is called (PutPackage command, see section 7.2). If necessary, any change in one or several MOs of the smart card SHALL imply a notification from the smart card to the device user agent for notifying that changes have occurred in some of its referenced SC MOs, triggering a refresh of the corresponding SC MO in the device.

7.1.2.2.1 Modification of SC MOs in the Device Tree

An authorized DM server SHALL use the usual SyncML DM commands (add, get, replace, delete, copy) nodes in SC MOs that are represented and structured in the device management tree.
The device user agent SHALL perform the corresponding actions onto the same SC MO into the smart card. For example, a “add” command on the node of a SC MO in the device management tree compels the device user agent to request a corresponding “add” service (see section 7.2) on the SC MO located into the smart card through the SC-device DM interface. 

A server-initiated command to a SC MO in the device tree cannot be assumed as completed until the similar request sent to the smart card has be itself correctly completed. In case of problem during the execution of the request sent to the smart card, the device SHALL NOT execute the command into the SC MO of its tree and a status code shall be sent to the server by the device informing of the problem.

7.1.2.2.2 Modification of SC MOs Directly in the SC

The proposed solution tries to keep the secure storage aspect of the smart card. In this respect, the management of a  SC MO directly in the smart card is performed as follows:

· The DM server sends to the device a SyncML DM exec command that asks the execution of a specific service of the smart card to device interface enabling transparent delivery (on a device point of view) of a package of data to the smart card. 

· The package of data is secured in a way that:

· the sender (DM server or another server through an adequate web service interface) is able to authenticate itself to the smart card,

· only the sender and the smart card are able understand the message (message protection against eavesdropping and replay).

· If some authorized modifications of the SC MO(s) occur, the smart card SHALL indicate them to the device user agent through a notification. 

· The device user agent then reacts accordingly by taking into account these modifications.

7.2 SC Interface Functional Description

7.2.1 SC Management Objects & Nodes

Management Objects and nodes stored in the Smart Card may be considered by the device management tree as a local management tree and SHALL be accessed through primitives. The Smart Card MOs are referenced by the device in its management tree in order to be manageable by authorized DM servers and by the device user agent (if the device has the right according to the individual access control information associated to each SC MO).

7.2.2 SC MO Properties

At device switch-on, the device user agent MUST request the Smart Card to provide the complete list of management objects it contains. It is afterward able to retrieve the whole node structure of the MOs for which the device has the correspondent access control rights. 

For each SC MO, specific properties are added to the MO usual properties in order to allow the device user agent to map it, and possibly to extract it, correctly into its own tree: 

· Management object ID (ScMoId): each SC MO has to be uniquely identified by the device user agent for subsequent operations upon that object. This identifier is local to the device to smart card interface and is temporarily allocated at each initial query of the SC MO in the smart card.

· Priority level (Priority): this optional property is useful when the smart card has several instances of the same object (SC MO), intended for example for provisioning settings and parameters to an application or a service. It allows therefore the device to have a rule for selecting the right provisioning information for its applications and services.

· User interaction indicator (UsrInt): this optional property indicates if the user has to be alerted before provisioning the data/information from a SC MO into its device applications. By default, when this parameter is not present, the user SHALL not be alerted during the provisioning. When set at “True”, the device SHALL ask to the user if he allows the update of its application/services settings with the ones provided by his operator.

· MO Release Number (RelNb): this mandatory property indicates the release number of a SC MO. When the SC MO is a DM standardized MO (SyncML MO, for example), this release information must totally comply with the official MO release evolution. If the SC MO is a (card issuer or user) specific MO, the release number follows the MO owner or responsible rules.

· SC MO Access Control (SCAccCont): this mandatory property indicates the access control information for the MOs stored into a smart card. Some SC MOs may be updated by the device, by the user and by authorized servers
 when other may only be updated/created/deleted by authorized DM servers.

These properties are not associated to the internal nodes of SC MOs but to the SC MOs (therefore to the root node of the SC MO). They are complementary to the usual MO properties. Concerning these latter, some are OPTIONAL for a device to implement, but all are REQUIRED for servers. 

Important notice: these properties not being defined by DM specifications dealing with nodes properties (please see [DMTND]), it is possible for the device that has to map the SC MOs into its management tree to consider them, on an implementation point of view, as standardized nodes present and available in every SC MO, the value of these nodes representing the property value. 

A DM Session initiation indicator information SHALL be available in the MO called SmartCard Info. This optional property SHALL indicate if a DM session has to be initiated or not as soon as possible (after the device switch-on and SC MO provisioning phase) with a DM server whose connection parameters are stored into the SC MO “SyncML DM”.

The following table sums up the properties associated to the SC MO when the device user agent has access to them: 

	Root node (or MO) Properties
	Domain Validity
	Smart Card support

	ACL
	Device Management MOs
	Mandatory 

	Format
	Device Management MOs
	Mandatory

	Name
	Device Management MOs
	Mandatory

	Size
	Device Management MOs
	Mandatory

	Title
	Device Management MOs
	Optional

	TStamp
	Device Management MOs
	Optional

	Type
	Device Management MOs
	Mandatory

	VerNo
	Device Management MOs
	Optional

	ScMoId
	SC MOs
	Mandatory

	Priority
	SC MOs
	Optional

	UsrInt
	SC MOs
	Optional

	RelNb
	SC MOs
	Mandatory

	SCAccCont
	SC MOs
	Mandatory


7.2.3 SC Services 

The SC services are defined to allow the management of the Smart Card management objects (SC MO). Three kinds of services MUST be available:

· Service for the device user agent;

· Services for the DM server;

· Services for the Smart Card.

The device user agent cannot update or create or delete SC MOs in the smart card. 

Authorized DM servers
 and the device SHALL be able to update or create or delete SC MOs in the smart card depending, first, on the access control information of the SC MOs, and second, on the ACL properties in the SC MO nodes.

7.2.3.1 Services Available for the User Agent

The smart card SHALL provide services allowing the device user agent to list the SC MOs and to access them:

· GetMOList

The goal of this service is to allow the discovery of the SC management objects available on the smart card inserted into the device. The service returns the list of available MOs associated to all the properties previously defined for SC MOs (see section 7.2.2). The MoId SHALL be used for identifying a SC MO in any further exhange between the device and the smart card.

· GetMO (MoId[ ], NdValInd)

The goal of this service is to allow the user agent to retrieve one or several MOs from the smart card. This retrieval is based on the identity of SC MOs (MoId[ ]) returned by a previously called GetMOList service. The SC MO Access Control property associated to a SC MO indicates to the device user agent if it is authorized to retrieve this SC MO from a smart card. Whenever a device user agent tries to retrieve a SC MO while not authorized, a warning SHALL be sent back by the smart card to the user agent explaining the lack of rights and the abortion of the request.

This service returns a SC MO with its properties, nodes names and properties. But it SHALL be possible to indicate during this service call if the node values have also to be returned or not (NdValInd).
· ReplaceMONodes (MoId, nodes[ ], Data[ ])

The goal of this service is to allow the user agent to update data in nodes of one SC MO from the smart card. This update is based on the identity of SC MO (MoId) returned by a previously called GetMOList service. 

· AddMONodes (MoId, nodes[ ], Data[ ])

The goal of this service is to allow the user agent to create nodes in one SC MO from the smart card. This update is based on the identity of SC MO (MoId) returned by a previously called GetMOList service. 

· CopyMONodes (MoId, nodes[ ])

The goal of this service is to allow the user agent to copy nodes in one SC MO from the smart card. This update is based on the identity of SC MO (MoId) returned by a previously called GetMOList service. 

· DeleteMONodes (MoId, nodes[ ])

The goal of this service is to allow the user agent to delete nodes in one SC MO from the smart card. This update is based on the identity of SC MO (MoId) returned by a previously called GetMOList service. 

· PutPackage (DmsId)

The goal of this service is to allow the user agent to transparently provide a data package from a DM server to the smart card. This data package MAY contain commands with adapted and specific security features, allowing the smart card to authenticate the DM server requesting the commands, to secure the data flows against eavesdropping, and to prevent replay of previous commands. 

7.2.3.2 Services Available for the Smart Card

The device User Agent SHALL provide services allowing the smart card to notify it of some events:

· NotifyUpdate (MoId[ ])

The goal of this service is to allow the smart card to indicate to the user agent that some of its SC MOs have been updated or deleted, or that a new MO has been downloaded into the smart card. Upon reception of this notification, the device user agent SHALL take into account the fact that data associated to the SC MOs indicated as updated has been changed. If it is related to a SC MO for which the device user agent is authorized to read, the device user agent SHALL call the GetMO service.

· NotifyAlert (MoId[ ])

The goal of this service is to allow the smart card to indicate to the user agent that some alerts have been raised. According to the alert, the SC MO “Error Reporting” MAY be updated by the device in its tree.
7.2.3.3 Services Available for the DM Server

In this particular case, as the DM server shall be able to manage nodes in SC MOs through common SyncML commands  (get, update, delete, add, replace, exec), there is no need to define new services as it has been the case on the smart card to device interface.

Two mechanisms have been previously defined and described, depending on the kind of SC MOs:

· Direct modification in the device management tree: intended for so-called Extracted MOs, the management is performed by using the following SyncML commands: get, update, delete, add, replace. The device user agent has the responsibility to manage the corresponding actions onto the same SC MO into the smart card.

· Direct modification in the SC: intended for so-called Referenced-only MOs, the management is performed by using the following SyncML commands: exec.
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Appendix B <Additional Information>
































































� Mainly GSM, UMTS.


� Mainly CDMA, CDMA2000.


� An authorized server is server defined in the smart card.


� An authorized server is server defined in the smart card.


� An authorized server is server defined in the smart card.
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