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1 Reason for Change

This CR proposes the additional lock parameters used for locking and unlocking VMs. The lock and unlock function is optional, and either VirMO or LAWMO can be used to lock the VM. The lock defined in the VirMO supports the user unlock, and here are some use cases for this (please note that the relevant REQ is already in the ER document).
· The VM can be locked before the authority inspects the VM using the DM session. The inspection may include checking the malware, viruses and security issues. During the inspection, some configurations might be misconfigured or broken, which blocks the DM session to be continued or established. This VM can be unlocked manually using the secret and can be re-configure. After the VM is properly configured, the inspection can continue using the DM session.
· Suppose that an employee has a device installed with an Enterprise VM. When the Enterprise VM is locked for the security reasons, the secret to unlock the VM can be delivered to the supervisor. The supervisor can unlock the Enterprise VM using the secret.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Lock Parameters
8. Virtualization Management Object
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	VirMO/<x>/LockParams

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is the parent node for parameters pertaining to the lock functionalities of the Virtual Machine.


	VirMO/<x>/LockParams/State

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This leaf node specifies the current lock state of the Virtual Machine. This value MUST be set only by the VirMO Client, and MUST have one of the following values:
Valid Value
Descriptions

0

The VM is unlocked.
1

The VM is locked.



	VirMO/<x>/LockParams/UserUnlock

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bool
	Get
	

	
	The value of this node specifies whether the user is allowed to unlock the locked Virtual Machine. If the value of this node is set to true, the user is allowed to unlock the locked Virtual Machine identified by the VirMO/<x>/VMID node. If the value of this node is set to false, the user is not allowed to unlock the Virtual Machine. Regardless of the value of this node, the authorized VirMO Server can unlock the Virtual Machine.


	VirMO/<x>/LockParams/UnlockAuth

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node is the parent node for parameters pertaining to the unlock authorization information. The VirMO Client can authorize the user by using this information when the user unlocks the VM. This node MUST be present if the value of the sibling UserUnlock node is set to true.


	VirMO/<x>/LockParams/UnlockAuth/AuthData

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the authorization data related to the authorization type specified by the sibling AuthType node.


	VirMO/<x>/LockParams/UnlockAuth/AuthType

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	The node specifies the authorization type for unlocking the Virtual Machine. The valid integer values are as follows:
Values
Description
 Support
0
DIGEST-SHA256 as specified in RFC6234
MUST



	VirMO/<x>/LockParams/UnlockAuth/AuthDigest

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the authorization digest related to the authorization type specified by the sibling AuthType node.


Change 2:  User Unlock Procedures

9.3 Unlocking Virtual Machine by User
The locked Virtual Machine can be unlocked by an authorized user. The VirMO Client can authorize the user using the authorization information configured by the VirMO Server. This specification specifies how the VirMO Server configures the authorization information to the VirMO Client, and how the VirMO Client authorizes the user by using it. The VirMO Server and the VirMO Client SHOULD support this function.
The VirMO Server MUST configure the authorization information for the Virtual Machine as follows:

Step 1: The VirMO Server decides the authorization type among those specified by the VirMO/<x>/LockParams/UnlockAuth/AuthType node. For the authorization type, the VirMO Server selects the authorization data and the secret. 

Step 2: The VirMO Server calculates the digest using the hash function specified by the authorization type. The input for the hash function is the concatenation of the secret and the authorization data (i.e. digest=H(secret || authorization-data)).

Step 3: The VirMO Server provisions the authorization information to the VirMO Client. The authorization data to the VirMO/<x>/LockParams/UnlockAuth/AuthData node, the authorization type to the VirMO/<x>/LockParams/UnlockAuth/AuthType node, the digest to the VirMO/<x>/LockParams/UnlockAuth/AuthDigest node.
To allow the user to unlock the Virtual Machine, the VirMO/<x>/LockParams/UserUnlock node MUST be set to true. The VirMO Client MUST authorize the user to unlock the Virtual Machine as follows:

Step 1: The user inputs the secret to the VirMO Client. To successfully unlock the Virtual Machine, the user must know the right secret. How to deliver the secret to the user is out-of-scope of this specification.

Step 2: The VirMO Client calculates the digest according to the authorization information set by the VirMO Server. The VirMO Client uses the secret from the user and the authorization data in the VirMO/<x>/LockParams/UnlockAuth/AuthData node as the input to the hash function decided by the VirMO/<x>/LockParams/UnlockAuth/AuthType node (i.e. digest=H(user_secret || authorization-data)).
Step 3: The VirMO compares the digest calculated in Step 2 with the value of the VirMO/<x>/LockParams/UnlockAuth/AuthDigest node. If they are identical, the authorization is successful, and the Virtual Machine MUST be unlocked.
�This will be added into the figure in the TS.
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