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1 Reason for Change

This CR is to provide the basic bootstrap mechanism for the Virtual Machine.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
11.1 Device Management with Separate DM Client
To provide device management for the Virtual Machine, this approach requires that a separate DM Client runs in the Virtual Machine. The DM Server can provide the device management for the Virtual Machine by directly communicating with the DM Client in the VM or by indirectly communicating with the DM Client in the VM by using the Gateway Management Object [GwMO].

11.1.1 Direct Device Management

In Figure 7, Personal VM and Enterprise VM are created by the DM Server and the DM Server needs to provide the device management for the Enterprise VM. For the direct device management, the DM Client needs to be installed in the Enterprise VM, and the DM Server can directly communicate with the DM Client in the Enterprise VM. The Enterprise VM is seen as a separate device from the DM Server perspective.

The DM Client is not installed in the Personal VM since it is not required to provide the device management for the Personal VM. In case that the DM Server needs to provide the direct device management for the Personal VM, then the DM Client needs to be installed, and the Personal VM can be seen as another separate device from the DM Server perspective.

Figure 7 gives the illustrative example for the direct device management based on the Type I Virtualization, but it is also possible to apply this approach to the Type II Virtualization.
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Figure 7: Illustrating Direct Device Management with Type I Virtualization


11.1.2 Indirect Device Management using GwMO
In Figure 8, the DM Server needs to provide device management for the Enterprise VM, but the DM Client in the Enterprise VM cannot directly communicate with the DM Server. In this case, the DM Server can provide device management for the Enterprise VM by using the GwMO [GwMO].

Both Transparent and Proxy Mode can be used to provide the indirect device management for the VM. In case of the Transparent Mode, the DM Notification is delivered to the DM Client in the VM by the aid of the GwMO Component in the device. After receiving the DM Notification, the DM Client in the VM initiates the DM session with the DM Server, and the device management for the VM is performed between the DM Server and the DM Client.

For the Proxy Mode, two related DM sessions are established; one is between the DM Server and the DM Gateway (working as a DM Client), and the other is between the DM Gateway (working as DM Server) and the Virtual Machine. Since the DM Client in the VM does not need to have a direct communication with the DM Server, the DM Client can have the device identifier that is locally unique within the device.
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Figure 8: Illustrating Indirect Device Management with Type I Virtualization

11.1.3 Bootstrapping Virtual Machine
For the separated DM Client approach, the Virtual Machine needs to be bootstrapped for the proper operations. The DM Bootstrap specification [DMBOOT] lists four possible approaches for the DM Bootstrap process: customized bootstrap, server initiated bootstrap, bootstrap from SmartCard, and client initiated bootstrap. Those DM bootstrapping approaches can be applied for the Virtual Machine as well. The bootstrap information might be prepared during the creation of the VM image and included in the VM image, which can be categorized as the customized bootstrap.
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