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1. Scope
(Informative)

The scope of this document is a requirements description of the Web Services Interface for Device Management. This document identifies a set of functional requirements (partly on an abstract level) for enabling device management use cases and settings.  Standardized interactions with provisioning server to faciliate application integration.
<< This clause acts as a reminder to contributors of the RD:

The RD has to provide a prose description illustrating what the release is about.

The RD has to provide the requirements necessary for the service release technical specification activity.

The RD has to provide only the requirements in the scope of the work item under which it is created.

Use cases in the Appendix of the RD are additional to the main text in the RD and facilitate clarification of the requirements.

DELETE THIS COMMENT>>

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same release package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


	[OMADICT]
	“Dictionary for OMA specifications”, Open Mobile Alliance™, OMA-Dictionary-V2_3-20051220-A, URL:http://www.openmobilealliance.org/

	
	


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[Parlay: Terminal Capabilities]
	Open Service Access (OSA); Application Programming Interface;Part 7: Terminal Capabilities  

ETSI ES 203 915-7 (Parlay 5) URL:  http://www.parlay.org/en/specifications/index.asp
or 3GPP Equivalent:  
3GPP TS 29.198-7 (Release 6) URL: http://www.3gpp.org/ftp/Specs/latest/Rel-6/29_series/

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application
	See description in  [OMADICT].

	Enabler

Service
	See description in [OMADICT].

See description in [OMADICT].



	


3.3
Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 

	OMA
	Open Mobile Alliance




4. Introduction
(Informative)

This document defines requirements for a set of web service interfaces which offer a standardized way of representing data for improved OMA Device Management technology.
It should be understood that the OMA DMWSI specifications are specific to and address the OMA Device Management Enablers, such as OMA-DM version 1.2 [OMADM].

5. WSI 1.0 Requirements Document
(Informative)

<< This clause illustrates what the release is about, describing the release in terms of its functionalities, identifying the actors and their relationships. The inclusion of any pictures to back up text should be kept simple, showing various actors involved. The text shall summarize the functionalities of the release in a generic form which does not constrain terminal or network design. It is intended to allow an understanding of the release without regard to implementation. The description should include functional, charging, administration and configuration, usability, interoperability, privacy aspects as well as interactions with other releases.

Part of this text can be easily extracted from the WID

The art of taking existing Web Services paradigms and making them applicable to OMA Device Management environments.
5.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the RD.  The description should be brief, target length should be a few paragraphs.   When the release or reference release is finished, this description should be aligned with the final functionality.   

Some of the DMWSI use cases described in this section are geared towards interaction between a DM System and an External System.  The following use cases are considered relevant within the scope of this requirements document:

· Management of a device by an external system

· Bulk operations

· Analyze diagnostics information

· Convergence and Interoperability
In each of the use cases, the External System should be able to gather information (such as results) about the Device Management operations carried out.

5.1.1 Short Description

This use case describes the interaction between the External System and the DM System to perform management operations on a device.  For example, the External System may be an Enterprise Provisioning Server wanting to retrieve current information about a device and modify some configuration settings (such as the SMTP server) to allow the device to function properly.

5.2 Bulk Operations  

5.2.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between the External System and the DM System to initiate bulk operations.  For example, a bulk operation could be changing the SMTP server on a collection (say 50,000) of devices.  The devices may or may not be of the same make and model.  Thus, the operations to update the SMTP server may not be the same for each device in the collection.

From a device’s point of view, a single device does not know Device Management is being performed as part of a bulk operation on a list of devices.

.  

5.3 Analyze Diagnostic Data  

5.3.1     ASK  \* MERGEFORMAT Short Description

This section should be included for each new service release of the RD.   It should describe at a high level the main changes made to the RD compared to the previous version.  The description should be brief, target length should be one paragraph.

DELETE THIS COMMENT

5.4 Convergence and Interoperability  

5.4.1     ASK  \* MERGEFORMAT Short Description

6. Requirements
(Normative)

<< This section should capture the requirements necessary for service releases to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of release.  The value for the release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the release.

Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" or “MAY”(instead of "SHALL") shall be given as an "Informational Note" for each such requirement.  See the following example:
	Label
	Description
	Release
	Functional module

	HLR-01
	The DMWSI Enabler MUST provide an interface for an External System to perform Device Management on a device via the DM System
	WSI 1.0
	

	HLR-02
	The DMWSI Enabler MUST provide an interface for an External System to access information in the device for device management purposes.
	WSI 1.0
	

	HLR-03
	The DMWSI Enabler MUST provide an interface for an External System to conduct bulk operations.
	WSI 1.0
	

	HLR-04
	The DMWSI Enabler MUST provide an interface for an External System to set, delete, access, and modify information on a device.
	WSI 1.0
	

	HLR-05
	The DMWSI Enabler MUST provide an interface to represent and conduct operations on Management Objects
	WSI 1.0
	

	HLR-06
	The DMWSI Enabler MUST support sending device generated alerts to interested External Systems.
	WSI 1.0
	

	HLR-07
	The DMWSI Enabler SHALL provide an interface for the Device Management System to provide an External System with sufficient information so that queries from the Device Management System, reports from Devices, data downloads, transactional details, statistical information and acknowledgements are tracked and shared accordingly.
	WSI 1.0
	

	HLR-08
	The DMWSI Enabler MUST provide an interface for the DM System to communicate results to an authorized External System
	WSI 1.0
	

	HLR-09
	The DMWSI Enabler SHOULD support communicating results to an authorized External System that is different than the External System initiating the operation.
	WSI 1.0
	

	HLR-10
	The DMWSI Enabler SHALL support service exchange across a variety of backend system architectures.
	WSI 1.0
	

	
	
	
	


6.1 Modularization

<< This section depicts the whole release as a collection of different functional modules. This is NOT an architectural model or diagram but a collection of functional modules where each one is a group of requirements identified as related with the offering/delivering of a functionality.

Modules can be absolutely needed to be able to build a service using the release or it can be a merely optional part adding value. In some way, functional modules can be described as mandatory functionality (core functionality) or optional functionality (value-added functionality). 

Thus, this section will only include a description of each identified functional module and the general character (mandatory / optional) considered for it. 

RELATED WITH THE “FUNCTIONAL MODULE” COLUMN IN THE TABLES IN THE FOLLOWING SECTIONS:

Each requirement listed in the tables in the following sections shall include an indication of the functional module(s) it is intended to pertain to (from the list identified in this section) and if it considered mandatory or optional within each one. 

Each requirement can be part of more than one module and can have a different character in each one (mandatory in some of them and optional in others). 

Examples of functional modules would be: File distribution, Provisioning, Content protection, Remote management, etc.

DELETE THIS COMMENT >>

<Modularisation text goes here> Totally confused about this section-Is that English up there? Jeez…getting coffee (
6.2 High-Level Functional Requirements

<< This clause identifies the high level functional requirements for this release.  These requirements will be used to describe and derive the functions and interfaces that the release will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the release specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Examples of such requirements are:

The XYZ release SHOULD support content delivery estimation time before and /or during service execution.

The XYZ release MUST be capable of supporting the Service Provider to log information about invocations of this release
The XYZ release MUST allow the end user to terminate a session

	Label
	Description
	Release
	Functional module

	HLF-001
	Interface to address environments where multiple technologies are present
	1.0
	

	HLF-002
	Interface to address enabling an offline statistical analysis server to collect diagnostic data from the devices
	1.0
	

	HLF-003
	Interface to address seamless service provisioning
	1.0
	

	HLF-004
	Interface to address customer care and diagnostic services
	1.0
	

	HLF-005
	Interface to address integration and deployed network components
	1.0
	

	
	
	
	

	HLF-001
	
	
	


Table 1: High-Level Functional Requirements

6.2.1 Security

	Label
	Description
	Enabler Release

	SEC-01
	The DMWSI Enabler MUST provide an interface for an External System to establish a trusted relationship with the DM System such that it can securely communicate with the DM System.
	WSI 1.0

	SEC-02
	The DMWSI Enabler MUST specify an interface such that device management operations MUST be invoked on valid, specified target devices.
	WSI 1.0


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

	Label
	Description
	Enabler Release

	SAN-01
	The DMWSI Enabler MUST provide an interface for the DM System to authenticate an External System.
	WSI 1.0


6.2.1.2 Data Integrity

	Label
	Description
	Enabler Release

	SDI-01
	The DMWSI Enabler MUST support encryption and integrity protection for data
	WSI 1.0


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.3 Confidentiality

There are no additional Confidentiality Requirements beyond the ones defined in [OMADM].
6.2.2 Administration and Configuration

	Label
	Description
	Enabler Release

	ADC-01
	The DMWSI Enabler MUST provide an interface for the DM System to expose a set of management operations to an External System according to its level of authorization.
	WSI 1.0

	ADC-02
	The DMWSI Enabler MUST provide an interface for the External System to discover or be preconfigured with the connectivity information to the DM System.
	WSI 1.0

	ADC-03
	The DMWSI Enabler MAY provide an interface for the DM System to register an authorized External System.
	WSI 1.0

	ADC-04
	The DMWSI Enabler MUST specify an interface for an authorized External System to provide and update a device’s DM functionality information to the Device Management System.
	WSI 1.0


Table 6: High-Level Functional Requirements – Administration and Configuration Items

6.2.3 Usability

	Label
	Description
	Enabler Release

	USE-01
	The DMWSI Enabler MUST allow an External System to specify multiple target devices for a bulk operation
	WSI 1.0

	USE-02
	The DMWSI Enabler SHOULD allow an External System to stipulate whether the results from a Bulk Operation are to be returned individually or as a collated set of results
	WSI 1.0

	USE-03
	The DMWSI Enabler MUST specify “timed out” result codes in order to facilitate collated results.
	WSI 1.0

	USE-04
	The DMWSI Enabler SHOULD allow an External System to specify the maximum time limit for its operations to be initiated on the Device.
	WSI 1.0

	USE-05
	The DMWSI Enabler SHOULD allow an External System to specify the urgency level for its operations.
	WSI 1.0

	USE-06
	The DMWSI Enabler MUST allow an External System to request to receive certain types of alerts from the DM System
	WSI 1.0

	USE-07
	The DMWSI Enabler SHOULD allow an External System to specify a different External System for receiving results of management operations it initiated
	WSI 1.0

	USE-08
	The DMWSI Enabler MUST provide an interface for an External System to specify a preferred time for which a management operation is to be invoked.
	WSI 1.0

	USE-09
	The DMWSI Enabler MUST provide an interface for an External System to specfiy a preferred time for sending alert or result data from a DM System to an authorized External System
	WSI 1.0


Table 7: High-Level Functional Requirements – Usability Items

6.2.4 Interoperability

	Label
	Description
	Enabler Release

	IOP-1
	The DMWSI Enabler MUST provide an interface to conduct asynchronous interactions.
	WSI 1.0

	IOP-2
	The DMWSI Enabler MUST provide an interface to support retrieval of results in a push or pull mode.
	WSI 1.0


Table 8: High-Level Functional Requirements – Interoperability Items

6.2.5 Privacy

There are no additional Privacy Requirements beyoned the ones defined in [OMADM].
6.3 Overall System Requirements

	Label
	Description
	Enabler Release

	OVR-01
	The DMWSI MUST support asynchronous operations
	WSI 1.0

	OVR-02
	The DMWSI Enabler MUST provide an interface to track management operations initiated by the External System
	WSI 1.0

	OVR-03
	The DMWSI Enabler MUST specify a way to correlate management operations initiated by an External System with results provided by the DM System.
	WSI 1.0


Table 9: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History
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Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting release’s requirements. Use cases are additional to the main text in the RD and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the RD) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

<text here>
B.1 <Use Case Title>

<< The level of detail of descriptions shall be above technical implementations of protocols. The sub-sections below should consist of one or two sentences.

DELETE THIS COMMENT >>
<text here>
B.1.1  ASK  \* MERGEFORMAT Short Description

<< Describe the interaction that occurs in this use case.
(mandatory)

DELETE THIS COMMENT >>

<text here>
B.1.2 Market benefits

<< Describe the consequence and benefits for the actors as a result of this use case.

(mandatory)

DELETE THIS COMMENT >>

<text here>
B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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