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1. Scope
(Informative)

The device management services provided by a device management system (DMS) need to be accessed by External Systems, such as customer care systems or management authorities. The DM protocol specifications provide support for managing devices over the DM protocols.  The interactions with External Systems are not addressed by the DM protocol specifications.  Such interactions with External Systems are the primary focus of the DM WSI specifications.
2. References

2.1 Normative References

	
	

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	[DMWSIRD]
	“OMA DM WSI Requirements”. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions

	Interface
	See [OMA-DICT].

	Device Management Web Services Interface
	An interface which external systems use to interact with the Device Management System in order to perform management operations on the Device.

	Web Service
	A Web service is a software system designed to support interoperable machine-to-machine interaction over a network. It has an interface described in a machine-processable format (specifically WSDL). Other systems interact with the Web service in a manner prescribed by its description using SOAP messages, typically conveyed using HTTP with an XML serialisation in conjunction with other Web-related standards.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DDI
	Description, Discovery and Integration 

	UDDI
	Universal Description, Discovery and Integration

	WSI
	Web Service Interface

	
	


4. Introduction
(Informative)

This specification allows management operations to be initiated by an External System (see definition in [DMWSIRD]), such as a customer care system or a secondary DM Server.  The External System interacts with a DM System via a web services interface specified by and in accordance with the DM WSI v1.0 specifications.

The DM WSI specification enables a DM system to accept management operations originating from outside its management domain – including enterprises, organisations, device vendors, software vendors and trusted individuals.

It will also enable a primary DM System within an organisation (such as an Enterprise) to accept management operations from External Systems and forward these management operations to a DM Server.

4.1 Planned Phases

The initial phase of the DM WSI work will address a core set of DM WSI requirements that will be generic enough to meet actualise a Web Service Interface that can

· Extend management operations to the External System

· handle bulk management operations

· handle management operations that access device diagnostics information

Subsequent phases are likely to address additional web service definitions, operations and service bindings that relate to new DM functionality.
4.2 Security Considerations

5. Architectural Model

Figure 1 illustrates a generic model of the OMA DM WSI enabler architecture.  The dark grey box shows the scope of the DM WSI enabler, while the logical components within the DM System and External system are clearly shown in lighter grey.
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Figure 1: OMA DM WSI Architecture 

The main interface is between the External System and the DM System, that MAY comprise the DDI services (that includes the registration, discovery and description of a web service via an external registry service).
5.1 Dependencies

The DM-WSI interface between the DM System and External System may run without dependency on additional interfaces, enablers or network entities. However logical dependencies in order to guarantee consistency in security and billing/charging  and policies may apply, but are out of scope for DM WSI enabler and shall be processed by other more appropriate enablers.

.

5.2 Architectural Diagram

Please refer to the Architectural Model in Figure 1 located in Section 5.
5.3 Functional Components and Interfaces

DM-WSI interface will be specified for the following operations:

· External Management Operations (Mandatory) and DDI (Optional)

Below is a more detailed description of these interfaces and their associated operations
5.3.1 DM-WSI 

The DM-WSI interface is the grouping of all Device Management related operations performed with an External System.   Interfaces to the communication of OMA-DM operation MUST be implemented on both the External System and Device Management System.   This interface provides an extension to the functionality provided by the OMA DM specification [OMADM], which encompasses the following management operations:

· Device discovery

· Sending configuration data and updates into the DM System
· Parameter management

· Data from a Generic Alert [OMADM], which can be forwared to the same or a different External System. 

These operations supported by this interface are asynchronous and MAY also include:

· the authentication of either party

· confirmation of successful or failed registration from the DM System to the External System.

5.3.2 Discovery and Registration Needs

An optional asynchronous interface that allows a network entity to perform the following operations MAY be used:

· Registration: allowing DM System to publish its WSDL description to a DDI server
· Discovery: allowing an External System to discover a web service and obtain its WDSL description

5.4 Flows

The following three flows provide information on how the DM-WSI specifications can be used.

· Management of a device by an external system.  Management of a device includes but is not limited to retrieval of device information, provisioning, etc.

· Bulk operations

· Subscribing to client generated alerts

5.4.1 Management of a device by an external system
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Figure 2 - Management of a device by an External System flow
5.4.2 Bulk Operations
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Figure 3 - Bulk operations flow

5.4.3 Subscribing to client generated alerts
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Figure 4 - Subscribing to client generated alerts flow
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