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1 Reason for Change

Mobile devices are increasingly supporting removable media as a means of increasing storage space.  In the “forward lock” section of the DRM spec, it is not entirely clear that forward-locked content can be stored on this removable media. This would seem to be acceptable, provided the content is stored securely on the card and cannot be forwarded to other devices.  This CR proposes a clarifying statement to this end.
2 Impact on Backward Compatibility

None.  This change simply clarifies that it is possible to store content on secure removable media as long we do not violate the overriding rule to prevent content forwarding.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights Considerations

None.
5 Recommendation

Recommend that DLDRM accept this change.
6 Detailed Change Proposal

6.1 Forward-lock

The device MUST support the “forward-lock” method defined in this chapter.

In the forward-lock method the media object is wrapped into a DRM message and delivered to the device. The device is allowed to render the content but not to forward it to other devices.

The device MUST indicate support for the DRM message media type.

The device MUST support DRM messages that contain one media object. A device that supports only “forward-lock” MUST discard DRM messages that contain a rights object and SHOULD notify the user.

The device MUST NOT forward a media object that has been received in a DRM message. The device is allowed to play, display, execute and print the media object without any constraints. The device MUST NOT modify the media object.  The device is allowed to store the media object received in a DRM message on secure removable media provided the media object cannot be accessed and/or forwarded if said media is extracted from the device.

6.2 Combined Delivery

The device MAY support the “combined delivery” method defined in this chapter. If the device supports the “combined delivery” method it MUST also support the “forward-lock” method.

In the combined delivery method a rights object and a media object is wrapped into a DRM message and delivered to the device, after which the device may render the content according to the rights object.

The device MUST indicate support for both DRM message media type and rights media type.

The device MUST support DRM messages that contain one rights object and one media object. In combined delivery the rights object and the media object are associated with each other by the DRM message. Since the association is external to the objects themselves the device MUST ensure that the rights information is preserved after the DRM message is received and possibly discarded.

The device MUST NOT forward a media object that has been received in a DRM message.

The device MUST NOT forward rights objects from the device.
The device is allowed to store the media object and rights object received in a DRM message on secure removable media provided the media and rights objects cannot be accessed and/or forwarded if said media is extracted from the device.
The device MUST enforce the rights as defined in “Rights Expression Language” [DRMREL] when consuming the content. 

The rights expression language governs the usage of content e.g. whether the media object is allowed to be rendered only once.

The rights expression language does not govern the local management of DRM content i.e the device MUST enable the end user to save, install, uninstall and delete DRM content. 

The rights expression language does not govern the distribution of DRM content.

© 2002, Open Mobile Alliance Ltd., All rights reserved
Page 1 (of 1)
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2003, Open Mobile Alliance Ltd.
Page 2 (of 2)
All rights reserved.  This is not a specification. 
OMA-Template-ChangeRequest-20030226

