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1 Reason for Contribution

Some of the descriptions for the REL constraints are not entirely clear, and in some cases problematic:
· <interval> allows a period to be specified as year, month, day, hour, minute, second.  However, year and month are non-deterministic.  Does one month convert to 28, 29, 30, or 31 days?  Or is this supposed to mean permissions are valid until the end of the month?  We suggest the period be defined in deterministic values – day, hour, minute, second.

· It is not clear what should happen if the Rights Issuer sets the <interval> or <accumulated> constraint to zero.  We suggest some wording indicating that the permission should not be granted in this case.  We also indicate that the Rights Issuer should not set these constraints to zero because they lead to a bad user experience.  This is consistent with the <count> constraint which must be a positive number.
2 Summary of Contribution

See above.
3 Detailed Proposal

5.5.4 Element <interval>

	Element
	<!ELEMENT o-dd:interval (#PCDATA)>

	Semantics
	The <interval> element specifies a period of time during which the permissions can be exercised over the DRM content. The <interval> period MUST begin when the associated permission is first exercised. The permission can then be exercised any number of times within the <interval> period. The DRM agent MUST NOT grant access to the DRM content after the period specified by the value of the <interval> element has elapsed.

The general format used for specifying interval values is defined in [ISO8601].
To increase interoperability and facilitate ease of implementation values MUST conform to a single lexical representation defined in section 3.2.6 of [XMLSchema]. Further, the lexical representation MUST use the restricted duration format PnDTnHnMnS or any reduced version thereof as specified in [XMLSchema]. For example, P15DT10H30M20S represents a duration of 15 days, 10 hours, 30 minutes and 20 seconds.

The specified period SHOULD be greater than zero.  If the specified period is equal to zero, then the permission MUST NOT be granted.  
[XMLSchema] allows the number of seconds in the period to include decimal digits to arbitrary precision.  To ensure interoperability, fractional seconds in the period MUST be ignored.  That is, P2.54S is to be enforced as a period of two seconds.
The DRM agent of a consuming device without a time source MUST NOT grant access to DRM content according to permissions containing the <interval> element.

Note that, strictly speaking, the effective and secure enforcement of the <interval> element requires a secure time source that cannot be tampered with by the end user. Without a secure clock, an end user could easily obtain prolonged rights to content by setting the device’s date and time at will.


5.5.6 Element <accumulated>

	Element
	<!ELEMENT o-dd:accumulated (#PCDATA)>

	Semantics
	The <accumulated> element specifies the maximum period of metered usage time during which the rights can be exercised over the DRM content. The general format used for specifying the period is defined in [ISO8601].
To increase interoperability and facilitate ease of implementation values MUST conform to a single lexical representation defined in section 3.2.6 of [XMLSchema]. Further, the lexical representation MUST use the restricted duration format PnDTnHnMnS or any reduced version thereof as specified in [XMLSchema]. For example, P15DT10H30M20S represents a duration of 15 days, 10 hours, 30 minutes and 20 seconds. 
The specified period SHOULD be greater than zero.  If the specified period is equal to zero, then the permission MUST NOT be granted.
[XMLSchema] allows the number of seconds in the period to include decimal digits to arbitrary precision.  To ensure interoperability, fractional seconds in the period MUST be ignored.  That is, P2.54S is to be enforced as a period of two seconds.

The DRM agent MUST NOT grant access to the DRM content after the accumulative period specified by the value of the <accumulated> element has elapsed.

The DRM agent of a consuming device without a time source MUST NOT grant access to DRM content according to permissions containing the <accumulated> element.

Note that, strictly speaking, the effective and secure enforcement of the <accumulated> element requires a secure time source that cannot be tampered with by the end user. Without a secure clock, an end user could easily obtain prolonged rights to content by setting the device’s date and time at will.


4 Intellectual Property Rights Considerations

None
5 Recommendation

Incorporate the proposed changes into DRM REL v2.
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