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1 Reason for Contribution

This contribution is sent to the BAC DLDRM with the goal of achieving consensus on the crypto cipher suite used to encrypt content in the protected 3GPP media file profile.

2 Summary of Contribution

Nokia is proposing the use of AES 128 in counter mode to encrypt content in the protected 3GPP media file profile.

3 Detailed Proposal
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1. Background

The OMA DLDRM group has adopted the 3GPP media file format to be used for continuous media (audio, video) in release 2 of the OMA DRM specification. The DLDRM group has no intentions to define the actual format extensions required to support this, but has liaised the requirements to 3GPP instead. [3GPPLS]

The 3GPP SA4 has accepted the requirements and is proceeding with the protected file format specification, but as the SA4 is not dealing with security issues, they have asked for input on which crypto suite to use [3GPPSA4LS]. Since the OMA liaised requirements did not specify the crypto suite and there has been no formal agreement in the DLDRM group, a proposal is required.

2. Cipher for continuous media

2.1 Using AES 128 Counter Mode

In the past DLDRM work, the streaming and media file format related issues have been mainly discussed in an offline “breakout” group. Among the companies participating in the streaming breakout group, there was consensus to use AES 128 in counter mode for protecting packetized media files.

The main reasons for preferring CTR mode are related to performance, as using counter mode allows encrypting arbitrary byte lengths without extra padding, and using small counter values in stead of IVs the size of an encryption block. IV overhead can also be minimized by several optimizations. Furthermore, the runtime complexity of CTR mode is light, so in already constrained devices this leaves processing capabilities to where it matters to the consumer, the multimedia codecs, thus achieving good perceived quality of the media experience.

Mobile multimedia is based on advanced codecs to achieve good quality at very low transmission rates, and any extra overhead can severely degrade the audio and video quality. Especially audio packets in these kinds of low bitrate codecs can be extremely small, e.g. 14 bytes of payload with less than 30 ms frame of audio data. If using AES CBC mode, for example, for very small packets would easily result in bloating the payload size due to IV and padding to the next block size boundary. This kind of overhead would result in poor perceived quality to the end user, most likely creating bad name for OMA DRM protected content. 

AES 128 in CTR mode is also used by other streaming DRM specifications to keep the protected stream performance close the level of unprotected performance. 

2.2 Using AES 128 CBC Mode

AES 128 in CBC mode provides possibly a higher level of security if each packet is encrypted fully independently, but with the cost of major degradation of quality. In additon to having an IV vector the size of an encryption block, there is also padding to the next block boundary included in each packet. This is not acceptable e.g. for low-bitrate or real-time audio streams. CBC mode does not guarantee content integrity.

2.3 Integrity Protection

In unprotected streaming, codecs and protocols can survive packet loss and bit errors, often unnoticed by the user. Stream “integrity” is not maintained as packets get corrupted or lost, but with modern codecs and protocols, this results in only minor disturbance to the user, as advanced error recovery technologies are applied to even badly corrupted packets.

Some concerns have been raised regarding cipher stream integrity protection. Nokia agrees that there are attacks capable of possibly modifying streamed data, but considers them as not significant enough to justify the cost of mandatory integrity protection. Neither CTR or CBC modes in themselves can achieve integrity protection; modifications to content most likely end up having to discard a corrupted packet, thus these kinds of attacks are more like a denial of service attack. A successful modification to a single frame will get erased over short amount of time when the frame gets refreshed – the same attack would have to be constantly repeated to varying data. 

Furthermore, integrity protection is not useful unless OMA defines application behavior, what to do when a packet integrity check fails. As stated above, bit errors are a very common phenomenon in mobile networks. If any integrity protection is wanted, the only practical action to take is to discard the whole (integrity check failed) packet, which leaves no room for operating the advanced error recovery mechanisms of today’s codec technologies and potentially results in very poor quality. Protocol-level retransmissions to re-request packets cannot be assumed due to the required bearer independence of OMA DRM.

Nokia is open for discussion on optionally adding integrity protection blocks to the payload, as this kind of approach might fit to the work already in progress to protect the RTP payload. The current additions to the RTP payload include a minimal header with IV/delta-IV, selective encryption indicator and counter, and could be used to include an optional authentication block as well. However, the performance issues would need to be investigated further. 

Integrity protection of downloadable Packetized DCF files can be achieved using the same mechanisms as for static DCFs, if integrity protection is required.

3. Conclusion and Proposal

For the reasons outlined above, Nokia proposes that the group agrees on the use of AES 128 CTR mode as the default cipher to protect content in 3GPP media files and packets. AES 128 CBC can be agreed to be an optional cipher for achieving high security with the cost of losing performance. The encryption algorithm can be indicated in the same way as in the static content format, i.e. through the use of the content object headers. 
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4 Intellectual Property Rights Considerations

There are no IPR issues known to affect the technology proposed.

5 Recommendation

Nokia recommends the group discusses the points in this proposal and agrees on the use of AES 128 in counter mode for protecting 3GPP media content. Selectively adding an authentication block to the protected payload is a possibility, but this should be optional. After reaching consensus, it should be indicated to the 3GPP SA3 and SA4 working groups.
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