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1 Reason for Contribution

Vodafone took an action to look at the WBXML encoding of ROAP messages. This paper provides example WBXML encodings for both the ROAP RORequest and ROResponse messages.

2 Summary of Contribution

This paper provides example WBXML encodings for both the ROAP RORequest and ROResponse messages.  These examples are based on the examples provided in OMA-MAG-DLDRM-2003-0198 (ROAP Update).  

The 4-pass version of the RORequest message can be WBXML encoded  in 2306 bytes.  This assumes that certificate chain is included while the Hash of the DCF and OldTransactionID are not included.  The total size of the corresponding XML file is 2773 Bytes. This represents a saving of 16%.

The 2-pass version of the RORequest message can be encoded in 292 Bytes.  This assumes that the certificate chain and OldTransactionID and the Hash of the DCF are not included. The total size of the corresponding XML file is 682 Bytes.  This represents a saving of 57%.

The 4-pass version the ROResponse message can be encoded  in  3913 bytes.  This assumes that certificate chain and the full OCSP Response are included.  The total size of the corresponding XML file is 4751 Bytes. This represents a saving of 17%.

The 2-pass & 1-pass versions of the ROResponse message can be encoded in 901 Bytes.  This assumes that the certificate chain is not included, while the NewTransactionID and other conditional and optional parameters are included.  The total size of the corresponding XML file is 1660 Bytes. This represents a saving of 45%.

Note: Here the full OCSP Response is not required in the 2-pass version i.e. the OCSP information and OCSP digital signature are needed but the device can cache the OCSP certificate during the 4-pass version of the protocol (Saving 1000Bytes).  This requirement needs to be added the DRM specification!

It should also be noted that in the example ROResponse message the base64 encoded value of the Protected RO element is 100 bytes, v2 ROs may be larger than 100 bytes (c.f. basic v1 ROs >78Bytes)

Note: If DCF integrity protection is provided using a Hash of the DCF in the RO then this will increase the size of the RO (by 20 Bytes). 

It should also be noted that a certificate size of 1000 bytes was chosen as an example value, the actual size of certificates may be as large as 1500 Bytes.

Therefore the examples presented in this paper should be taken as indicative!

Open issues: Signature validation. The encoding process is not loss-less and therefore we need to consider how signatures will be computed/validated.  One possibility is to perform the signature on the encoded data stream.   

3 Detailed Proposal

Introduction

The WBXML encoding presented within this paper is based on example ROAP messages provided in OMA-MAG-DLDRM-2003-0198 (ROAP Update).

The following assumptions apply:

· WBXML version number 1.3 MUST be used (encoded as u_int8 value 0x03).

· The public identifier value “-//OMA//DTD DRMROAP 1.0//EN” MUST be used (encoded as b_u_int32 value 0x0F – Note: a new number will need to be applied for, 0x0F is assumed for the purpose of this document).

· The character set MUST be UTF-8 (encoded as mb_u_int32 value 0x6A).

· The Hash of the DCF in the RORequest message is 20Bytes 

· The Hash of the DCF included in the RO is 20Bytes

· The Nonce provided by the Device in the RORequest message is 12bytes in length .

· Each certificate is assumed to be 1000Bytes in length for the purpose of this document. (note: cert length could even be as high as 1500bytes)

· Digital signatures are assumed to be 300 Bytes in length for the purpose of this document.

· For the purpose of this document the protected RO is assumed to be 100bytes.

· Encrypted key material will be 128Bytes (RSA KEM)

· For the purpose of this document the OCSP Response is assumed to be 1328bytes long (1000 for the certificate of the OCSP responder + 200 for OCSP information + 128 for digital signature)

The following table shows the WBXML token definitions.

WBXML Token Definitions

Token Stream (Hex)
Description 

05
ROAP:RORequest

06
ROAP:ROResponse

07
DeviceID

08
Imei

09
RiID

0A
KeyIdentifier

0B
Hash

0C
DeviceNonce

0D
Nonce

0E
RiURL

0F
Time

10
RecipientInfo

11
KeyTransportInfo

12
TargetDeviceID

13
KeyTransportAlgorithm

14
EncryptedKeyMaterial

15
ProtectedRO

16
CertificateChain

17
Certificate

18
OCSPResponse

19
Signature

1A
Extensions

1B
Extension

1C
ID

Token
Attribute Name

05
Xmlns:roap

06
Xmlns:xsi

07
XSI:SchemaLocation

08
Status

09
SessionID

OA
XSI:type

Attribute Value
Token

85
Urn:oma-dldrm-roap-20030904

86
http://www.w3.org/2001/XMLSchema-instance

87
Urn:oma-dldrm-roap-20030904 ../roap.xsd

88
Success

89
UnkownError

8A
NotSupported

8B
AccessDenied

8C
NotFound

8D
MalformedRequest

8E
UnkownRequest

8F
UnsupportedVersion

90
SignatureError

91
UnsupportedAttribute

92
UnsupportedAlgorithm

93
DeviceTimeError

94
InvalidSA

95
Roap:KeySHA1Hash

96
http://

97
www.rsasecurity.com/rsalabs/xml-algs#rsa-kem

98
ROAP:TransactionIdentifier

Example RORequest (OMA-MAG-DLDRM-2003-0198 (ROAP Update))
<?xml version="1.0" encoding="UTF-8" ?> 

<!--  $Id: drm-roRequest.xml,v 1.1 2003/09/04 15:15:11 mnystrom Exp $   --> 

<!--  roRequest   --> 

<roap:roRequest xmlns:roap="urn:oma-dldrm-roap-20030904" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:oma-dldrm-roap-20030904 ../roap.xsd" sessionId="433211">


<deviceID>

 
<imei>35044361001800204</imei> 

 
</deviceID>


<riID>



<keyIdentifier xsi:type="roap:KeySHA1Hash">




<hash>999098mhj987fdlkj98lkj098lkjr111</hash> 



</keyIdentifier>


</riID>


<time>2003-09-04T14:20:00</time> 


<nonce>32efd34de39sdwef</nonce> 

  
<riURL>http://www.drm-r-us.com/ros?roid=1</riURL> 


<certificateChain>



<certificate>miib123121234567…</certificate> 



<certificate>miib234124312431…</certificate> 


</certificateChain>


<signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

 </roap:roRequest>
WBXML Encoding

Token Stream (Hex)
Description

03
WBXML version number – WBXML version 3

0F
Public Identifier (-//OMA//DTD DRMROAP 1.0//EN)

6A
Charset=UTF-8

00
String table length =00 (empty)

C5
<Roap:RORequest>

05
Xmlns:roap=

85
“Urn:oma-dldrm-roap-20030904” (attribute value)

06
Xmlns:xsi=

86
“http://www.w3.org/2001/XMLSchema-instance” (attribute value)

07
xsi:schemaLocation=

87
“urn:oma-dldrm-roap-20030904 ../roap.xsd” (attribute value)

09
SessionId

03
STR_I (inline string)

"433211",00
“433211” + string terminator

01
>

47
<deviceID>

48
<IMEI>

03
STR_I (inline string)

“35044361001800204”,00
“35044361001800204” + string terminator

01
</IMEI>

01
</deviceID>

49
<riID>

CA
<keyIdentifier>

0A
Xsitype=

95
“roap:KeySHA1Hash”

4B
<hash>

C3
Opaque Token

20
Length of opaque data (32 bytes 20 Hex)

÷ßt÷É¡�ß;}Ùd�ß%’==òY#¯]u

Binary version of base64 encoded value: 999098mhj987fdlkj98lkj098lkjr111

01
</hash>

01
</keyIdentifier>

01
</riID>

4F
<time>

03
STR_I (inline string)

“2003-09-04T14:20:00”,00
“2003-09-04T14:20:00” + string terminator

01
</time>

4D
<nonce>

C3
Opaque Data

0C
Length of opaque data (12 Bytes C Hex)

ßgŸw~
{�lw
Ÿ..

Binary version of base64 encoded value: 32efd34de39sdwef

01
</nonce>

4E
<riURL>

96
“http://”

03
STR_I (inline string)

“www.drm-r-us.com/ros?roid=1”,00
www.drm-r-us.com/ros?roid=1 + string terminator

01
</riURL>

56
<certificateChain>

57
<certificate>

C3
Opaque Data

87 68
Length of opaque data (1000 Bytes 87 68 Hex)

Š(›×mõÛ]·ãž»…

Binary version of base64 encoded value: miib123121234567…

01
</certificate>

57
<certificate>

C3
Opaque Data

87 68
Length of opaque data (1000 Bytes 87 68 Hex)

Š(›Û~5Û�õÛ�õ…

miib234124312431…

01
</certificate>

01
</certificateChain>

59
<signature>

C3
Opaque Data

80
Length of opaque data (128 Bytes 80 Hex)

ßmn{{žÞçµÒç¶×On{[ž¢'p¢(ÝÁíôöí=¹ê¢�Ü*Š7p«OnÂ¬*‹M=…

Binary value of base64 encoded value: 321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009

01
</signature>

01
</roap:RORequest>

Parameter
ROAP-RORequest


4-pass
2-pass 

Device ID
M
M

RI ID
M
M

Time
C
M

Nonce
M
M

RO ID
M
M


Hash of DCF
C
C

Cookie
C
-

Certificate Chain
C
C 


Signature
M
M

OldTransaction ID
O
O

Table 1: ROAP RORequest Message Parameters

Note: In the message parameter tables, "M" stands for a mandatory parameter. "C" stands for a conditional parameter, i.e. its presence depends on protocol status or other parameters. "O" stands for optional.

Therefore for the 4 pass version this message can be encoded  in  2306 bytes.  This assumes that certificate chain is included while the Hash of the DCF and OldTransactionID are not included.  The total size of the corresponding XML file is 2773 Bytes.

This represents a saving of 16%.

For the 2 pass version this message can be encoded in 292 Bytes.  This assumes that the certificate chain and OldTransactionID and the Hash of the DCF are not included. The total size of the corresponding XML file is 682 Bytes.

This represents a saving of 57%.

Example ROResponse (OMA-MAG-DLDRM-2003-0198 (ROAP Update))

<?xml version="1.0" encoding="UTF-8" ?> 

<!--  $Id: drm-roResponse.xml,v 1.1 2003/09/04 15:15:11 mnystrom Exp $   --> 

<!--  roResponse   --> 

<roap:roResponse xmlns:roap="urn:oma-dldrm-roap-20030904" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:oma-dldrm-roap-20030904 ../roap.xsd" status="Success" sessionId="433211">


<deviceID>

  

<imei>35044361001800204</imei> 

</deviceID>

<riID>

<keyIdentifier xsi:type="roap:KeySHA1Hash">

  


<hash>999098mhj987fdlkj98lkj098lkjr111</hash> 

  

</keyIdentifier>

  
</riID>

  
<deviceNonce>32efd34de39sdwef</deviceNonce> 

  
<time>2003-09-04T14:20:01</time> 

<recipientInfo>

<keyTransportInfo>

<targetDeviceId>

  



<imei>35044361001800204</imei> 

  


</targetDeviceId>

  


<keyTransportAlgorithm>http://www.rsasecurity.com/rsalabs/xml-algs#rsa-Kem</keyTransportAlgorithm> 




<encryptedKeyMaterial>Mt5DCf+EOf2s2TRWk4STSQ==</encryptedKeyMaterial> 

  

</keyTransportInfo>

  
</recipientInfo>

  
<protectedRO>3209udpokj9ldsa9ie30idspoksalkew…</protectedRO> 

<certificateChain>

  

<certificate>MIIB223121234567</certificate> 

  

<certificate>MIIB834124312431</certificate> 

  
</certificateChain>

  
<ocspResponse>miibewqoidpoidsa</ocspResponse> 

<extensions>

<extension xsi:type="roap:TransactionIdentifier">

  


<id>32109321093209-2121</id> 

  

</extension>

  
</extensions>

 
<signature>d93e5fue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature> 

  </roap:roResponse>

WBXML Encoding

Token Stream
Description

03
WBXML version number – WBXML version 3

0F
Public Identifier (-//OMA//DTD DRMROAP 1.0//EN)

6A
Charset=UTF-8

00
String table length =00 (empty)

C6
<Roap:RORequest>

05
Xmlns:roap=

85
“Urn:oma-dldrm-roap-20030904” (attribute value)

06
Xmlns:xsi=

86
“http://www.w3.org/2001/XMLSchema-instance” (attribute value)

07
Xsi:schemaLocation=

87
“urn:oma-dldrm-roap-20030904 ../roap.xsd” (attribute value)

08
Status

88
Success

09
SessionId

03
STR_I (inline string)

"433211",00
“433211” + string terminator

01
>

47
<deviceID>

48
<IMEI>

03
STR_I (inline string)

“35044361001800204”,00
“35044361001800204” + string terminator

01
<IMEI>

01
</deviceID>

49
<riID>

CA
<keyIdentifier>

0A
Xsitype=

95
“roap:KeySHA1Hash”

4B
<hash>

C3
Opaque Token

14
Length of opaque data (20 bytes 14 Hex)

÷Ý=òhc÷ÎßvY#÷Éd 

Binary value of base64 encoded value: 99098mhj987fdlkj98lk

01
</hash>

01
</keyIdentifier>

01
</riID>

4C
<Devicenonce>

C3
Opaque Data

0C
Length of opaque data (12 Bytes 0C Hex)

ßgŸw~
{�lw
Ÿ

Binary value of base64 encoded value:32efd34de39sdwef

01
</Devicenonce>

4F
<time>

03
STR_I (inline string)

“2003-09-04T14:20:01”,00
“2003-09-04T14:20:01” + string terminator

01
</time>

50
<RecipientInfo>

51
<KeyTransportInfo>

52
<TargetDeviceID>

48
<IMEI>

03
STR_I (inline string)

“35044361001800204”,00
“35044361001800204” + string terminator

01
</IMEI>

01
</TargetDeviceID>

53
<KeyTransportAlgorithm>

96
http://

97
www.rsasecurity.com/rsalabs/xml-algs#rsa-Kem

01
</keytransportAlgoithm>

54
<encryptedKeyMaterial>

C3
Opaque Data

80
Length of opaque data (128 Bytes 80 Hex)

2ÞC
ÿ„9ý¬Ù4V“„“I…

Binary value of base64 encoded value:Mt5DCf+EOf2s2TRWk4STSQ==…

01
</encryptedKeyMaterial>

01
</keyTransport>

01
</RecipientInfo>

55
<ProtectedRO>

C3
Opaque Data

64
Length of opaque data (100 Bytes 64 Hex)

ßm=¹Úh’?evÆ½‰íô‰Û)¢K
–G°

Binary value of base64 encoded value:3209udpokj9ldsa9ie30idspoksalkew

01
</protectedRO>

56
<certificateChain>

57
<certificate>

C3
Opaque Data

87 68
Length of opaque data (1000 Bytes 87 68 Hex)

š(›×mõÛ]·ãž»

Binary value of base64 encoded value:miib123121234567

01
</certificate>

57
<certificate>

C3
Opaque Data

87 68
Length of opaque data (1000 Bytes 3E8 Hex)

š(›Û~5Û�õÛ�õ

Binary value of base64 encoded value:miib234124312431

01
</certificate>

01
</certificateChain>

58
<OCSPResponse>

C3
Opaque Data

8A 30
Length of opaque data (1328, 1000+200+128 Bytes 8A 30 Hex)

2(›{

¨‰Úh‰Û


Binary value of base64 encoded value: Miibewqoidpoidsa

01
</OCSPResponse>

5A
<extensions>

DB
<extension

0A
Xsi:type

98
Roap:transactionidentifier

01
>

5C
<ID>

03
STR_I (inline string)

“32109321093209-2121”,00
“32109321093209-2121” + string terminator

01
</ID>

01
</Extension>

01
</extension>

59
<signature>

C3
Opaque Data

80
Length of opaque data (128 Bytes 30 Hex)

ßmn{{žÞçµÒç¶×On{[ž¢'p¢(ÝÁíôöí=¹ê¢�Ü*Š7p«OnÂ¬*‹M=…

Binary value of base64 encoded value: 321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009

01
</signature>

01
</roap:ROResponse>

Parameter
ROAP-ROResponse


4-pass
2-pass
1-pass

Device ID
C
C
M

RI ID
C
C
M

RO ID
-
-
M


Nonce


-
-
M

Time
C
C
M

Cipher text
C
C
M

OCSP Response

C
C
M

Protected RO
C
C
M

Certificate Chain
O
O
O


Signature
C
C
M

Status
M
M
M


New Transaction ID
O
O
O

Table 1: ROAP RORequest Message Parameters

Note: In the message parameter tables, "M" stands for a mandatory parameter. "C" stands for a conditional parameter, i.e. its presence depends on protocol status or other parameters. "O" stands for optional.

Therefore for the 4 pass version this message can be encoded  in  3913 bytes.  This assumes that certificate chain is included and the full OCSP Response.  The total size of the corresponding XML file is 4751 Bytes.

This represents a saving of 17%.

The 2-pass version this message can be encoded in 901 Bytes.  This assumes that the certificate chain and are not included, while the NewTransactionID and other conditional and optional parameters are included.  

Note: The Full OCSP Response is not required i.e. the OCSP information and OCSP digital signature are needed but the device can cache the OCSP certificate during the 4-pass version of the protocol (Saving 1000Bytes).  This needs adding to the DRM specification!

The total size of the corresponding XML file is 1660 Bytes.

This represents a saving of 45%.

In the above example the Protected RO was assumed to be 100bytes. Consider the following example of a basic RO taken from the v1 specification:

<o-ex:rights xmlns:o-ex="http://odrl.net/1.1/ODRL-EX" xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"xmlns:ds="http://www.w3.org/2000/09/xmldsig#/">


<o-ex:context>



<o-dd:version>1.0</o-dd:version>


</o-ex:context>


<o-ex:agreement>



<o-ex:asset>




<o-ex:context>





<o-dd:uid>cid:4567829547@foo.com</o-dd:uid>




</o-ex:context>




<ds:KeyInfo>





<ds:KeyValue>Cei4QxjWo9Kg8D3pKgxw=</ds:KeyValue>




</ds:KeyInfo>



</o-ex:asset>



<o-ex:permission>




<o-dd:play/>



</o-ex:permission>


</o-ex:agreement>

</o-ex:rights>

When WBXML encoded this can be in represented with a total of 78bytes. 

If DCF integrity protection is provided using a Hash of the DCF in the RO then this will increase the size of the RO by a further 20 Bytes.

Signature Validation. The encoding process is not loss-less and therefore we need to consider how signatures will be computed/validated.  One possibility is to perform the signature on the encoded data stream but what are the implications of this.

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

� Binary Value: Hex value= F7 DF 74 F7 C9 A1 8F DF 3B 7D D9 64 8F DF 25 92 3D 3D F2 59 23 AF 5D 75


� Binary Value: Hex value= DF 67 9F 77 7E 1D 7B 7F 6C 77 70 9F


� Binary Value: Hex value= 9A 28 9B D7 6D F5 DB 5D B7 E3 9E BB


� Binary Value: Hex value= 9A 28 9B DB 7E 35 DB 8D F5 DB 8D F5


� Binary Value: Hex value= DF 6D 6E 7B 7B 9E DE E7 B5 D2 E7 B6 D7 4F 6E 7B 5B 9E A2 27 70 A2 28 DD C1 ED F4 F6 ED 3D B9 EA A2 8D DC 2A 8A 37 70 AB 4F 6E C2 AC 2A 8B 4D 3D


� Binary value: Hex value=  F7 DD 3D F2 68 63 F7 CE DF 76 59 23 F7 C9 64


� Binary value: Hex Value= DF 67 9F 77 7E 1D 7B 7F 6C 77 07 9F


� Binary value: Hex Value= 32 DE 43 9 FF 84 39 FD AC D9 34 56 93 84 93 49 …


� Binary value: Hex Value=  DF 6D 3D B9 DA 68 92 3F 65 76 C6 BD 89 ED F4 89 DB 29 A2 4B 1A 96 47 B0 …


� Binary Value: Hex value= 9A 28 9B D7 6D F5 DB 5D B7 E3 9E BB …


� Binary Value: Hex value= 9A 28 9B DB 7E 35 DB 8D F5 DB 8D F5 …


� Binary value: Hex value= 32 28 9B 7B A A8 89 DA 68 89 DB 1A …


� Binary value: Hex value=  DF 6D 6E 7B 7B 9E DE E7 B5 D2 E7 B6 D7 4F 6E 7B 5B 9E A2 27 70 A2 28 DD C1 ED F4 F6 ED 3D B9 EA A2 8D DC 2A 8A 37 70 AB 4F 6E C2 AC 2A 8B 4D 3D …





�PAGE \# "'Page: '#'�'"  �Page: 9���RO ID is not agreed upon, but it is desirable to link the signature to the particular RO that is requested. Can we use the RI URL?


�PAGE \# "'Page: '#'�'"  �Page: 9���Mandatory in 2-pass?


�PAGE \# "'Page: '#'�'"  �Page: 10���RO ID is not agreed upon, but it is desirable to link the signature to the particular RO that is requested. Can we use the RI URL?


�PAGE \# "'Page: '#'�'"  �Page: 10���Optional?


�PAGE \# "'Page: '#'�'"  �Page: 10��� This is for RO Replay protection. Then M for 1-pass and non-existent otherwise..


�PAGE \# "'Page: '#'�'"  �Page: 10���Clients could indicate whether they want this or not.


�PAGE \# "'Page: '#'�'"  �Page: 10���This cannot be optional since there is no way for the Device to indicate that it has or has not the certificate chain.


�PAGE \# "'Page: '#'�'"  ��This parameter overlaps with the Status attribute.
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