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1 Reason for Change

The DRMCF-v1_0 specification is ambiguous in its attempt to specify the appropriate value which should be associated with the “data” section of the DRM Content Fields for a DCF file. 
2 Impact on Other Specifications

None

3 Intellectual Property Rights Considerations

None

4 Recommendation

Correct the text of the DRM specification as indicated below 

5 Detailed Change Proposal

Figure 1 below describes the content fields that make up the DCF file used in SD.  The “DataLen” field is used to describe the length of the “Data” field.  As indicated in the text below, the “Data” field is the encrypted data within the file.

Table 1. DRM content fields
	Field name
	Type
	Purpose

	Version
	Uint8
	Version number

	ContentTypeLen
	Uint8
	Length of the ContentType field

	ContentURILen
	Uint8
	Length of the ContentURI field

	ContentType
	ContentTypeLen octets
	The MIME media type of the plaintext data.

	ContentURI
	ContentURILen octets
	The unique identifier of this content object.

	HeadersLen
	Uintvar
	Length of the Headers field

	DataLen
	Uintvar 
	Length of the Data field

	Headers
	HeadersLen octets
	Headers define additional meta data about this content object.

	Data
	DataLen octets 
	The encrypted data


Figure 1 - DRM content fields

Additional information relative to the “Data” field is located within the Encryption-Method Header portion of the specification.  This area defines more clearly which AES implementation is used and some of the semantics of its usage.  This is detailed in figure 2 below.

Table 2. Algorithm-id values
	Algorithm-id
	Semantics

	“AES128CBC”
	AES symmetric encryption as defined by NIST.

128 bit keys.

Cipher block chaining mode (CBC).

128 bit initialization vector prefixing the ciphertext.

Padding according to RFC 2630, unless overridden by the Padding-scheme parameter.


Figure 2 - AES128CBC

As indicated by the text in Figure 2 above, the content itself is preceded with a 128 bit initialisation vector (or 16 bytes of encryption information).  Figure 3 below represents an illustrated view of what a sample encrypted section within the DCF may look like.
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Figure 3 – Encrypted section of data within a DCF file
The question raised is has been what value should be assigned to the “DataLen” field?  If we take the amount of data represented by the JPEG image itself, we have a value of 100 bytes, if we assume the entire encrypted section represents the JPEG image, we have a value of 116 bytes.  


The recommendation for this change request is that the value includes both the Initialisation Vector of 16 bytes in the above example, along with the 100 bytes of the payload.  The resulting value assigned to the Data field would be 116 bytes.
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Encrypted JPEG Image (100 bytes)
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