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1 Reason for Contribution

To clarify the need for providing privacy and integrity protection for the identities of communicating parties and other associated control information and if there is a need to provide this protection then to decide if it should be provided by OMA in OMA specifications or in 3GPP specifications or in both.  

2 Summary of Contribution

3GPP SA3 are specifying security features for the Multimedia Broadcast Multicast Service (MBMS) and there has been some discussion on how to handle content already protected. However, when the content is protected by OMA DRM mechanisms it is not clear if MBMS can rely solely on OMA DRM mechanisms, as the DRM Specification Draft V2.0 appears not to specify privacy or integrity mechanisms to counter all the attacks identified. This contribution gives examples of these attacks and suggests that protection mechanisms are provided in OMA specifications.              

3 Detailed Proposal

3GPP SA3 are specifying security features for the Multimedia Broadcast Multicast Service (MBMS) and there has been some discussion on how to handle content already protected

“The traffic for a particular MBMS service may require some protection depending on the sensitivity of the data being transmitted (e.g. it is possible that the data being transmitted by the MBMS service is actually protected by the DRM security method and hence requires no additional protection).”

However, when the content is protected by OMA DRM mechanisms it is not clear if MBMS can rely solely on OMA DRM mechanisms, as the DRM Specification Draft V2.0 appears not to specify privacy or integrity mechanisms to counter all the attacks identified          

In considering the threat when the transmission path includes a GPRS 3G link it should be noted that UMTS Terrestrial Radio Access Network (UTRAN) Bearer signalling integrity protection will be turned off for point to multipoint MBMS sessions and GSM/EDGE Radio Access Network(GERAN) has no bearer signalling integrity protection, even for point to point signalling. Hence there is a need to ensure that unauthorized modification, insertion, replay or deletion of all signaling, on the RAN is prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the User Equipment (UE). Hence 3GPP have the following requirement in their TS 33.246 MBMS security specification that:

  “R2b Unauthorized modification, insertion, replay or deletion of all signaling, on the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE”

This is to prevent attacks which do not care that the protected content cannot be viewed or changed but can: 

1. Change the source address of the content e.g. from indicating company A to company B. 

2. Change data indicating the type of content from type A to Type B ie from Children’s content to Adult materials  

3. Change data indicating type of protection required etc 

4. Append content to the end of the original content 

 It should also be noted that UTRAN Bearer confidentiality protection will be turned off for point to multipoint MBMS sessions. Hence there is a need to ensure ensure MBMS provider identity and control information should not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE. Hence 3GPP have the following requirement in their TS 33.246 MBMS security specification that:

“R4b: MBMS identity and control information shall not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE.” 

This is to prevent attacks, which do not care, that the protected content cannot be viewed but reveal:

1. The identities of the content providers

2. Information on which content providers have the most customers 

3. The identities of the content recipients in the case of multicast services to small groups of users         

When the content is protected by OMA DRM mechanisms it is not clear if MBMS can rely solely on OMA DRM mechanisms, as the DRM Specification Draft V2.0 appears not to specify privacy or integrity mechanisms to counter the attacks listed above        

Extract from OMA DRM specification V2.0 20th March 2004

16.5
Privacy

Privacy is the right of an individual to control or influence the amount of information about itself collected by others. The data that should be protected can be divided into personal data and interest data. A content issuer evaluating such data, for instance, if one person or device downloads content, can adapt its offers accordingly to all kinds of demands. On one side this will achieve user convenience. On the other side it limits the right of self-determination of the individual. Furthermore, keeping log files that store information, such as who has done what at which time, reveals user behavior and might not be wished by a single individual.

The ROAP protocol has no measures to anonymize the connection between DRM Agent, downloaded DRM content and associated RO, since RI and CI are either administered by one organization or might exchange information freely. Also, the messages that are sent do not protect the identities of the communicating parties. 

OMA DRM providers might need to consider that privacy will be a demand that needs to be satisfied by implementing anonymity or pseudonym methods (such as identity protection schemes) in future.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree the need for providing privacy and integrity protection to the identities of communicating parties and other associated control information and the need to provide this protection in OMA specifications.    
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