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1 Reason for Contribution

This input is one proposal to allow an RO to grant access to more than one piece of content while maintaining unique Content URI’s. The proposal is submitted as a simpler alternative to OMA-DLDRM-2003-0286R02-Group-ID-for-V2.0-DCF.zip. 
The latter proposed to deviate from the established concept that the Content Encryption Key (CEK) encrypts content, so that CEK in some cases encrypts Content and in some cases encrypts another key (DCF key). In doing so it introduces an extra level of encryption indirection. These deviations are confusing and add complexity to specification, implementation and computation, and are removed in this proposal.

The limitation with this proposal is that content for the same group RO (referring to a group of DCFs) are encrypted with the same CEK. From the perspective of “wearing out” the CEK this is probably negligible. Recall that group RO is limited to a particular type of content, to which identical permissions makes sense so one group RO has a very limited scope of DCFs. An adversary getting access to the CEK have access to the same content in both proposals. 

It has been argued that DLDRM-2003-0286R02 would allow pre-encryption of DCFs with different DCF keys to be used with a group RO. Still the CEK encrypted DCF must be included in the DCF online. It may be argued that there is a difference in wrapping a key or encrypting a DCF if the DCF is large. While this is true, the gain in using Group RO over Subscription RO is less for large DCFs and in the latter individual CEKs per child RO are possible.

We believe that the benefits of this extra layer of encryption indirection are not very clear and it has drawbacks, so we propose to leave that part out of an otherwise well-proposed enhancement of the specification.

To simplify comparison between document DLDRM-2003-0286R02 and this proposal, sections 2-5 below show change bars compared to the corresponding sections of DLDRM-2003-0286R02.

2 Summary of Contribution

This contribution proposes adding an optional group identity to the DCF, which will allow content providers to issue a single Rights Object that will define Rights for multiple DCF’s. This mechanism will make it easier for content providers to deliver a range of compelling subscription and broadcast services to end users.  

For example, an end user may subscribe to a sports update service that delivers video highlights of his or her favourite football team. The user first acquires a group Rights Object that defines the terms of the service, such as an expiry date. The Rights Issuer can then deliver protected video clips featuring game highlights, interviews, etc. to the end user at any time. Because these content items are part of the group, there is no need for the user to acquire additional Rights Objects to use the content items.

Each Group is associated with a Group ID stored in the Rights Object. A DCF that is part of the Group includes a GroupID Box in the ExtendedHeaders section of the CommonHeaders Box. This Box includes the Group ID.
The group Rights Object may contain Permissions with stateful constraints. The semantics of these constraints follow the model outlined in an earlier contribution, OMA-BAC-DLDRM-2003-0283.

3 Detailed Proposal

3.1 Add the specification of the GroupID Box to the OMA DRM Content Format Version 2.0 specification
The ExtendedHeaders field MAY include one instance of the OMADRMGroupID Box:

aligned (8) class OMADRMGroupID extends FullBox('grpi', version, 0) {


unsigned int(8) GroupIDLength; 

// length of the Group ID URI




char GroupID[GroupIDLength]; 


// Group ID URI






} 
The GroupID value identifies this DCF as part of a group of DCF’s whose Rights can be defined in a common group Rights Object instead of (or in addition to) in separate content-specific Rights Objects. The value of GroupID MUST be a URI according to [RFC2396]. It is the responsibility of the content author to guarantee the uniqueness of this value. The value MUST be encoded using US-ASCII encoding.


3.2 Modify Section 8.1 of the OMA DRM Specification V2.0 as follows

8.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in [DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as described in Section 6.3 to ensure that only the intended Device may access the CEK and therefore the Protected Content.
In the case when a Rights Issuer generates a Rights Object bound to a specific DCF Content ID, it MAY generate the cryptographic hash value of the DCF and insert it into the Rights Object. If the Rights Issuer has not verified that the DCF hash value sent from the Device in the RO Request equals the correct hash of the DCF, the RI MUST insert the correct hash of the DCF into the Rights Object. This hash value MUST be generated over the entire DCF, including all the elements and the headers. DRM Agents in client devices MUST verify that the hash value in the Rights Object is identical to the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent MUST prohibit the DCF from being decrypted and used.

In the case when a Rights Issuer generates a Rights Object bound to a DCF Group ID, it MUST NOT insert a DCF hash value in the Rights Object.  
3.3 Add the following new section to Chapter 8 (“Protection of Content and Rights”) of the OMA DRM Specification V2.0

8.2 Content Groups

A content object (DCF) MAY contain an OMADRMGroupID Box that defines the group identity of the DCF, as specified in [DRMCF-v2].

For any DCF that contains a Group ID, a Rights Issuer MAY issue Rights bound to the DCF Content ID or bound to the DCF Group ID. The ROAP assumes that the client will present the correct RO identifier in the RO Info field of the RO Request message.


When searching for a valid Rights Object for a DCF that includes a OMADRMGroupID Box, the DRM Agent may find Rights Objects bound both to the DCF GroupID and to the individual ContentID of the DCF. In this case the DRM Agent SHOULD process the Rights Objects as it does in any other case where there are multiple valid Rights Objects for a DCF.

A Rights Object bound to a DCF Group ID MAY NOT include any DCF hash values, as described in Section 8.1. This allows a Rights Issuer to issue group Rights Objects to a client before delivery of content, and without specific knowledge of the group content that a client may acquire.

8.2.1 Group ID and domains

The Group ID mechanism described in this section is independent of the cryptographic binding of the Rights Object to a device or a domain. A Rights Issuer MAY bind a group Rights Object to a device or to a domain.

4 Intellectual Property Rights Considerations

N/A

5 Recommendation

Add the group ID feature to the OMA DRM V2.0 specifications by including the proposed text in the relevant specification documents.
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