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1 Reason for Contribution

As a result of a comment on the DRM specification text and an action from the Conference call on 29th Jan 2004 Vodafone agreed to draft some text for the addition of a new ROAP trigger type.  

2 Summary of Contribution

This input contribution proposes the addition of a RegistrationRequestTrigger that can be used by an RI to signal to a device that it should initiate a ROAP-RegistrationRequest message in order to establish a Security Association with the RI that sent the RegistrationRequestTrigger.  This can be used by an RI to establish a new SA or to re-establish an existing SA that has expired or that is about to expire.

3 Detailed Proposal

6.2.8 The ROAP Trigger type

The MIME type for the ROAP Trigger is “application/vnd.oma.drm.roap-trigger+xml”.

The schema for the ROAP Trigger is as follows:

<schema 

  targetNamespace="urn:oma:bac:dldrm:roap-trigger-20040120"  

  xmlns="http://www.w3.org/2001/XMLSchema" 

  xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-20040120"

  xmlns:roap="urn:oma:bac:dldrm:roap-20040120"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc=http://www.w3.org/2001/04/xmlenc#
  elementFormDefault="unqualified"

  attributeFormDefault="unqualified">

<import namespace="urn:oma:bac:dldrm:roap-20040120" schemaLocation="roap.xsd"/> 

<import namespace="http://www.w3.org/2000/09/xmldsig#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

<import namespace="http://www.w3.org/2001/04/xmlenc#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-schema.xsd"/>

<complexType name="RegistrationRequestTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="roapURL" type="anyURI"/>

  </sequence>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier"

             minOccurs="0"/> 

    <element name="roID" type="ID" maxOccurs="unbounded"/> 

  </sequence>

</complexType>

<complexType name="DomainTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap-trigger:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate the Rights Object

      Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>


      <element name="registrationRequest" type="roap-trigger:RegistrationRequestTrigger"/>


      <element name="roAcquisition" type="roap-trigger:ROAcquisitionTrigger"/>

      <element name="domainJoin" type="roap-trigger:DomainTrigger"/>

      <element name="domainLeave" type="roap-trigger:DomainTrigger"/>

    </choice>

    <element name="mac" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

  </sequence>

</complexType>

</schema>

The <riID> element MUST uniquely identify the rights issuer. The DRM agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element, except in the case of the RegistrationRequestTrigger.  Section 6.6.1.1
 describes the required behaviour upon reception of a RegistrationRequestTrigger.
The <domainID> element MAY be included in the ROAP Trigger.  If included, the Device MUST incorporate the domain ID in the ROAP PDU that is sent in response to the trigger.

The <roID> element MAY be included in the ROAP Trigger by the RI to identify the RO to be acquired. The DRM Agent MUST include the <roID> in the RO Info portion of the RO Request PDU.  The RI MAY specify more than one <roID> element to initiate download of multiple ROs.  The DRM Agent MUST include all <roID> elements in the RO Request.

The DRM agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjuction with the protocol indicated in the <roapTrigger>¸element as described below to determine which ROAP PDU to send.  The Device MUST immediately start the appropriate protocol upon receipt of the ROAP Trigger. The Device MUST support HTTP (or WSP) for transporting ROAP PDUs as described in section Error! Reference source not found. Error! Reference source not found..  The Device MAY support other ROAP transport protocols.
The ROAP PDU the Device sends is determined by the protocol indicated in the <roapTrigger> element in the ROAP Trigger.

· If the roapTrigger element indicates a RegistrationRequest, the ROAP PDU MUST only contain a single valid DeviceHello PDU.

· If the roapTrigger element indicates a ROAcquisition, the ROAP PDU MUST only contain a single valid RO Request PDU.

· If the roapTrigger element indicates a DomainJoin, the ROAP PDU MUST only contain a single valid Domain Join PDU.

· If the roapTrigger element indicates a DomainLeave, the ROAP PDU MUST only contain a single valid Domain Leave PDU.

The Rights Issuer MAY authenticate the ROAP Trigger. If the ROAP trigger is authenticated, a MAC is included in the ROAP Trigger <mac> element.  The RI MUST include a <mac> element if the protocol indicated  in the ROAP Trigger is “DomainLeave.” A Device SHOULD inform the user and MUST discard a received "DomainLeave" ROAP Trigger which is not authenticated.  If a MAC is included in the ROAP Trigger, the Device MUST verify it prior to initiating the ROAP.  If the Device cannot verify the MAC, the Device SHOULD inform the user and MUST discard the ROAP Trigger. The <ds:Reference> element of the <ds:SignedInfo> child element of the <mac> shall reference a DomainTrigger element by using the same value for the URI attribute as the value for the DomainTrigger's id attribute. The <ds:KeyInfo> child element of the <mac> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element.

The <encKey> element shall be present when the <mac> element is present and shall contain a MAC key wrapped with the current domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <mac> element as specified above.

If the DRM Agent has a valid RI Context with the Rights Issuer, and the DRM Agent has obtained user consent for silent rights retrieval for the rights issuer, then the DRM Agent SHOULD initiate the ROAP transaction without user interaction. If no RI Context exists between the Device and the Rights Issuer, the DRM Agent MUST notify the user before initiating the ROAP transaction.For an example of a ROAP trigger message, see Error! Reference source not found..

6.6.1.1 Initiating the ROAP

The ROAP is initiated when the ROAP Trigger XML document is received by the Device.  When the ROAP Trigger is received, the Device MUST initiate an HTTP/WSP POST with the appropriate ROAP PDU in the body of the message. 
· 
· 
As defined in section 6.2.8

 if the DRM Agent receives a DCF with a Silent header with a specified silent-url or a Preview header with method “preview-rights” and a specified preview URL, the DRM Agent MUST behave as follows:

If the DRM Agent does not already have an RI Context with the RI that issued the DCF, as indicated by the riID, the DRM Agent MUST not attempt to silently acquire the RO for the DCF but MUST ask the user if they wish to acquire an RO for the DCF.  If the user indicates Yes, the DRM Agent MUST send a Device Hello to the indicated URL followed by an RO-Request to the indicated URL.  If the user indicates No, the DRM Agent MUST not attempt to acquire an RO for the DCF.  The DCF does not have to be deleted at this point
.

If the DRM Agent does already have an RI Context with the RI that issued the DCF, as indicated by the riID, the DRM Agent MUST compare the domain name of the specified URL with the list of authorised domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorised domain names already stored by the DRM Agent for that RI, the DRM Agent MUST silently attempt to acquire the RO for the DCF by sending RO-Request to the specified URL.  If the domain name in the specified URL is in the list of authorised domain names stored by the DRM Agent for that RI, the DRM Agent MUST not attempt to silently acquire the RO for the DCF but MUST ask the user if they wish to acquire an RO for the DCF.  If the user agrees, the DRM Agent MUST send an RO-Request to the indicated URL.  If the user does not agree, the DRM Agent MUST not attempt to acquire an RO for the DCF.  The DCF does not have to be deleted at this point1.
In the case where a DRM Agent receives a ROAP Trigger where the protocol indicated in the <roapTrigger> element is RegistrationRequestTrigger the DRM Agent MUST use the value of the <riID> element to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST ask the user if they wish to connect to the RI.  If the DRM Agent has a valid RI Context with the identified Rights Issuer then the DRM Agent MUST send a DeviceHello PDU, this MAY be without acquiring consent from the user.
On any occasion where the DRM Agent successfully retrieves and installs a RO acquired as a result of a Silent header or Preview header (with method preview-rights) in a DCF, the DRM Agent MUST add the domain name in the URL in the Silent or Preview header to the list of authorised domain names for that RI. if the domain name is not already present. As specified in Registration Response section, a DRM Agent must be capable of storing a maximum of 5 domain names for each RI Context. In the case where a new domain name is to be added to the list and the number of domain names is currently equal to 5 then the last domain name SHOULD be deleted.  The remaining domain names each at position x, SHOULD be moved to position x=x+1 and the new domain name to be added SHOULD be stored in the first position.

4 Intellectual Property Rights Considerations

None

5 Recommendation

The group should consider the proposed addition.

� Comment.  But the DCF ought to be marked in some way in case the DRM Agent comes across the DCF at some point in the future and attempts to act on the silent/preview flag again.





�There is a suggestion from James Irwin (see email dated 1/22/04) to add an additional trigger to invoke registration protocol. James explained the need for this in his email.


�There is a suggestion from James Irwin (see email dated 1/22/04) to add an additional trigger to invoke registration protocol. James explained the need for this in his email.
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