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1 Reason for Contribution

This input proposes specification text for the DomainJoinURL proposal, first discussed in input contribution OMA-BAC-DLDRM-2004-0032-DomainJoinURL .

2 Summary of Contribution

The DomainJoinURL is a new element within the ROPayload element of ROAP. The DomainJoinURL element allows an RI to provide a URL that can be used by devices that acquire DCFs with embedded Domain ROs to attempt to join the Domain. The DomainJoinURL has similar semantics to the RightsIssuerURL within the DCF i.e. there is no automatic or silent behaviour associated with it.  Here, when a user receives a DCF with an embedded domain RO then the Device can follow the DomainJoin URL if the user indicates that they wish to enable the content containing the Domain RO.  The RI, after the Device has followed the DomainJoin URL may ask the user, for example, if they wish join the Device to the Domain.  The manner in which this choice is conveyed to the user is out of scope of this input and the DRM v2 specification.

3 Detailed Proposal

6.3.5 The Protected Rights Object payload type

The ProtectedRO type is a sequence of an <ro> element of type ROPayload and a <mac> element carrying a MAC value over the <ro> element.

Values of the ROPayload type carries (protected) REL elements and wrapped keys that can be used to decrypt encrypted portions of the REL elements. The ROPayload type is defined as a sequence consisting of a type version number identifier, an identifier for the RI, the REL element, an optional signature (signature MUST be present if the RO is for a domain), optional replay-protection elements (<guid> and <timeStamp>, see Section Replay Protection), and a wrapped concatenation <encKey> of an RO encryption key KREK and a MAC key, KMAC. (see the Key Management Section). 

The <version> referred to here is a <major, minor> representation of the highest ROPayload version supported by the Device. For this version of the protocol, the ROPayload version SHALL be set to <1,0>. Minor version upgrades must always be backwards compatible. The ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for having different versions is to enable Domain ROs to be shared between devices with different OMA DRM protocol versions. 

The <rel> element is of type <o-ex:RightsType> and MUST be conformant with [OMA DRM v2.0 REL].

The <signature> element is of type ds:SignatureType from [XMLDsig].

The <dcfHash> element, when present, contains a digest of the DCF associated with this Rights Object, and allows a Device to verify that the DCF has not been tampered with.

The <timeStamp> value must be given in Universal Coordinated Time (UTC).

The <encKey> element is of type xenc:EncryptedKeyType from [XMLEnc]. The Id attribute of this element shall be present and shall have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in any <ds:KeyInfo> elements inside the <rel> element. The <ds:KeyInfo> child element of the <encKey> element shall identify the wrapping key. In the case of a Rights Object intended for a device, the child of the <ds:KeyInfo> element will be of type roap:X509SPKIHash, identifying a particular DRM agent's public key through the hash of the subjectPublicKeyInfo value in its certificate. In the case of a Rights Object intended for a domain, it will be of the type roap:DomainIdentifier, identifying the correct domain key. For examples of this, see Appendix B.


If the <domainJoinURL> element is present this indicates that the RO is a Domain RO.  For Domain ROs the RI MUST include the domainJoinURL.  The <domainJoinURL> element SHALL contain a URL that the Device can use (as specified in section 6.3.5.2.1
) to contact the RI, for example, to join the Domain indicated in the roap:DomainIndentifier. The value of the <domainJoinURL> MUST be a URL according to [RFC2396], and MUST be an absolute identifier.
The attribute id of the ROPayload type identifies the RO and will, when applicable, correspond to an <roID> value in a previous ROAP-RORequest. The id attribute is also used as a reference point for the MAC, see below. A <ds:Reference> element in the <ds:SignedInfo> element of the <mac> element of the enveloping roap:ProtectedRO type will refer to the id attribute's value. 

The attribute stateful indicates if the RO contains stateful rights (i.e. needs replay protection). The id attribute MUST be globally unique when this attribute is present and set to true, in order to enable a Device to correctly enforce the replay protection.

For the <mac> element, the <ds:RetrievalMethod> shall be used to identify the key used to produce the MAC, and the URI attribute of this element SHALL have the same value as the Id attribute of the <ro> element's <encKey> element. For examples of this, see Error! Reference source not found..

To provide key confirmation, the MAC is calculated over the <ro> element, and together, the <ro> element and the <mac> element forms a roap:ProtectedRO value. In the case of a domain RO, the <ProtectedRO> element can be shared between devices either sent as a standalone message or inserted into a DCF.

<complexType name="ROPayload">

  <sequence>

    <element name="version" type="roap:Version"/>

    <element name="riID" type="roap:Identifier"/>

    <element name="rel" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="dcfHash" type="base64Binary" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element name=”domainJoinURL” type=”anyURI” minOccurs=”0”/>
</sequence>


  <attribute name="id" type="ID"/>

  <attribute name="stateful" type="boolean"/>

</complexType>

<!-- May be sent standalone (domain ROs) -->

<element name="protectedRO" type="roap:ProtectedRO
"/>

<complexType name="ProtectedRO">

  <sequence>

    <element name="ro" type="roap:ROPayload"/>

    <element name="mac" type="ds:SignatureType"/>

  </sequence>

</complexType>

6.3.5.2.1 Installing a Domain RO

The Device MAY install a Domain RO only if it belongs to the domain identified by the Domain Identifier inside the Domain RO.  If the Device does not belong to the domain, it MAY attempt to join the domain by initiating a browsing session to the URL specified in the <DomainJoinURL> element of the roap:ROPayload. 
Prior to initiating a browsing session to the URL specified in the <domainJoinURL> element, the Device MUST check the value of the <riID> element of the roap:ROPayload. If the value of the <riID> element matches that of an riID in a valid RI Context then the Device MUST verify the signature of the Domain RO using the RI’s Public Key. If this verification fails then the Device MUST NOT initiate a browsing session to the URL specified in the <domainJoinURL> and the Device MAY
 delete the Domain RO and DCF in which the domain RO was embedded. 
The Device MUST also acquire the user’s consent prior to initiating the browsing session to the URL specified in the <domainJoinURL> element. 
If the Device successfully initiates a browsing session, to the URL specified in the <domainJoinURL> element, the RI can at this point choose (using its own criteria) whether to allow the Device to join the Domain or not. If the RI chooses to allow the Device to join the Domain then the RI MUST return a DomainJoin ROAP Trigger to the Device to indicate that the Device should send a roap:DomainJoinRequest message in order to join the Domain. In the event that the RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a Device RO. 
The Device MUST successfully verify the signature of the Domain RO using the RI’s Public Key.

If the <guid> and optional <timeStamp> element is present in the ProtectedRO, then the Device MUST perform the replay protection related checks defined in the corresponding chapter.

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this domain and the Device SHOULD delete this Domain Context.

4 Intellectual Property Rights Considerations

None known.

5 Recommendation

Consider the proposed specification text for inclusion in the latest version of the DRM specification.
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