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1 Reason for Contribution

As part of our review of the text of the DRM Version 2 specification, we propose significant changes to the text of Section 7: Domains in order to improve the clarity and readability of this section.

2 Summary of Contribution

The proposed new text does not change the normative functionality of the domain feature. The changes are intended to improve clarity, and remove some information that already appears in other sections of the spec. Also, we propose changing the term “Domain Revocation” to “Domain Upgrade,” in order to clarify the difference between this feature and Device Revocation.

3 Detailed Proposal

7. Domains

7.1 Overview (Informative)

A Domain is a set of Devices that possess a common Domain Key provisioned by a Rights Issuer. Devices in a Domain may share Domain Rights Objects and are able to consume and share any DCF’s controlled by Domain Rights Objects. 

The OMA DRM domain concept is network centric. A RI defines the domains, manages the Domain Keys, and controls which and how many Devices are included and excluded from the Domain. A user may request to add devices to a Domain before acquiring Domain-bound content, or make these requests incrementally after receiving Domain-bound content.

A Domain is associated with a unique Domain Identifier, which includes a Domain Generation counter, and one or more Domain Keys. Multiple Domain Keys are a result of domain upgrades performed by the Rights Issuer that manages the Domain. Each Domain Key corresponds to a specific Domain Generation. The value of the Domain Generation counter indicates the number of upgrades performed on the Domain.

Devices may join multiple domains managed by one or more RIs.

7.2 Device joins domain 

To join a domain a device must have established, or will establish as part of a successful Join Domain protocol, an RI Context with the RI.

A device joining a domain is the process of an RI authorizing a particular device to be able to use all ROs for this domain. When a device joins a domain it receives the necessary domain information to be able to install Domain ROs. 

A Device executes the Join Domain protocol (see ROAP protocol suite) to join a domain. The result of a successful Join Domain in the Device is the establishment in of a Domain Context for one or more domains. The Domain Context includes Domain Key(s), Domain Identifier(s) and an Expiry Time. 

A Device MAY join multiple domains managed by one or more RIs.

The Join Domain protocol is triggered by the ROAP trigger after a browsing session.

If a Device joins a domain with multiple Generations (i.e. a Domain where more than one Domain Keys have been issued), the RI SHOULD issue to the Device the Domain Keys of all previous Generations of the Domain, to allow use of all ROs bound to this domain.

7.3 Domain RO Acquisition

To be able to use a Domain RO, a Device must have joined the corresponding domain.

Domain ROs can be acquired by the same mechanism as Device ROs, using the 2-pass RO Request/Response protocol or the 1-pass RO Response protocol. The Device specifies the Domain Identifier in the RO Request. Domain ROs can also be acquired without being wrapped in a ROAP PDU, e.g. delivered to devices as a result of a browsing session.

7.4 Device leaves a domain

In order for a Device to leave a domain, it must assure the RI that it has deleted all information about the domain that enables it to use any ROs for the domain. When leaving a domain a Device MAY, but is not required to, remove the corresponding Domain ROs and associated Content.  The Device SHOULD obtain user confirmation before deleting Domain ROs and associated Content.

A Device MUST execute the Leave Domain protocol (see ROAP protocol suite) to leave a domain.

Prior to sending a Leave Domain Request, the Device MUST ensure that the corresponding Domain Context is deleted.

7.5 Support for Multiple Domains per Rights Issuer

To provide flexibility in domain management, the system supports multiple domains per Rights Issuer. The Device SHALL support the ability to join multiple domains for each RI Context it establishes.

To ensure that each DRM Agent is able to provide a minimum level of functionality, a Device SHALL support at least 6 domains, distributed among the established RI Contexts in any proportion.

The Device MAY optionally support more than 6 domains. These additional domains may also be distributed among the established RI Contexts in any proportion.

7.6 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a Domain, a RI MUST change the Domain Key and MUST increment the Domain Generation by one. If the Domain Generation value reaches 99 the domain becomes obsolete.  A RI MUST NOT issue ROs for an obsolete domain and MUST NOT allow new Devices to join an obsolete domain. 

A Domain upgrade does not result in any Domain Context being deleted in any device. After an upgrade, Domain ROs issued before the upgrade may still be used and shared. This applies to all devices (revoked and unrevoked) previously in the domain, and to any new devices added to the domain after the upgrade.

7.6.1 Use of hash chains for domain key management

To avoid storage of multiple keys per domain in the Device and in the RI (for the purpose of using old and new Domain ROs after domain upgrade) it is possible to have a relation between the Domain Keys using Hash Chains (see section Hash Chains), as illustrated in the example below. The Device MAY support Hash Chains and the RI MAY support Hash Chains. 

Example1. Without hash chains
When generating a new domain, the RI generates:

· a unique Domain Identifier DI, the Domain Generation is set to 00. 

· a random secret Domain Key DK0
At domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Domain Key DKg is generated. The old Domain Key(s) must be stored in RI and Device to allow use of ROs issued before the upgrade. When devices join a domain, all Domain Keys of this domain are sent in the Protected Domain Info of ROAP-JoinDomainResponse (see ROAP protocol suite).

Example 2. With Hash Chains (optional)

When generating a new domain, the RI 

· generates a unique Domain Identifier DI, the Domain Generation is set to 00.

· generates a secret random number R

· selects the maximum number of generations n for this domain (not larger than 99)

· defines a sequence of Domain Keys using R and applying the efficient hash function SHA1 iteratively

· DKn = R

corresponding to DI with Domain Generation n

· DKn-1 = SHA1(DKn)
corresponding to DI with Domain Generation n-1

· etc. until 

· DK0 = SHA1(DK1)
corresponding to DI with Domain Generation 0

Since old Domain Keys (with low generation value) are possible to efficiently derive from new Domain Keys (with higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the RI it is sufficient to store DKn (=R).

4 Intellectual Property Rights Considerations

N/A

5 Recommendation

Replace the current text of Section 7 with the above text.
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