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1 Reason for Contribution

This input proposes the changes to the ARCH specification so as to align it with the input on Unconnected Devices for the DRM specification..

2 Summary of Contribution

Various changes have been made to align the ARCH document with the Unconnected Devices input that will be incorporated into the DRM specification.

Section 3.2: Definitions -Aligned with Unconnected Device input

Section  4.3.4 Domains

Removed references to Store & Forward and updated

Section 4.3.8 Previously Store & Forward

Renamed and rewritten to reflect Unconnected Devices input.

Section 5.6. Other Security Aspects

Changed secure time to DRM Time and clarified.

Section 6.6. Previously Store & Forward

Changed title and rewritten to reflect Unconnected Devices input.

3 Detailed Proposal

3.2 Definitions

Actor
An actor is an external entity that carries out use cases.

Backup/Remote Storage
Transferring Rights Objects and Content Objects to another location with the intention of transferring them back to the original Device.

Billing Service Provider
The entity responsible for collecting payment from a User.

Composite Object
A Media Object that contains one or more Media Objects by means of inclusion.

Connected Device
A Connected Device is a Device that is capable of directly connecting to a Rights Issuer using an appropriate protocol over an appropriate wide area transport/network layer interface. E,g, HTTP over TCP-IP.

Content
One or more Media Objects

Content Issuer
The entity making content available to the DRM Agent.

Content Provider
An entity that is either a Content Issuer or a Rights Issuer.

Device
A Device is a user equipment with a DRM Agent. 

In the case where functionality is specific to either Connected Devices or Unconnected Devices the explicit terminology (i.e Unconnected Device or Connected Device) will be used, in all other cases the term Device generically applies to both Connected Devices and Unconnected Devices.

DRM Agent
The entity in the Device that manages Permissions for Media Objects on the Device.

DRM Content
Media Objects that are consumed according to a set of Permissions in a Rights Object.

DRM Time
A secure, non-user changeable time source. The DRM Time is in the UTC time format.

Functional Entity
Internal building block of the architecture.

Integrity
The property that data has not been altered or destroyed in an unauthorised manner. (ISO 7498-2)

Media Object
A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

Network Service Provider
The entity providing network connectivity for a mobile Device.

Network Store
An entity remote to the device and controlled by a service provider which can store DRM Content and encrypted Rights Objects on behalf of a Device for Backup.

OMA DRM Conformant Device
A Device that will work interoperably with other OMA DRM Conformant Devices and some or all of the following; Billing Service Providers, Content Providers and Network Service Providers. It will also enable DRM Content on the Device only if the Device possesses a valid Rights Object for that instance of DRM Content and only according to the Permissions defined in the Rights Object for that instance of DRM Content.  

Permission
Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [ODRL 1.1])

DRM Content
Media Objects that are consumed according to a set of Permissions in a Rights Object. 

Restore
Transferring the DRM Content and/or Rights Objects from an external location back to the Device from which they were backed up.

Revoke
Process of declaring a Device or Rights Issuer certificate as invalid.

Rights Issuer
An entity that issues Rights Objects to OMA DRM Conformant Devices.

Rights Object
A collection of Permissions and other attributes which are linked to DRM Content. 

Superdistribution
A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content.

Transfer
To relocate DRM Content or a Rights Object from one place to another.

Unconnected Device
An Unconnected Device is a Device that is capable of connecting to a Rights Issuer via a Connected Device using an appropriate protocol over a local connectivity technology. E.g. OBEX over IrDA, Bluetooth or USB.  An Unconnected Device may support  DRM Time.

User
The human user of a Device.  The User does not necessarily own the Device.

4.3.4 Domains

Domains allow a rights issuer to bind DRM content and rights to a group of DRM Agents instead of just a single DRM Agent. Users may then share DRM content off-line between all DRM Agents belonging to the same Domain.

Using this feature a rights issuer may provide new services such as enabling users to access DRM content from several Devices that they own. Other new scenarios enabled by the Domain concept include support Unconnected Devices where users purchase DRM content and rights via one device (e.g. a mobile device with wide area network connectivity) for later use on another device (e.g. a portable player with no wide area network connectivity). 

It is entirely up to the rights issuer if they wish to provide services based on Domains, and it is entirely under rights issuer control what DRM Agents form part of a particular Domain.

4.3.8 Unconnected Device Support
OMA DRM  enables a Connected Device to act as an intermediary to assist an Unconnected Device to purchase and download content and Rights Objects. This functionality enables, for example, a portable, mobile device that does not have inherent network connectivity to acquire DRM Content and associated Rights Objects. This functionality builds on the Domain concept as described in section..


For example, a user has an OMA DRM compliant portable device (Unconnected Device) that has no wide area network connectivity, and a OMA DRM compliant mobile device (Connected Device) that has wide area network connectivity. She uses the Connected Device to browse and purchase DRM Content, and download the DRM Content to the Connected Device. If the user wishes to render the content on the Connected Device then the DRM Agent on the Connected Device requests and downloads a Domain Rights Objects for the DRM Content from the Rights Issuer. The DRM Agent on the Connected Device then embeds the Domain Rights Object in the DCF.  The DCF (with embedded Domain RO) can then be transferred to the Unconnected Device using an appropriate protocol over a local connectivity technology e.g. OBEX over IrDA, Bluetooth or USB.
Using intermediaries in this way can be useful if the Unconnected  Device has a limited UI. Both the Connected and Unconnected Device must be OMA DRM compliant.  Since the Unconnected Device support is built upon the Domain concept then the Unconnected Device must also belong to the same Domain as the Unconnected Device.  In order to join the Domain the Connected Device can provide network connectivity to enable the Unconnected Device to perform the steps required to join a Domain.
6. Other Security Aspects

The building blocks described above address the main security issues of protecting content and rights objects from unauthorised access. In addition, OMA DRM addresses a number of other security aspects, including:

· Rights Issuer Authentication

Rights issuers are required to authenticate themselves to the DRM agent during delivery of rights objects. This gives some level of assurance about the authenticity of the rights issuer.

· Rights Object Replay Protection

An example of rights object replay would be if an intermediary intercepts a rights object with a limited number of plays during delivery to the DRM agent. When the rights run out on the DRM agent, the intercepted rights object might be delivered again (replayed) from the intermediary. OMA DRM prevents this and similar attacks from occurring.

· DRM Time

Some constraints (absolute time constraints), as well as some aspects of the delivery protocol for rights objects, rely on the DRM agent having a secure time source. DRM Time in the context of the OMA DRM specifications means accurate as well as not changeable by users. Since users are not able to change the DRM agent time, the OMA DRM specifications provide mechanisms for the DRM Time to be synchronised when necessary, e.g. if DRM Time is lost after prolonged power failure. Due to the limited capabilities of some Unconnected Devices, Unconnected Device may not support a real time clock and therefore will not support DRM Time.  Within OMA DRM Connected Devices must support DRM Time.   
6.6 Unconnected Device Support

Content and Rights Objects can be distributed to UnconnectedDevices  using of a Connected Device.. In this model of, both the Connected Device and Unconnected Device need to belong to the same Domain.  A ConnectedDevice such as a mobile device with wide area network connectivity can connect to a Content Issuer’s portal using available network connections and download DRM Content in the form of a DCF.  Once the DRM Content is downloaded the a Domain Rights Object can be purchased. . The downloaded DCF and associated Domain Rights Object are stored and managed on the Connected Device for later transfer to the Unconnected Device  The Connected Device can embed the Domain RO in the DCF to enable other Devices within the Domain to access the content once they receive the DCF. At a later point in time the DCF can be transferred to an Unconnected Device. At this point no connection to the Rights Issuer is required, in order for the Unconnected Device to render the content, since the DCF contains a Domain RO for the DRM Content. The interaction diagram below illustrates the flow of content and rights in this model.
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Figure 1: Store & Forward

1. The Connected Device connects to the Content Issuer portal. After a browsing session to select the content, The DRM Content X, Y, & Z are downloaded to the Connected Device. 
2. The Connected Device now connects to the RI to acquire Domain Rights Objects for the content X, Y, & Z.  The Connected Device embeds the Domain Rights Objects inside the corresponding DCF.
3. At a later time, the Connected Device transfers the DRM Content X, Y, & Z (with embedded Domain Rights Objects) to Unconnected Device over a local connection.

4. 
5. 
6. 
4 Intellectual Property Rights Considerations

None known.

5 Recommendation

The group should consider the proposed changes to the Arch specification.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20030824]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20030824]

_1136734676.vsd
�

�

�

Store & Forward Device�

Content Issuer Portal�

Rights Issuer Portal�

Browse Content Offerings�

Provide Device Identity Info (D1); Select Content:X, Y & Z�

Download Content X, Y, & Z�

4�

Provide Device Identity Info (D1); Select Content:A & B�

Device:D1�

Transfer X, Y, & Z and associated Rights Objects to Device:D1�

Transfer A to Device:D1�

Transfer B to Device:D1�

Rights Acquisition Protocol for A�

Acquire RO for A�

Rights Acquisition Protocol for B�

Acquire RO for B�

reconciliation�

reconciliation�

1�

3�

2�

5�

6�

Browse and select Rights for content X, Y, & Z�

Download RO for X, Y, Z for Device D1�

charging�

Download Content A & B with 'silent' headers�


