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1 Reason for Contribution

The existing OMA MMS conformance specification 1.2 only considers OMA DRM release 1 forward lock protected content. The OMA MMSG is currently considering the requirements for version 1.3 which will include support for combined delivery and separate delivery content.  

To ensure the interoperability of MMS devices and servers for handling OMA DRM Release 1 protected content (Forward Lock, Combined Delivery, Separate Delivery), additional requirements must be inserted in MMS Conformance Document 1.3.
This document is presented for information to the DLDRM group to present potential problems and to seek feedback from the DLDRM group as to the best way to deal with the interaction of the DRM agent and MMS client.

2 Summary of Contribution

This document outlines the key issues which need to be addressed by OMA MMS Conformance Document 1.3 in order to provide appropriate behaviour and functionality for the support of OMA DRM release 1 Forward Lock, Combined Delivery and Separate Delivery content.

The document addresses the MMS Server Behaviour, MMS User Agent behaviour and the MMS client and DRM agent interaction.

In scope:

· MMS as bearer for DRM protected content 

· OMA DRM 1.0 as protection standard

· MMS client and server issues 

3 Detailed Proposal

1 DRM MMS SPECIFICATIONS
In what follows below is a detailed description of specifications complementing DRM requirements as specified in 3GPP MMS Rel-6 to ensure successful interoperability for server-to-terminal and terminal-to-terminal activities where DRM protected content is distributed via MMS, potentially across different networks.  In particular, the specifications will focus on

· MMS Server Behaviour

· Format of Messages 

· MMS Client 1.3 Behaviour and interaction of MMS Client and DRM Agent

1.1 MMS Server Behaviour

Support of Protected Content 

An MMS Server shall support Forward Lock, Combined Delivery and Separate Delivery DRM functionalities according to rules defined [3GPP-23.140].

MM7 interface shall allow external partners to send DCFs to mobile users. [Delivery of Associated rights objects will be delivered via WAP Push SMS]

Requirements for error handlings and legacy cases 

3GPP TS 23.140 v6.4.0 specifies in section 7.1.15.3.1 "In particular, the MMS Server shall not deliver any DRM-protected MM elements ('DRM Message') to an MMS User Agent which does not support DRM".

If the MMS can be delivered via the MMSM interface, the MMSC shall support the following features:

1.1.1.1.1 Replace all non-supported protected elements by an descriptive error text message (reuse the value “Error-permanent-content-unsupported”) and/or a placeholder

1.1.1.1.2 Not deliver the MMS to the client at all
If MMS cannot be delivered via MMSM interface (i.e. with a legacy phone), the MMSC shall forward the MMS for web display, supporting the following features

1.1.1.1.3 Replace all non-supported elements (including DRM messages and DCFs) by an descriptive error text message (reuse the value “Error-permanent-content-unsupported”) and/or a placeholder

1.1.1.1.4 Not deliver the MMS to the web at all
1.2 MMS Client 1.3 Behaviour

Support of content classes

The terminal shall support the receiving of multimedia messages containing any DRM protected content objects of all defined content classes as supported by OMA MMS1.3

Advertising MMS Client Capabilities

As specified in OMA DRM V1.0, an MMS Client must fulfil the rules of increasing level of support of delivery methods, meaning that Forward-Lock must be supported if Combined-Delivery is supported, and Combined Delivery must be supported if Separate Delivery is supported. 

The MMS Client shall advertise its supported DRM methods by listing the accepted DRM media types in the MmsCcppAccept attribute of the MmsCharacteristics component.

New UAProf capabilities in “MmsCharacteristics”  area
 are: 

· DrmClass : { “ForwardLock”, “CombinedDelivery”, “SeparateDelivery”} 

· DrmConstraints : { “datetime”, “interval” }

	DRM method
	
	Device must support media types

	Forward Lock
	(
	application/vnd.oma.drm.message



	Combined Delivery


	(
	application/vnd.oma.drm.message 
application/vnd.oma.drm.rights+xml

	Separate Delivery
	(
	application/vnd.oma.drm.message

application/vnd.oma.drm.rights+xml  
application/vnd.oma.drm.rights+wbxml 
application/vnd.oma.drm.content


(as specified by OMA-Download-DRM-v1_0-20020905-C, section 5.2)
Protected Content Delivery and Rendering
MMS clients shall support rendering of OMA DRM v1 Forward Lock, Combined Delivery and Separate Delivery according to rules defined in [OMA-DRM] and [3GPP-23.140] if applicable. 
When the device renders an MMS message that contains Combined Delivery or Separate Delivery protected content the following procedure shall be observed for each protected object:

· If the device already has valid rights for the content then it shall be rendered directly as part of the MMS message (same user experience than with clear content).


· If there are no valid rights for the object then the device shall render the MMS message, but not the protected content.  Protected content may be replaced by a placeholder within the MMS message presentation.  Either before, during or after rendering the message, the user-relevant Meta-information from the protected content should be presented to the user to indicate the nature of the content to the user.  The device should provide the user –if applicable- with the option to acquire additional permissions for this content (technical note:  this is achieved by launching the browser to the Rights Issuer URL picked from the DCF).
In case where protected content is constrained by a statefull permission (i.e. a <count> constraint), the related decrement shall be applied whenever the user initiates the rendering of the MMS (not preview).  
MMS client on device shall support rendering of multifaceted MMS

MMS client needs to support MMS message where Separate Delivery content is only part of the message. MMS client shall distinguish between DRM features of different attachments within a single message.

An MMS message may contain one or more DRM-protected MM elements. This might mean that each content object could use a different DRM type (Forward Lock, Combined Delivery or Separate Delivery). DRM protection of MM elements shall be enforced according to OMA DRM v1 with each MM element being protected separately.
The presentation part (e.g. the SMIL) of the MMS shall reference OMA DRM protected content through Content-Location or Content-ID applied to the DRM body part in the MMS.

(Note that this is a header field different from the Content-ID inside the OMA DRM format). 

Usage counter and Partial/repeated Rendering in the case of SMIL
The use of some SMIL attributes might result in partial rendering (“end”, “clipBegin”, “clipEnd”, “dur”, “max”), or repeated rendering (“repeat”, “repeatCount”, “repeatDur”) of content. 

In case where protected content is constrained by statefull permission, the related decrement shall be applied whenever user initiates rendering of MMS (not preview).
All constraints shall be assigned per SMIL object and not per MMS.

Issues for further discussion
· Download of one right per time or all in total

· Status of rights per object might differ
· Rights issuers per object might differ

DRM Separate-Delivery header locations 

3GPP TS 23.140 v6.4.0 (in section 7.1.15.1) specifies that the X-Oma-Drm-Separate-Delivery header (indicating the number of seconds to wait for a Rights Object to be pushed) must be placed at DCF body part level.

For a body part containing a DCF, the presence of a X-OMA-DRM-SEPARATE-DELIVERY header along with a value indicates that a Rights Object has automatically been requested from the network, and the value within this header indicates an estimated delay for this Rights Object to be received by the device.

The MMS Agent shall make use of this information by only alerting the user that an MMS has been received when the requested Rights Object has been processed by the device or when the indicated delay has expired (error case).

The timer on the device related to this delay shall start as soon as the MMS is processed by the device. 

Technical note this corresponds to the “Delivery Acknowledgement” event initiated by the MMS Agent. 

The X-OMA-DRM-SEPARATE-DELIVERY header shall only be present at the body part level, it shall neither be present at the GET response headers level nor at the MMS multipart headers level (see ANNEX).

In the case where several DCF are embedded in a single MMS, and if there are more than one X-OMA-DRM-SEPARATE-DELIVERY header, then the MMS Agent shall use the maximum time indicated in these headers.  User shall receive a warning message that not all content items might be activated.

Preview shall be supported
Preview shall be considered as a partial rendering of a content object to allow the user to recognize its nature prior to full consumption or construction of a new MMS containing that content.
For picture content, a preview could be considered as a lesser quality version of the original. For audio/video content, a preview could be considered as a lesser quality or a shorter version (e.g. 5 seconds) of the orginal.
Thumbnail viewing shall not consume rights, only rendering of content shall consume rights.
Protected Content Forwarding 
The MMS client on a device supporting OMA DRM Forward Lock must recognise the DRM message content class, allow the DRM agent to dictate the usage of the object and prevent the copying, modifying and forwarding externally of the device. The MMS client shall not display any options for the user to do so.

If the device support OMA DRM Combined Delivery, the MMS client shall recognise the DRM message content class, allow the DRM agent to dictate the usage of the media within the DRM message and prevent the copying, modifying and/or splitting of the DRM message itself or allow the contained media object itself to be copied or forwarded externally of the device. The MMS client shall not display any options for the user to do so.

If the device supports OMA DRM Separate Delivery, the MMS client shall recognise the DRM Content class and only allow the contained media object to be rendered through the use of the DRM agent in the device. 

1.2.1.1.1 MMS client on an Separate Deliverable capable device shall support forwarding of OMA DRM Rel1 DCFs
1.2.1.1.2 It shall be possible to insert DCFs while composing a new MMS.

1.2.1.1.3 Forwarding of the DCF shall be simple and easy for the user and no more complex than sending a normal media object. 

1.2.1.1.4 MMS client shall be able to access DRM protected content from portable media when composing a new MMS

MMS client on a Separate Delivery capable device shall not forward OMA DRM v1 Separate Delivery DCFs wrapped in a OMA DRM v1FL message. 

1.2.1.2 MMS client on device shall support forwarding of multifaceted MMS

If the user chooses to forward an MMS which contains both, Forward-locked or Combined-Delivery protected content, and unprotected content or Separate-Delivery content, the device shall present the user with a warning message explaining that all Forward-locked or Combined-Delivery protected content items have been stripped off from the original message. Unprotected content or Separate Delivery content should remain within the MMS.
Protected Content Storage 

MMS clients shall support saving of OMA DRM v1 Forward Lock, Combined Delivery and Separate Delivery according to rules defined in [OMA-DRM] and [3GPP-23.140] if applicable. 

The MMS client shall offer the option to store the protected content on:

· the local storage area of the device for Forward Locked, Combined Delivery and Separate Delivery content

· external storage such as portable media only in case of a DCF or in the case where the device cryptographically binds the Forward Locked or Combined Delivery content to the device
Handling of Rights Objects

Handling of multiple rights (i.e. user has downloaded different RO for the same content object [References"Implementation Best Practices for DRM 1"]
“For any DCF, there can be multiple rights objects. According to the OMA DRM release 1 specifications, the selection of which rights object is to be used for granting access to the content (out of multiple valid rights objects) should favor the terminal user [DRM; page 12]. As this might not be immediately clear from the specifications, the order of evaluation required to favor the terminal user is explicitly spelled out below in the following rules: 

1. Only rights objects valid at the time of requesting content access can be considered.2 

2. Rights objects with no constraints should be used first. 

3. Rights objects containing a <datetime> constraint (and potentially other constraints) should be used to grant access to content before using rights objects that do not contain a <datetime> constraint. 

2  For example, those with a <datetime> constraint whose <begin> date still lies in the future cannot be considered. 

4. If multiple rights objects exist that contain <datetime> constraints (and potentially other constraints), then these should be used in the order of ascending <end> dates first, i.e., those that expire first should be utilized first. 

5. If multiple rights objects exist that do not contain a <datetime> constraint (and potentially other constraints), then those containing an <interval> constraint should be used to grant access to content before using rights objects that do not contain an <interval> constraint. 

Differentiation of MMS messages containing DRM protected content
The MMS client shall allow the user to simply differentiate (e.g. by means of an icon) between MMS messages containing: 
· A DCF with an associated valid Rights Object stored on the device

· A DCF with no valid Rights Objects stored on the device

· A mixture of protected content objects (FL, CD, SD) either with or without valid Rights Objects

Requirements for error handlings and legacy cases 

Assumption: User has been forwarded an MMS with DRM protected elements which are not supported by his MMS User Agent [see 1.1.2]
MMS client shall use the descriptive text generated by MMSC related to error code and convert it to a predefined user friendly message (i.e. “content type not supported”)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA MMSG members are asked to review the above DRM submissions for WID-0080 “MMS Evolution”  based on 3GPP DRM requirements and provide feedback on the next steps. 
ANNEX
A. References

3GPP-23.140 
3rd Generation Partnership Project; Multimedia Messaging Service (MMS);Functional description; Stage 2. Release 6. V6.4.0 (2003-12) ; http://www.3gpp.org
OMA-DRM
Digital Rights Management Version 1.0, OMA-Download-DRM-v1_0-20020905-C, Open Mobile Alliance. Available at: http://www.openmobilealliance.org/
OMA-DRMCF
DRM Content Format Version 1.0, OMA-Download-DRMCF-v1_0-20020913-C, Open Mobile Alliance. Available at: http://www.openmobilealliance.org/
OMA-DRMREL
Rights Expression Language Version 1.0, OMA-Download-DRMREL-v1_0-20020913-C, Open Mobile Alliance. Available at: http://www.openmobilealliance.org/
OMA-MMSCONF1.2 
MMS Conformance Document, Open Mobile Alliance, OMA-MMS-CONF-v1_2, http://www.openmobilealliance.org/ 

B. USE CASES (Informative)

· Part 1 Forward Lock 

Registered MIME type with an explicit right not to forward

· Part 2 Combined Delivery
Unencrypted media object and rights object 

· Part 3 Separate Delivery 
Encrypted media object and unencrypted rights object

Forward Lock and Combined Delivery are both a single DRM message produced by a Content Provider. Separate Delivery DRM messages are where the encrypted Media Object could be delivered over the network or sent point-to-point.  The Rights Issuer sends the associated Rights Object over by the network, out of band.

In what follows below, is a description of MMS relevant DRM use cases enabled by the three different levels as specified in the OMA DRM Release 1 specifications. The use cases are differentiating between a content provider-to-terminal and a terminal-to-terminal activity:

· In case of a content provider-to-terminal scenario, the mobile user will connect to the mobile portal for download of mobile content and/or relevant rights objects

· In case of a terminal-to-terminal scenario, mobile user A has sent user B protected content via MMS.

See figure below.
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Figure: MMS Delivery Schemes

Assumptions: 

· All devices in the use cases below are fully OMA DRM Release 1 compliant (Forward Lock, Combined Delivery and Separate Delivery) 
I.  Content Delivery [Content Provider-to-Terminal]

a. Download of Forward Lock marked content

For Forward Lock, the original media object is just “marked” as Forward Lock. There is no encryption of the media object. It is purely based on the registered MIME type that the device prevents the DRM message (media object) from being forwarded to another the device.

Use Case 

a. User A has subscribed to an alerts/push service

b. The server pushes forward locked content to user A terminal via MMS

c. Forward locked content has unlimited usage rights but it cannot be forwarded to other users, i.e the user cannot forward this content by any I/O mechanisms, e.g. IrDA, Bluetooth, cable, memory cards and MMS).

b. Download of Combined Delivery packaged content 

In the case of combined delivery, “a Content Provider, using a DRM Packager, packages the media object and the rights object into one DRM Message” This DRM message can be retrieved by a user from the content provider (via a server). 

The DRM message cannot be modified or split.

Use Case:

a. User A has subscribed to an alerts/push service with limited usage rights (i.e.use one week / listen 5 times / …)

b. The server pushes combined delivery content to user A terminal via MMS

c. Combined Delivery content has limited usage rights and cannot be forwarded to other users i.e the user cannot forward the content by any I/O mechanisms, e.g. IrDA, Bluetooth, cable, memory cards and MMS).

d. Upon expiry of rights, user will be notified by the device that content is no longer active

e. Rights cannot be extended

f. User shall be given the option to delete the content

c. Download of Separate Delivery protected content  

In the case of separate delivery, the content object and the rights object are delivered separately, over different transport mechanisms. The DRM Content Format file contains the media object, but in this case, the media object is encrypted. The DCF is designed to allow it to be distributed, as it contains a URI of a rights issuer from where it can obtain usage rights. The usage rights are to be delivered via WAP PUSH.
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Figure: Separate Delivery DRM

Use Case:

a. User A has subscribed to an alerts/push service with limited usage rights (i.e.use one week / listen 5 times / …)

b. User A selects purchase option: buy for one week / listen 5 times / …

c. The server pushes separate delivery content to user A terminal via MMS

d. Rights are delivered separately to the device using WAP Push together with the key to decrypt the content

e. Content can be forwarded to other users (since it is encrypted) by any I/O mechanisms, e.g. IrDA, Bluetooth, cable, memory cards and MMS).*
f. Rights Objects contain the usage rights and cannot be forwarded from the device by any means

g. Upon expiry of rights, User A will be notified by the terminal that content is no longer active 

h. User A shall be given the option to reactivate content by buying new rights or delete the expired content and rights

*Exception: In case where an OMA DRM v1 Separate Delivery DCFs is wrapped in a OMA DRM v1FL mine type, the object cannot be forwarded. 

II.  Content Superdistribution [Terminal to Terminal]

a.  Forwarding of Separate Delivery protected content  

Use Case:

a. User A has Separate Delivery protected content on his device

b. User A forwards content to friends (User B) – via MMS

c. Upon receiving the content, User B attempts to access the content. The MMS client shall interact with the DRM client for checking availability of appropriate rights objects

d. In case of valid rights, user shall be able to render content directly as part of MMS

e. In case no valid rights are available, the device shall inform the user and enable him to gain rights.

f. In order to gain rights to the content, the device prompts User B to create a browsing session. which takes him to the Rights Issuer portal with purchase options

g. User B selects the purchase option. Upon payment, rights objects will be sent via WAP Push to his device and encrypted content may be played, once the rights are delivered  
C. Samples

Forward Lock sample

From:user@example.com

To:+40123456789/TYPE=PLMN

Subject:Hi!

X-MMS-Version:1.0

Content-Type:multipart/related;boundary=ID_1234567


--ID_1234567


Content-Type:application/smil


<smil>

 --- reference to “drmimage.dm” ---
 

  :

</smil>


--ID_1234567


Content-Type:application/vnd.oma.drm.message;boundary=PUTJTBYRBYTYBV


Content-Location:drmimage.dm


--PUTJTBYRBYTYBV


Content-Type:image/jpeg

Content-Transfer-Encoding:binary


XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX


--PUTJTBYRBYTYBV--


--ID_1234567--


The textual representation follows [RFC2822] very closely. When the message is sent to the client the MMS protocol specifies a binary format [MMSENC] where the MMS format uses WSP rules to encode headers and multipart objects. In this encoding process, OMA DRM content and headers shall not be altered in any way. 

Separate Delivery sample

From:user@example.com

To:+40123456789/TYPE=PLMN

Subject:Hi!

X-MMS-Version:1.0

Content-Type:multipart/related;boundary=ID_1234567


--ID_1234567


Content-Type:application/smil


<smil>

    --- reference to “drmimage.dcf” ---


  :

</smil>


--ID_1234567


Content-Type:application/vnd.oma.drm.content


X-Oma-Drm-Separate-Delivery : 15


Content-Transfer-Encoding : binary


Content-Location:drmimage.dcf


[DCF content in binary …]


--ID_1234567--


End of document.
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�  As currently specified  in the 'WapCharacteristics' area in UAProf specifications.


� A MMS containing various parts of attachments which could each be protected using the same of different DRM protection level.
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