RSA Security's review comments on the Security Consideration section of

OMA-DRM-DRM-v2_0-20040420-D

The comments are classified into four groups, and numbered within each group:

a) Editorial corrections (E-x)

b) Editorial suggestions (S-x)

c) Technical corrections (C-x)

d) For discussion (D-x)

Further, some corrections are marked as [Important]. These ones need to be addressed by the group.

General

E-1 Replace "DRM [Cc]ontent" with "Protected Content"

E-2 Replace "Secure [Tt]ime" with "DRM Time"

Section 16.1

S-1 For clarity, suggest reformulating the section to:

DRM solutions in general need to meet a number of security requirements. In particular, two requirements any DRM solution must fulfill are:

· Protected Content must only be accessed by properly authenticated and authorized DRM Agents

· Permissions on Protected Content must be honored by all DRM Agents

This specification along with its accompanying documents ([OMA-ARCH], [OMA-REL], and [OMA-DCF]) establishes the OMA DRM system. The OMA DRM system provides the means for the secure distribution and management of Protected Content in the OMA environment, and meets the requirements specified above and in [OMA-REQ].

Section 16.2

S-2 For clarity, suggest reformulating the section to:

The OMA DRM trust model is built on a PKI. A Rights Issuer trusts a DRM Agent to behave correctly if the DRM Agent's certificate is verifiable by the Rights Issuer and not revoked. Similarly, a DRM Agent trusts a Rights Issuer to behave correctly if the Rights Issuer's certificate is verifiable by the DRM Agent and not revoked.

Section 16.3

S-3 Suggest title to be "Security Mechanisms in the OMA DRM"

Section 16.3.1

S-4 Suggest reformulating the text after the first sentence to:

As stated above, Protected Content must only be accessible by properly authenticated and authorized DRM Agents. To achieve this goal, Protected Content is encrypted. Encryption keys are unique to each Media Object, and Rights Objects carry the encryption keys wrapped in keys only accessible by the intended recipients.

Section 16.3.2

S-5 For simplicity and clarity, suggest title to be "Authentication"

C-1 Replace the section with (initial paragraph is incorrect):

Authentication is the process by which a party identifies itself to another party. In the OMA DRM, mutual DRM Agent and Rights Issuer authentication is achieved in the 4-pass Registration Protocol, the 2-pass RO Acquisition protocol, and the 2-pass Join Domain protocol. Depending on protocol and message, the authentication is achieved either through digital signatures on nonces or time stamps. The 1-pass RO Acquisition protocol achieves Rights Issuer authentication through the digital signature on a time stamp. It does not authenticate the DRM Agent to the Rights Issuer, but due to the Protected Content being wrapped with the recipient's public key, the initial requirement of Section 16.1 is still met. The 2-pass Leave Domain Protocol authenticates the DRM Agent to the Rights Issuer through the digital signature on a time stamp. It does not authenticate the Rights Issuer to the DRM Agent.

Section 16.3.3

S-6 Suggest title to be "Integrity Protection" (this is the mechanism)

S-7 Suggest reformulating section to:

Data integrity protection ensures the ability to detect unauthorized modification of data. In the OMA DRM, data integrity protection, when applicable, is achieved through digital signatures on ROAP messages and Rights Objects.

Section 16.3.4

C-2 The key confirmation is provided through a combination of a MAC and identifying information. Suggest changing this paragraph to:

Key confirmation ensures the recipient of a message containing a protected key that the sender of the message knows the key value. In the context of DRM, this property protects against unauthorized re-issuance of Rights Objects from one Rights Issuer by another. In the OMA DRM system, key confirmation is achieved through a MAC over the protected key and the sending party's identity, using parts of the protected key as the MAC key.

Section 16.3.5

S-8 Suggest removing this sub-section as Section 16.1 already covers it.

Section 16.3.6

S-9 As this sub-section deals with the same topic as 16.5.5, suggest integrating it into 16.5.5 (see also comments on the latter).

Section 16.3.7

S-10 "Secure Time" is in itself not a security mechanism. Suggest moving this to a new sub-section, e.g. a new 16.4 "Other characteristics" (and the current 16.4 becomes 16.5, etc.)

S-11 Suggest reformulating to:

The OMA DRM system assumes the presence of DRM Time in the DRM Agent. Since users are not able to change DRM Time, this specification defines a mechanism by which the DRM Time can be synchronized with the time held by an OCSP responder.

Section 16.3.8

S-12 Suggest removing this section, as it is a repeat of something that already is described in two places elsewhere in the document.

Section 16.3.9

S-13 "The Transport Protocols" is not a security mechanism. Suggest moving this section into the proposed "16.4 Other characteristics" sub-section.

S-14 Suggest reformulating to:

The OMA DRM system provides application-layer security through the use of the security mechanisms listed in Section 16.3. Hence, it does not rely on, or assume, transport-layer security.

Section 16.4

S-15 Suggest combining 16.4 and 16.5 into a new sub-section "Threat Analysis"

S-16 Suggest moving the contents of the current 16.4 into a new section 16.5.1 "Threat model"

S-17 Suggest reformulating the bulleted list to:

In the following, it is assumed that an attacker is able to:

· Listen to the communication channel between a DRM Agent and a Rights Issuer, and

· Read, modify, remove, generate and inject messages in this channel.

When applicable, the case of a compromised DRM entity is also discussed.

Section 16.5

S-18 Suggest inserting the text before the current 16.5.1 into the suggested "16.5.1 Threat model", before the reformulated paragraph from 16.4.

S-19 Suggest reformulating the text to:

Any DRM system must protect against the threat of compromise of a DRM entity (Rights Issuer, DRM Agent, Content Issuer, CA, or OCSP responder), leading to unauthorized behavior. In particular, since it may be in the interest of the user of the DRM agent to bypass the security, the DRM Agent must be robust against the "reversed" threat model. Besides protecting against the threat of a DRM entity compromise, the DRM system must protect against passive as well as active attacks. In the following…(insert the text from 16.4 here)

Section 16.5.1

S-20 Suggest replacing title with: "Active attacks"

S-21 Suggest inserting new sub-section "16.5.1.1 Message removal"

S-22 Suggest reformulating current text in 16.5 to:

An attacker may remove any message sent between a DRM Agent and an RI. In general, this constitutes a Denial of Service attack.

· For the Registration protocol, message removal will result in a failed protocol run and no establishment of an RI Context in the Device.

· For the RO Acquisition protocol, message removal will result in the non-delivery of the requested Rights Object(s) to the DRM Agent. To ensure correct billing in such a situation, the mechanisms outlined in Section 11.2 may be used (although it is important to note that the suppression of the DLOTA InstallNotify message may reverse the threat – i.e. cause the RI to believe that the Rights Object did not get installed even though it was).

· For the Join Domain protocol, if an attacker removes the ROAP-JoinDomainResponse message, a Device will not become a member of the requested Domain even though the RI may think it has. Again, mechanisms outlined in Section 11.2 may ensure delivery but suppression of DLOTA InstallNotify messages may reverse the threat.

· For the Leave Domain protocol, if an attacker removes the ROAP-LeaveDomainRequest message from the communication channel before it has reached the RI, the RI may still view the DRM Agent as a member of the Domain. It is important to note the consequences this may have for any billing scheme based on Domain membership.

· Removal of a ROAP trigger before it reaches the Device will stop the intended ROAP protocol from being executed.

Section 16.5.2

S-23 Suggest removing this section (see also later suggestion on a new section covering entity compromise)

Section 16.5.3

S-24 Suggest changing the title of this section to "Message modification" and change it to a new 16.5.1.2.

S-25 Suggest to change the current text to:

An attacker may modify any message sent between a DRM agent and an RI.

· For the Registration protocol, the RO Acquisition protocols, and the Join Domain protocol, message modification will be detected through the use of digital signatures.

· For the Leave Domain protocol, modification of the ROAP-LeaveDomainRequest message will be detected by the RI through the Device's digital signature on the message. The DRM Agent, however, may not detect modification of the ROAP-LeaveDomainResponse message since the message is not digitally signed. This may result in a DRM Agent assuming the RI has removed it from the requested Domain when in fact it has not or vice versa (the DRM agent assuming the RI has not removed it from the requested Domain when in fact it has). The former attack's possible implications for billing schemes should be noted. The latter will result in re-tries by the DRM Agent or the DRM Agent notifying the user.

· For the various ROAP triggers, message modification will be detected if the message was signed. In particular, the RI must sign the <leaveDomain> trigger. For other triggers, the Device may not detect message modifications.

Section 16.5.4

S-26 Suggest removing this section as the DRM system does not have a requirement for non-repudiation.

Section 16.5.5

S-27 Suggest changing the title to "Message Insertion" and change to 16.5.1.3.

S-28 Suggest to change the text to:

An attacker may at any point insert messages into the communication channel between an RI and a DRM Agent. The attacker may also record messages and try to replay them at a later point in time.

· The Registration protocol protects against replay attacks through the use of nonces, ensuring to both parties that the other party is "live".

· The 2-pass RO Acquisition protocol assures the DRM Agent that the RI is live through the use of the Device nonce. It assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time.

· The 1-pass RO Acquisition protocol assures the DRM Agent that the RI is live through the signature on the RI's current time.

· The Join Domain protocol protects against replay attacks in the same way as the 2-pass RO Acquisition protocol.

· The Leave Domain protocol assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time. It does protect against replay attacks through the use of the Device Nonce (it does not protect against message insertion, however and as noted above).

· ROAP triggers may be sent to any device at any time. Devices can protect against replay of <leaveDomain> triggers due to their digitally signed timestamp. For other triggers Devices cannot protect against replay attacks.

· Protection against replay of stateful ROs is achieved by means of the method specified in Section 9.4. It is important to note that the replay cache MUST be integrity-protected by the DRM Agent.

Section 16.5.6

C-3 Remove 3rd paragraph as it in itself is not sufficient (does not protect against distributed denial of service attacks)

C-4 Remove 4th – 6th paragraph since the RI would send the message back to the requestor, not the device identified.

C-5 Remove the 7th paragraph (see the suggestion for a new section on Entity compromise)

Section 16.5.7

S-29 Suggest changing the title to "Entity compromise" and change numbering to 16.5.1.4.

S-30 Suggest changing the text to:

An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.

· A compromised DRM Agent may result in the disclosure of any of the following:

i. The DRM agent's private key

ii. Domain keys for any Domain the DRM Agent is a member of

iii. Rights Object Encryption Keys

iv. Content Encryption Keys

v. Protected Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection of Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially allowing permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the security of the OMA DRM system and their protection is therefore critical.

In addition, a compromised rendering application in the DRM Agent may also result in the loss of Protected Content. The DRM Agent implementation must therefore be robust and ensure that it only provides unprotected Protected Content to trusted rendering applications.

· A compromised Rights Issuer may result in the disclosure of any of the following:

i. The Rights Issuer's private key

ii. Domain keys for any Domain administered by the RI

iii. Rights Object Encryption Keys

iv. Content Encryption Keys

v. Protected Content

Again, the protection of these assets in RI implementations is crucial to the correct functioning of the OMA DRM.

· The effects on a PKI of a compromised CA or OCSP Responder is discussed, e.g., in [RFC3280] and [RFC2560].

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM Agents and RIs must always verify that the entity they are communicating with has not been compromised by checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM agent compromise by regularly upgrading Domain Generations.

Section 16.5.9

S-31 Suggest removing this section as it, as stated, is "out of scope".

Section 16.5.10

S-32 Suggest removing this section as its core content is incorporated in the new "Entity compromise" section.

Section 16.5.11

S-33 Suggest removing this section but add a paragraph to the end of the new "Other characteristics" section as follows:

The use of nonces in the OMA DRM system requires DRM Agents and RIs to have pseudorandom number generators of good quality.

Section 16.5.12

S-34 Suggest removing this section as this is just one aspect of the handling of stateful rights (whose handling is described elsewhere)

Section 16.5.13

E-3 Title should be "Man in the Middle attacks"

Section 16.6

S-35 This section should be moved to a new 16.3.x section as it is about a security mechanism.

E-4 Replace "itself" with "herself". Remove "or pseudonym" (superfluous). Add "explicit" before "measures" in 2nd paragraph (pseudonym certificates may be used). Replace "connection" in 2nd paragraph with "association".

Section 16.7

S-36 This is a suggested new section with title "Passive attacks". Suggested text:

An attacker may eavesdrop on and record any conversation carried out between an RI and a DRM Agent. Such eavesdropping may allow the attacker to trace user behavior and, to some extent, interests. Due to the security features of the OMA DRM system, it will however not allow the passive attacker to perform later off-line attacks against Protected Content, wrapped keys, or Rights Objects exchanged in such recorded messages.

