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1. Overall Description:

SA3 would like to thank SA4 and OMA DLDRM for the good cooperation and information exchange.

SA3 has discussed protection of MBMS data in their meeting #33 in Beijing 10-14 May 2004. 

MBMS key management

· SA3 agreed that MBMS key management shall be based on extensions to the MIKEY-protocol. MIKEY has been designed together with SRTP, which was proposed for the protection of MBMS streaming data, see below. 

Protection of MBMS streaming data 

· SA3 discussed using SRTP for confidentiality and integrity protection of MBMS streaming data (cf. attached document S3-040228):

· SA3 has made no decisions regarding protection of MBMS streaming.

· SA3 thinks that SRTP (RFC 3711) is suitable for confidentiality protection of MBMS streaming. SA3 asks feedback from SA4 on this issue.
· SA3 thinks that SRTP (RFC 3711) is suitable for integrity protection of MBMS streaming. Integrity protection is an optional feature in SRTP. However integrity protection shall not be mandatory within Release 6 as without having the possibility for source origin authentication (SOA), integrity protection does not provide protection against integrity threats within the multicast group. Integrity protection can protect against integrity threats from outside of the multicast group. SA3 is currently studying the need for SOA for MBMS data. If there is a need for SOA, it could be amended to SRTP, e.g. in future releases. Work is in progress in IETF to specify the use of TESLA with SRTP (cf. draft-ietf-msec-srtp-tesla-00), but the work is not expected to be completed within the Rel-6 specification timeframe. 

Protection of MBMS download data 

· SA3 discussed protection of MBMS download data (cf. attached document S3-040231):

· SA3 has made a working assumption to use S/MIME (RFC 2633) without Public Key Infrastructure (i.e. with symmetric keys) as the security protocol for MBMS download data. S/MIME can use symmetric keys from version 3 onwards

· SA3 has the view that MBMS provides the protection of the multicast transmission. The protection of the multicast transmission and protection of content should be kept separate, i.e. even though the multicast transmission would be content protected, it could still be protected with MBMS protection. This is not from security point of view but from service point of view, since content protection and MBMS multicast transmission are two independent user services. For example, if a user has access to DRM content, he should not have automatic access to the MBMS transmission, since it is a different service that may be charged separately. 

Joint meeting between SA3 and SA4 

· SA3 has noted that the work of SA3 and SA4 is closely related, e.g. in the following areas

· Interaction between application layer procedures specified by SA3 and SA4, e.g. interaction between user authentication and point-to-point repair mechanism (and also application layer joining/leaving, if there is such procedure)

· The protocols used to transport and to secure the MBMS transmission

· The relation and interoperability of key management with the transport and security protocols

· The relation between multicast transmission protection and content protection. 

Therefore, SA3 would like to propose a joint meeting with SA4 to get a common understanding and progress the MBMS work. SA3 would like to ask SA4 to propose date and venue for the meeting.

2. Actions 

Actions to SA4:

· SA3 would like to ask SA4 to comment on the suitability and feasibility of using SRTP (RFC 3711) for protecting MBMS streaming data from SA4 point of view

· SA3 would like to ask SA4 to comment on the suitability and feasibility of using S/MIME (RFC 2633) without PKI for protecting MBMS download data from SA4 point of view

· SA3 would like to propose a joint meeting with SA4 to get a common understanding and progress the MBMS work. SA3 would like to ask SA4 to propose date and venue for the meeting
3. Dates of Next SA3 Meetings:

SA3#34
July 6-9, 2004
Acapulco, Mexico

SA3#35
October 5-8, 2004
Malta

SA3#36
November 23-26, 2004
Shenzhen, China

