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1 Reason for Contribution

In order to better support the use cases where the download of a media object occurs without the user being aware of it, the DLOTA 2.0 should support a mechanism to control the user confirmation prompt. Moreover, in a pull scenario, where the content is discovered and downloaded during a browsing session, the user confirmation prompt may represent an unnecessary step. In the push scenario, where the content provider pushes the download descriptor to a device, security issues must be considered. Removing the user confirmation prompt may allow malicious content providers to push malicious content to a target device, therefore a level of trust between the content provider and the user’s device must exist prior the download of a media object could occur without asking for the user’s confirmation.   

2 Summary of Contribution

The following use case describes how the DLOTA 2.0 should enable or disable the user confirmation prompt for a download session. 

3 Detailed Proposal

7.1 Control of User Confirmation Prompt
In order to better support the use cases where the download of a media object occurs without the user being aware of it, the DLOTA 2.0 should support a mechanism to control the user confirmation prompt. Moreover, in a pull scenario, where the content is discovered and downloaded during a browsing session, the user confirmation prompt may represent an unnecessary step. In the push scenario, where the content provider pushes the download descriptor to a device, security issues must be considered. Removing the user confirmation prompt may allow malicious content providers to push malicious content to a target device, therefore a level of trust between the content provider and the user’s device must exist prior the download of a media object could occur without asking for the user’s confirmation.

7.1.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction

	
	


5.2.1.1 Actor Specific Issues
Download server provides the download descriptor and the media object to the download agent. 

5.2.1.2 Actor Specific Benefits
The user is able to get the media object without extra confirmation steps.

7.1.2 Pre-conditions
The Download Descriptor must exist and must be available to the Download Agent, e.g. by browsing to a website, pushed to the device, etc. The Download Descriptor contains instructions for the Download Agent whether or not to prompt the user for confirmation of the download transaction. 

For the sake of the use case, the pre-condition assumes that the Download Descriptor instructs the download agent NO to prompt the user for confirmation of the download transaction. 

7.1.3 Post-conditions
The media object is available on the device.

7.1.4 Normal Flow
1. The download agent receives the download descriptor.

2. The download agent performs all the necessary device capability checking. 
3. The download agent verifies that the download server, where the media object is downloaded from, belongs to a trusted web/wap domain.
4. The download agent  downloads  the media object without prompting the user for confirmation of the download transaction. 
5. The download agent concludes the DLOTA transaction as instructed by the download descriptor, i.e. post install notification. 
7.1.5 Alternative Flow  

6. The download agent receives the download descriptor.

7. The download agent performs all the necessary device capability checking. 
8. The download agent fails to verify  that the download server,  where the media object is downloaded from, belongs to a trusted web/wap domain.
9. The download agent  prompts the user for confirmation before proceeding with the download of the media object 
10. The download agent concludes  the DLOTA transaction as instructed by the download descriptor, i.e. post install notification. 
4 Intellectual Property Rights

None

5 Recommendation

To be included in the DLOTA 2.0 requirements document.

To study the solution(s) explored by BAC-Push WG  described in WAP Push Security Requirements document (OMA-RD-PushSecurity-v1_0-20031112-D).
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