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1 Reason for Change

This CR is introduced to fix an inconsistency in the DRM specification, i.e., the explicit definition of the hashing algorithm for DCF files. The change does not add any new algorithms or functionality, it only clarifies that the mandatory SHA-1 algorithm is used for this purpose.

This CR differs from OMA-DLDRM-2004-0172-CR-for-multiple-permissions in that it does not contain the second issue from OMA-DLDRM-2004-0172-CR-for-multiple-permissions, which is addressed by the CR OMA-DLDRM-2004-0190-Multiple-Rights-for-Multipart-DCFs (which has already been approved).
2 Impact on Backward Compatibility

None. Changes are introduced to fix an inconsistency and a missing algorithm identifier.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

N/A.

5 Recommendation

It is recommended that BAC DLDRM approve the proposed changes to the DRM specification. No functionality is added or removed by these changes.

6 Detailed Change Proposal

5.4.3.1.1
Message description

	ROAP-RORequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	Domain ID
	O

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 1: RO Request Message Parameters

Device ID identifies the requesting Device as specified in section Error! Reference source not found..

Domain ID, when present, identifies the Domain for which the requested ROs shall be issued.

RI ID identifies the authorizing RI as specified in section Error! Reference source not found..

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section Error! Reference source not found..

Request Time is the current DRM Time, as seen by the Device.
RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g. due to the size of the DCF). The DCF hash, if computed, MUST be computed as specified in section 5.3 of [DRMCF-v2], using the SHA-1 algorithm.

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:
· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the RI's current public key, or if the extension is empty, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Transaction Identifier: Allows a Device to provide the RI with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF scheme).

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-RORequest message.
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