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1 Reason for Contribution

When reviewing the DRM specifications we have noticed several issues that we feel should be addressed.

2 Summary of Contribution

This paper discusses issues that we have identified with the following features:

· Transaction Tracking

· LeaveDomain and Domain Contexts

· GroupID

· Timed-Count 

3 Detailed Proposal

1. DRM Specification

1.1 Transaction Tracking

The text discussing Transaction Tracking within the DRM specification reads:

"A DCF may contain a TransactionID as an information element inside an OMADRMTransactionTracking box according to [DRMCF-v2]. The TransactionID may be used to track the content flow from one user to another via super distribution from an RI perspective. 

The Device MUST ensure the consent of the user for related operations performed by the Device to ensure the privacy issues of the user. This can be done by general settings in the Device, by individual settings per Rights Issuer or on a case by case basis and is implementation specific.

To enable transaction tracking a DCF or PDCF must contain an OMADRMTransactionTracking box when it is received by the Device.

If a DRM Agent receives an RO Response containing an RO and a TransactionID it MUST ask the user for consent to replace the TransactionID in the DCF/PDCF. This can be done in general or on a case-by-case basis. When consent is given, the DRM Agent MUST replace the TransactionID contained in the OMADRMTransactionTracking box of the corresponding DCF or PDCF with the received TransactionID. Otherwise (no consent given) the DRM Agent MUST NOT change the DCF/PDCF. 

Note: a Device neither needs to generate an OMADRMTransactionTracking box nor needs to change the size of the DCF/PDCF.

If a Device submits an RO Request based on a DCF or PDCF that contains an OMADRMTransactionTracking box it MUST insert the TransactionID of the corresponding DCF or PDCF into the RO Request as the TransactionID...."

Although the ERELD explains that Transaction Tracking is mandatory for connected Devices and optional for Unconnected Devices the text in this section does not reflect this.  We believe that we should add a statement something along the lines of:

“Connected Devices MUST support Transaction Tracking functionality as described above, Unconnected Devices MAY support this feature.”

1.2 LeaveDomain & Domain Context

Question: Can devices initiate the leave domain variant of the ROAP directly (i.e. without the need to receive a ROAP Trigger)?  We believe we wanted to enable this use case, however there is an issue, the Domain Context does not include a URL to which the Device can send the LeaveDomainRequest.  The riURL in the RI context was added so that it could be used to send ROAP messages to, however there is no explicit text stating that a Domain Context should be associated with an RI context. 


It is noted that the JoinDomainResponse includes the riID so this could/should be stored in the Domain Context, this would allow a Domain Context to be associated with an RI and therefore an RI Context.  

Question: What would happen in the case where a Device reached the maximum number of RI contexts and in order to establish another RI context it deleted an RI Context for an RI with which the Device has a Domain Context?  It seems like the riURL would be lost.

Here is the text that states what a Domain Context should contain:

"The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain Generation), the Domain Context Expiry Time, and, if applicable, an indication that the RI supports hash-chained Domain Keys. If the Device and RI both support hash chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known generation, otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. The Domain Context SHALL also contain the RI Public Key for the case when the Domain Context Expiry Time extends beyond the RI Context Expiry Time."

We believe that we should also add explicit text that states it is possible for a Device to send a LeaveDomainRequest to the riURL in order to leave a Domain to clarify this issue?
1.3 GroupID

There is no description of how GroupID should be used within the DRM specification. We believe that need a section within the DRM specification that discusses this feature in much the same was as Parent ROs are discussed in section 9.5.1.

REL Specification

1.4 GroupID

The definition of the UID element from the REL specification reads: 

"If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier.

If its parent <context> element is included in the <asset> element, the <uid> element specifies the content identifier of the corresponding DRM Content. It contains the ContentURI value of the DCF[[DRMCF-v2]]. The format used for the value MUST conform to [RFC2396]. If the <asset> element is part of a parent Rights Object (see section 5.6) it SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.
…”

We believe that the text in bold should be modified to read (corrections is bold):

“If the <asset> element is part of a GroupID or parent Rights Object (see section 5.6) it SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.”

1.5 Timed-Count

The TimedCount element is specified as:

"The attribute contains a positive integer value. It specifies the number of seconds after which the count state specified by the value of the <count> element (section 5.5.3) is reduced starting from beginning to render the Content.

For example, if the timer value is set to “30” (without the quotes) and the <count> constraint value is set to “5” (without the quotes), a corresponding Media Object, may be rendered 5 times, while the number of remaining accesses is decremented after the Content has been rendered for 30 seconds. In other words, if rendering of the Content stops after less than 30 seconds, the state value of the <count> element is not reduced."
We believe that the references to <count> in this definition  should read <timed-count>

We would suggest that the above definition be changed to (corrections is bold):

"The attribute contains a positive integer value. It specifies the number of seconds after which the count state specified by the value of the <timed-count> element (section 5.5.3) is reduced starting from beginning to render the Content.

For example, if the timer value is set to “30” (without the quotes) and the <timed-count> constraint value is set to “5” (without the quotes), a corresponding Media Object, may be rendered 5 times, while the number of remaining accesses is decremented after the Content has been rendered for 30 seconds. In other words, if rendering of the Content stops after less than 30 seconds, the state value of the <timed-count> element is not reduced."
Please note that this issue has been raised with the specification editor and he has agreed to produce a CR to correct this editorial bug, it is included in this paper for completeness and to raise the problem at group level.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group should consider the appropriate action for each of the issues raised above during the Orlando meeting.
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