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1 Reason for Change

In two places, the DRM specification erroneously gives the impression that the nonce sent by the Device in the ROAP-JoinDomainRequest message is optional for the rights issuer to include in the ROAP-JoinDomainResponse message. This is incorrect, as the nonce is mandatory for the rights issuer to include.

2 Impact on Backward Compatibility

Does not affect backwards compatibility, as normative text already exists that clearly states that the nonce is mandatory to include.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

None.

5 Recommendation

The DLDRM group is recommended to modify the text of the OMA-DRM-DRM-V2_0-20040716-C specification as described below.

6 Detailed Change Proposal

1. Change the description of the Device Nonce parameter in Section 5.4.4.2.1 as follows:

Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-JoinDomainRequest. 

2. Change the definition of the XML type JoinDomainResponse in Appendix A as follows:

<complexType name="JoinDomainResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a joinDomainRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="domainInfo" type="roap:DomainInfo"/>

        <element name="certificateChain" type="roap:CertificateChain"

                 minOccurs="0"/>

        <element name="ocspResponse" type="base64Binary" minOccurs="0"

                 maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions"

                 minOccurs="0"/>

        <element name="signature" type="base64Binary"/>   

      </sequence>

    </extension>

  </complexContent>

</complexType>
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