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1 Reason for Contribution

Inclusion of a new use case as part of the DRM Specification that enhances business opportunities for the operator as well as provides immense benefit to the user.

2 Summary of Contribution

This input contribution provides a detailed use case for using DRM-Protected content free of cost with attached advertising content.

This use case provides a win-win-win business model for the Operator-Advertiser-User. The telecom operator can provide valuable, low-cost, up-to-date DRM protected content(s) to the user without any cost-related burden. Advertisers or sponsors can market their products to users via advertisements. This is a cost-effective and technical means using the popularly used devices such as PDAs, handsets etc. Finally, a mobile device user can use DRM-protected content free of cost. He/she can also obtain up-to-date product information provided by the advertiser or sponsor.

3 Detailed Proposal

Use Case Scenario:

1. Alice is browsing a web site for valuable content(s) and selects a specific content for purchase.
2. She views different price options, e.g. Render content 10 times or render content for 10 days etc.

3. She also finds a special option that says ‘Content free with AD’ and selects this option.
4. Upon Alice’s selection, the multipart DCF content that has the actual target content as well as a sponsor’s AD content shall be delivered to her mobile device via the combined or separate delivery methods.
5. Alice attempts to render the downloaded content.

6. Upon completion of rendering of the AD content, Alice can render the actual target content.

Approach:

Add a new header field called “Adview” to the Textual Header defined in section 5.2.2 of DCF specification. [DRMDCF-v2]

5.2.1.1 ADview header
The ADview header indicates to the DRM client that the DCF contains AD (advertising) content also besides the actual content. This means that this DCF is in effect a multipart DCF that has two contents, namely the “Target Content” which is the content that the user actually wants to render and “AD Content” which is advertising content that the user must render before rendering the target content.

If the ADview header exists in the common header of the DCF, the content type value can be either “TargetContent” or “ADContent”. The Multipart DCF usage for “ADContent” should be as depicted below.


ADview-Type as “TargetContent” indicates that this media element is the actual content that must be protected by DRM. In this case, the adview-element-uri and adview-report-url MUST be specified.

Adview-Type as “ADContent” indicates that this media element is advertising content. In this case, the media element to be used for advertising MUST be NULL-encrypted and MUST have an EncryptionMethod header with the algorithm-id parameter set to NULL.
ADview:= “ADview” “:” ADview-Type *(“;” parameter ) 

ADview-Type := token

parameter := 
adview-element-uri | adview-report-url 

adview-element-uri := token

adview-report-url := token
	ADview-Type
	Semantics

	“TargetContent”
	This indicates that this media element is the actual element that user intends to render. This media element has an associated AD media element that must be rendered before rendering the actual media content.
If TargetContent type is specified, then adview-element-uri and adview-report-url MUST be specified.

	“ADContent”
	This indicates that this media element is advertising content. This content MUST be rendered before rendering the target content.
If ADContent type is specified, then EncryptionMethod header with the algorithm-id parameter MUST be set to NULL.


The parameter adview-element-uri MUST be a unique identifier and a URI according to [RFC2396]. It MUST resolve to an element present within the same file. The parameter adview-report-url MUST be a URL according to [RFC2396]. Upon usage of the AD content, the DRM Agent shall use this URL to notify the Advertiser or Sponsor.
The DRM Agent MUST get a response from the ‘adview-report-url’ server (this can be a server operated by the Advertiser or Sponsor) to decide whether the target content can be rendered. The Rights Object would be in a “disable” state till a success response is received from the ‘adview-report-url’ server. Upon receiving a success response, the Rights Object would be set to “enable” state. This would ensure that rendering of the target content (with valid rights) is allowed only after rendering of the AD content. Finally, upon rendering the target content, the Rights Object would again be set to “disable”.

Also, the notification reported to the server via ‘adview-report-url’ provides data useful to the Advertiser or Sponsor. For example, this data can be used to gather the statistics on their advertising content such as “How many users have viewed the advertisement?”, “What is the frequency of people viewing the advertisement?”, “What time do people usually view the advertisement?”. The statistics can also be used for billing purposes. 
 [Sequence of Flow] Use Case - Downloading
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 [Flow Chart] DRM Agent: Decoding DCF
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[Flow Chart] DRM Agent: Rendering the content.
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Normative Reference
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Abbreviations
	DCF
	DRM Content Format 

	DRM
	Digital Rights Management

	HTTP
	HyperText Transfer Protocol

	OMA
	Open Mobile Alliance

	RFC
	Request For Comments

	RI
	Rights Issuer

	RO
	Rights Object

	URI
	Uniform Resource Indicator

	URL
	Uniform Resource Locator


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Inclusion of the above-mentioned use case and related approach in the Digital Rights Management Specification.
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THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.
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