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1 Reason for Change

When a distributed PKI model is adopted as a part of a trust authority, the device CRL issuer could be different from the device certificate issuer. And in the case that the device CRL issuer is not the device certificate issuer, there must be a way to indicate how CRL information is obtained, and the cRLDistributionPoints extension is suitable for that purpose.
In order to support this, the DRM Agent Certificate should be able to support the cRLDistributionPoints extension and the RIs must support the cRLDistributionPoints extension so that the distributed PKI model can be adopted with no difficulty. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that BAC DLDRM approve and incorporate the changes to the DRM specification.

6 Detailed Change Proposal
Appendix D. Certificate Profiles and Requirements

D.1 DRM Agent Certificates

The profile for DRM Agent certificates follows the profile for "User Certificates for Authentication" in [CertProf] with the following modifications:

	Version
	3

	Signature
	MUST be RSA with SHA-1

	Serial Number
	MUST be less than, or equal to, 20 bytes in length

	Issuer Name
	(omitted)

	Subject Name
	(omitted)

	Extensions
	The extKeyUsage extension SHALL be present, and contain (at least) the oma-kp-drmAgent key purpose object identifier:

oma-kp-drmAgent OBJECT IDENTIFIER ::= {oma-kp 2}

The oma-kp object identifier is defined as follows:

oma-kp OBJECT IDENTIFIER ::= {oma 1}

oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) 

                      identified-organizations(23) wap(43) oma(6)}

CAs are recommended to set this extension to critical.

· If CAs include the keyUsage extension (recommended), then both the digitalSignature bit and the keyEncipherment bit must be set, if the corresponding private key is to be used both for authentication and decryption. Otherwise only the applicable bit shall be set. When present, this extension shall be set to critical. 

CAs may include the certificatePolicy extension, indicating the policy the certificate has been issued under, and possibly containing a URI identifying a source of more information about the policy.

CAs are recommended to not include any other extensions, but may, for compliance with [RFC3280], include the authorityKeyIdentifier extension. CAs may also include the authorityInfoAccess extension from [RFC3280] for OCSP responder navigation purposes, and the cRLDistributionPoints extension to identify how CRL information is obtained.
CAs MUST NOT include any other critical extensions.


RI implementations MUST meet all requirements on entities processing user certificates defined in [CertProf]. In addition, RIs:
· MUST be able to process DRM Agent certificates with serial numbers up to 20 bytes long; 
· MUST recognize and require the presence of the oma-kp-drmAgent object identifier defined above in the extKeyUsage extension in DRM Agent certificates; and
· MUST support the cRLDistributionPoints extension.
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