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1 Reason for Change

There is an internal conflict in the standard about the handling of OCSP responses.

In the DRM specification Section 6.2 it is stated that we will receive OCSP responses for all ‘revocable’ certificates in the chain of an RI. It is not defined which certificates are revocable. We are informed that the certificate of the RI itself (the leaf certificate) is revocable, and presumably the root certificate is not revocable. It is not defined if the certificates in between the RI certificate and the root are revocable or not. (Note that the id-pkix-ocsp-nocheck extension is only for OCSP responder certificates, and not appropriate for CA certificates.)

In Section 5.4.2.3.1 the "OCSP Responder Key Identifier" is described.  It only allows a device to give a key identifier for one OCSP responder. However the certificate of the OCSP responder needs to be signed by the CA that issued the certificate in question (see RFC 2560, Section 2.2). In other words, I will have as many "OCSP Responder Key Identifier" as I have "revocable certificates". Apparently one.

Hence Section 6.2 is in internal conflict with Section 5.4.2.3.1. The first does not specify for how many certificates we will get OCSP responses, whereas the latter assumes it is for only one.

Additionally, one certification authority for OMA DRM (namely CMLA) have made a clear, documented, assumption in this area. Namely: “..., the complete set of OCSP responses required to check the revocation status of the whole Rights Issuer certificate chain consists of only one OCSP response vouching for the revocation status of the Rights Issuer leaf certificate." (See: Public CMLA documentation: CMLA Technical Specification, Section 7). Note that with this setup they can still effectively revoke an intermediate CA when the OCSP responder refuses to give good OCSP response for certificates that were issued by it.

This problem can be resolved by stating clearly in Section 6.2 that only the RI leave certificate is directly revocable by OCSP. This will also bring the situation for DRM Agents in line with the situation for RI. Section 6.1 says that RI need only check the revocation status of the certificate of DRM agents, and not of the entire chain. (In the text of the CR below, also the clerical point is added that the RI should check the validity of the entire chain, as this is clearly intended.)

If this decision is left to implementers it will seriously hamper interoperability. (For example if one implementation would interpret Section 6.2 to mean that all non-root certificates are revocable, then such an implementation would always reject a CMLA conformant server)

2 Impact on Backward Compatibility

There is only an impact on backward compatibility for a client that took a strict interpretation of Section 6.2. If such a client interacts with a server, that changed its behaviour from sending OCSP responses for all non-root certificates to sending only an OCSP response for his own certificate, then the client would reject it, where he first accepted it. The client should assume CA certificates to be irrevocable.

There is no impact on server software. Servers are still free to send along OCSP responses for any additional certificate (tough they may not be processed by the client anymore).

3 Impact on Other Specifications

None

4 Intellectual Property Rights

None

5 Recommendation

DLDRM WG to approve this CR.

6 Detailed Change Proposal

Replace Section 6.2 as follows:

6.1 Certificate status checking by RI

For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity) of the Device certificate chain, and the revocation status of the Device certificate.

6.1 Certificate status checking by DRM Agents

A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity and status of the RI certificate and of the validity of any other certificates in the RI certificate chain. To allow the Device to do the certificate status check, the RI MUST include an OCSP response for its certificate when sending signed responses to the Device. The only exception to this is when the Device has sent the No OCSP Response extension in the request that triggered the RI response.

When providing OCSP responses to Devices that do support DRM time, the RI MAY disregard whether a nonce is present in an OCSP response or not. The exception to this is when the RI deems the Device's time to be out of sync during Registration, see further Section 6.3.

To reduce the load on OCSP responders, RIs SHOULD use locally cached OCSP responses to the extent possible.

Unconnected Devices that do not support DRM Time will not be able to use time-based OCSP responses. Because of this, RIs SHOULD only use nonce-based OCSP responses (with the nonce supplied by the Device) when communicating with Unconnected Devices that do not support DRM Time.

The Device MUST verify that the OCSP-provided status of the RI certificate is good. A Device MUST be able to detect that an OCSP responder certificate is non-revocable through the use of the id-pkix-ocsp-nocheck extension (see further Appendix D).

DRM Agents MUST support all client requirements in [OMA-OCSP-MP] with the following exceptions:

· DRM Agents need not be able to generate OCSP requests

· DRM Agents need only be able to handle OCSP responses with one SingleResponse value

· DRM Agents need not support the authorityInfoAccess certificate extension (as they will not contact OCSP responders directly)

· DRM Agents need not support OCSP over HTTP/1.1 (as they will not contact OCSP responders directly)

Devices MUST be able to match a nonce sent for OCSP purposes in the ROAP protocol with a nonce in the received OCSP response.
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