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1 Reason for Change

In general, xml signing and especially exclusive xml canonicalization (XC14N) in the context of ROAP is not a trivial task. From our current vendor-to-vendor IOP testing experience the most obvious initial error code is a SignatureError due to incorrect/different XC14N implementation.
The exclusive canonicalization algorithm requires moving namespace declaration down to the point where they are visibly utilized (that is used in a tag name or attribute name) and to remove all unused or redundant declarations. But ROAP messages also use namespace prefixes with attribute values which are out of scope of the XC14N algorithm (see below). A perfect valid message would be
 <extension
  xsi:type="foo:CertificateCaching"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xmlns:foo="urn:oma:bac:dldrm:roap-1.0"/>

However, its canonicalized form would be broken, because the “foo” namespace prefix isn’t visibly utilized and therefore the associated namespace declaration is removed (the “xsi” namespace is kept because it’s used in the attribute name and would be only removed it a parent element would already visible utilize it)
 <extension xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
   xsi:type="foo:CertificateCaching"></extension>

(Please note that the XC14N form must not include the line break)

Additionally to CR 0009R02 which explicitly clarifies that the XC14N algorithm should be the one without comments we would like to point out the above issue.
Please refer to [XC14N] (http://www.w3.org/TR/xml-exc-c14n/). Item 2 of section “1.3 Limitations” says:
Exclusive XML Canonicalization has the limitations of Canonical XML [XML-C14N] plus two additional limitations as follows:

1. [...] 

2. Applications that use the XML being canonicalized may depend on the effect of XML namespace declarations where the namespace prefix being bound is not visibly utilized. An example would be an attribute whose value is an XPath expression and whose evaluation therefore depends upon namespace prefixes referenced in the expression. Or, an attribute value might be considered a QName [XML-NS] by some applications, but it is only a string-value to XPath: 

<number xsi:type="xsd:decimal">10.09</number>.

To avoid problems with such namespace declarations,

· the XML must be modified so that use of the namespace prefix involved is visible, or 

· the namespace declarations must appear and be bound to the same values in every context in which the XML will be interpreted, or 

· the prefixes for such namespaces must appear in the InclusiveNamespaces PrefixList.

Therefore, we suggest that the second workaround appear in the DRM spec as an additional requirement.
Fortunately, only the “roap” namespace prefix can currently occur in attribute values and that namespace prefix must be always declared in the root element already.

2 Impact on Backward Compatibility

Existing implementations have to be adapted regarding ROAP xml signing and canonicalization.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.
6 Detailed Change Proposal

5.3 ROAP XML Schema Basics
[…]
5.3.3 Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N]. DRM Agents and RIs MUST send integrity-protected information in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content. Despite this, DRM Agents SHOULD, and RIs MUST, canonicalize received and integrity protected information before verifying digital signatures and MACs calculated on the information.
The namespace prefix used inside attribute values MUST be the same as with the root element in all ROAP messages.
Note that all ROAP XML PDUs are XML 1.0 data.
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