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1 Reason for Change

This CR explicitly clarifies the valid GroupKey algorithm(s).

DCF spec section 5.2.3.1 Group ID says:

“The GroupKey field stores the binary value obtained by encrypting the key described in the Common Headers Box (Section 5.2.1) with the CEK stored in the associated Rights Object. The GKEncryptionMethod field defines the algorithm used to encrypt this key, as defined in Section 5.2.1.2.”

The defined EncryptionMethod algorithm ids in section 5.2.1.2 are:
· NULL (No encryption)

· AES_128_CBC

· AES_128_CTR

This currently implies that it is legal to use a GKEncryptionMethod of NULL which we would like to change.

Additionally, in order to reduce some complexity of OMA DRM v2 it might also be a good idea to limit the conformance to only one mandatory algorithm which in the future could be e.g. AES-WRAP. This we would like to leave open for debate.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DCF specification.
6 Detailed Change Proposal

5.2 Common Boxes
[…]

5.2.3 Extended Headers
[…]

5.2.3.1 Group ID

[…]

The GroupKey field stores the binary value obtained by encrypting the key described in the Common Headers Box (Section 5.2.1) with the CEK stored in the associated Rights Object. The GKEncryptionMethod field defines the algorithm used to encrypt this key, as defined in Section 5.2.1.2. The NULL EncryptionMethod MUST NOT be used as a GKEncryptionMethod.
[…]
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