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1 Reason for Change

The term 'MAC calculation' in section 5.3.8 in the DRM-2.0 specification is somewhat ambiguous. It can be interpreted as performing the processing rule in [XMLDsig] or it can be interpreted as performing HMAC-SHA1.

For that reason we would like to propose a new text in order to make the wording more explicit and also more in line with the wording in section 5.3.9.

2 Impact on Backward Compatibility

As this is only a clarification, there is no impact on compatibility.

3 Impact on Other Specifications

As this is only a clarification, there is no impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the editorial changes in the DRM-2.0 specification as detailed in section 6.

6 Detailed Change Proposal

Section 5.3.8:

The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType from [XMLDsig]. Before applying the processing rules as defined in [XMLDsig], the Rights Issuer MUST canonicalize the <ro> element in accordance with [XC14N]. See also Section Error! Reference source not found.. 


The URI attribute of the <ds:Reference> element of the <ds:SignedInfo> child element of the <mac> SHALL reference the <ro> element by having the same value as the id attribute of the <ro> element. The URI attribute of the <ds:RetrievalMethod> element of the <ds:KeyInfo> child element of the <mac> SHALL reference a wrapped MAC key in the <ro> element’s <encKey> child element by having the same value as the Id attribute of the <encKey> element.
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