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1 Reason for Change

This is a first contribution to the subject of offline notification of device credentials to an RI that is part of the Broadcast Extensions for OMA DRM.

This document describes a new mechanism to register in offline situations, that is when there is no interactive connection between the RI and the device. When the interactivity channel is available, the device may use 4-pass ROAP according to OMA DRM 2.0. But in the case where there is no interactivity channel and only a broadcast channel, the credentials of the device must be notified to the RI in another way. This CR describes how.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The new offline registration protocol for notification of detailed device data is intended to be used without interactivity channel, c.q. in a scenario not applicable to standard OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

6.1 General context 

Since this CR is part of multiple CRs describing the registration for unconnected mode of operation, this general section describes the context of the problem and the focus on this particular CR (as stated at the end of this section)

The notification of device data to the RI is executed in either of two cases:

Case 1: The device has never been registered before and is activated by the Customer.

In case there is no direct communication back channel on the device to contact the RI, the device is called “unconnected”. The unconnected device has two possibilities to report device data to the RI:

· The unconnected device is able to make a connection to a connected device (as specified in [OMA_DRM2] section 14) and uses the backchannel of the connected device to report the device data to the RI. In this case the standard 4-pass ROAP protocol is used, as specified in [OMA_DRM2].

· The unconnected device is not able to make a connection to a connected device. In this case the 1-pass binary device registration protocol is used, as is specified in this document.

Case 2: The device has been registered at the RI before and must be re-registered.

In this case the RI uses the 1-pass binary rights object acquisition protocol to send a message ordering the device to re-register, as is specified in this document.

Following sequence chart explains the registration for unconnected mode of operation.
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Figure 1: registration for unconnected mode of operation with one ROT

N.B.: Notification of device data is performed off-line. Transmission of registration data is performed on-line via the broadcast channel. 

Explanation of the protocol:

· Once the RI got the device data from the device [1] via a protocol described in section Error! Reference source not found., the RI should contact the ROT  [3], while the device is entered into registration mode and waits for the registration data [2]. 

· The ROT implements a Public Key Infrastructure (a.k.a. PKI). The PKI looks up the certificate and capabilities belonging to the device data in question [4]. The ROT should have a Certificate Revocation List (a.k.a. CRL) implemented. In any case it is the responsibility of the ROT to tell if the requested device data is valid or not and it may pass the requested certificate and capabilities data to the RI or not. 

· Assuming the RI got the requested certificate and capabilities from the ROT [5], the RI will perform some last checks [6] and MUST send back a registration data message to the device of the Customer [7]. 

· The RI uses the 1-pass binary Push Device Registrationdata (a.k.a. PDR) protocol to send the registration data over the network. The PDR protocol is described in another CR, together with the registration data (in the format of the device_registration_respons message). The RI MAY decide to send an error status with the message or send send valid registration data containing all data to create the RI context. 

· A device listening for device_registration_respons messages will look for messages with the corresponding message_tag. On every message with a matching message_tag the device will check the long_form_udn parameter. If this matches (any of) the devices local UDN(s) the device will process the message and will start trying to decrypt the secret data in it. 

· If the device does not receive registration data within a timeout the device leaves the registration mode and stops listening for device_registration_respons messages.

· Subsequent distribution of Right Objects at regular intervals is done with a message send as an inform message using the 1-pass Inform Registered Device protocol.
This CR focuses on the notification of the detailed device data (arrow number [1] in Figure 1).
6.2 Theory of operation

offline Notification of Detailed Devicedata protocol

N.B.: This protocol is also known as the “offline NDD protocol”, short for offline Notification of Detailed Data protocol.
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Figure 2: offline NDD protocol  

N.B: notification of device data is performed off-line. The device data (device_data_inform message) is defined in section 6.4.

Explanation of the protocol:

· The device MUST notify [1] its device data via some means to the RI. After user interaction the device SHALL produce the device_data_inform message (refer to section 6.4 details) and make this data available to the end user.

· The device MAY display a dialogue with instructions. Notifying the device data can be done in various ways, for example by showing the customer of the device a dialogue on the screen of the device, displaying the device data and a telephone number to call for vocal notification of the device data. Another example is to display instructions to send an SMS message via a mobile phone to the RI, or else. 

An example of a displayed message follows, where the following information is reported back to the RI
:


[image: image3.wmf]In order to start service with this device

 please contact customer service at:

XXXX-XXX-XXXXXXX

Unique Device Number (UDN):

XXXX XXXX XXXX XXXX XXXX

short UDN:

XXXX XXXX

In order to start service with this device

 please send an SMS with the UDN below to the

following phone number:

XXXX-XXX-XXXXXXX

Unique Device Number (UDN):

XXXX XXXX XXXX XXXX XXXX

short UDN:

XXXX XXXX

An example dialogue showing instructions for

vocal notification of UDN to callcenter

An example dialogue showing instructions for

notification of UDN per SMS to callcenter


Figure 3: samples of notification displays

· In any case, since a return channel from the device to the RI is missing, the device data (device_data_inform message) MUST be notified off-line, using the offline Notification of Detailed Devicedata protocol. The device data to notify SHALL be reduced by a special protocol (refer to section 6.3).

· After the notification of the device data the device SHALL be put into registration mode [2], where it will start to listen for the device registration data for a limited time. 

6.3 Unique Device Number (UDN) protocol

To reduce the amount of data that is to be notified to the RI, the device data protocol takes care of data reduction. To ease the detection of errors during the registration process, the device data protocol will also allow detection of errors in the notified device data.

Following algorithm MUST be used to construct a Unique Device Number (a.k.a. UDN):
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Figure 4: Unique Device Number 

Table 1: sample

	Field
	Length (digits)
	supporting up to

	rot_id
	3
	1000 ROT

	mii
	1
	9 Major Industries

	issuer_identifier
	4
	100.000 Issuers (10.000 in 10 industries)

	device_serial_number
	9
	1 Billion

	Checksum
	3
	

	
	20
	


Every of 1000 ROT can issue 100.000 issuer ranges, from which every unique issuer can have 1 Billion devices issued.

rot_id - The first 3 digits in the UDN identify the ROT. Every ROT has an own unique ID.

mii  - The first digit of the device ID number is the Major Industry Identifier (MII), which represents the category of entity, which issued your device_serial_number. Different MII digits represent the following issuer categories:

Table 2: major industry identifier.

	MII Digit Value
	Issuer Category
	Remarks

	0
	Root of Trust
	

	1
	Telecom
	

	2
	Consumer Electronics
	

	3
	Network Equipment
	

	4
	Reserved
	

	5
	Reserved
	

	6
	Reserved
	

	7
	Reserved
	

	8
	Reserved
	

	9
	National Assignment
	


For example: Philips is in the Consumer Electronics Category and Nokia is in the Telecom sector. If the MII digit is 9, then the next three digits of the issuer identifier are the 3-digit country codes defined in ISO 3166, and the remaining final two digits of the issuer identifier can be defined by the national standards body of the specified country in whatever way it wishes.

issuer_identifier - The issuer_identifier identifies which issuer created the devices serial number. Together with the MII digit this forms the issuer ID. 

device_serial_number - The device_serial_number is unique inside a range of an issuer. Each issuer therefore has 1 billion (109) possible device_serial_numbers. It is unlikely that an issuer exceeds 1 billion serial numbers. An issuer whishing to group devices in another way can request a second issuer_identifier for another range (of 1 Billion). 

checksum - The final digits of the device ID number are check digits, akin to a checksum. The 4 digits allow 1 out of 104 possible errors to remain undetected. Please refer to section 6.5 for an explanation of the algorithm.

6.4 Device data – device_data_inform message

6.4.1 Message description

The Device data MUST prove that it is unique. In a one way case the device must notify this device data, yet the length of the unique device data SHOULD remain concise.

Because devices can be uniquely identified by the PKI, it is not needed to incorporate unique data like the device certificate into the (device specific) registration data. The OMA certificate is global and the link between the manufacturer and the device can be requested from the PKI, based on the device ID.

Table 1: Notify device data message parameters

	Device_Data_Inform()

	parameter
	(M)andatory / (O)ptional
	Remark

	version
	M
	

	contact_nr
	O
	

	longform_udn
	M
	


version - is a <major> representation of the highest ROAP version number supported by the Device. For this version of the protocol, Version SHALL be set to “1”.

contact_nr - is the number that should be contacted to register. It can be a phone number or an SMS number. This number MAY have been entered into the device at production time and if so MAY be shown in the registration display (refer to section 6.2 for an example). This number could also be provided in other ways, like a leaflet in the package of the device, a commercial channel which is viewed after selection of a free to air channel via the ESG or via entirely other means.

longform_udn - identifies the unique_device_number to the RI. The UDN must be part of the credentials entered at production time into the device, like the private key and the certificate. Refer to section 6.2 for details.

6.4.2  Message syntax

Since this is an offline protocol the device data is not really formed into a message that can be transmitted. The device data is decimal and formatted as follows:

Table 3: Device data

	Parameter
	Format and length
	Description

	version
	1 byte
	

	contact_number
	15 bytes
	dependent on target telco network

	longform_udn
	21 bytes
	UDN protocol


6.5 Checksum algorithms

Definition

The checksum on the UDN is calculates by  F-UDN

We use codes over Zp, the integers modulo p,where p=11. That is to say, codewords are strings with entries from for 
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We now describe a [20,17] code, that is deﬁned over 20 symbols from Z11 using the three following check equations as described in the matrix H3 below:

Take n=17, r=3 and p=11. We consider the code deﬁned by the r=3 following check equations: 

10*c1 + 1*c2 + 9*c3...+ 8*c17 = 0 (modulo 11)

 0*c1 + 1*c2 + 0*c3...+ 7*c17 = 0 (modulo 11)

 1*c1 + 0*c2 + 1*c3...+ 8*c17 = 0 (modulo 11)

In other words, a string (c1,c2,...,c20) with elements from Z11is a codeword if and only if it has inner product zero (modulo 11) with the rows of the following matrix H3: 

	
	n1
	n2
	n3
	n4
	n5
	n6
	n7
	n8
	n9
	n10
	n11
	n12
	n13
	n14
	n15
	n16
	n17
	n18
	n19
	n20

	H3
	1
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	2
	3
	4
	5
	7
	8
	1
	0
	0

	
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	2
	3
	4
	6
	7
	0
	1
	0

	
	10
	1
	9
	2
	8
	3
	7
	4
	6
	5
	4
	5
	7
	10
	3
	2
	8
	0
	0
	1


Error detection simply takes place by checking if the received word r = (r1,r2,...,r20) satisﬁes the three parity check equations.  Encoding can for  example be done as follows: 

Choose c1,c2,...,c17 in any way. If we deﬁne

c18 = - (10*c1 + 1*c2 + 9*c3 +...+ 8*c17) modulo 11

c19 = - ( 0*c1 + 1*c2 + 0*c3 +...+ 7*c17) modulo 11

c20 = - ( 1*c1 + 0*c2 + 1*c3 +...+ 8*c17) modulo 11

then (c1,c2,...,c20) is a codeword. We can view c18, c19 and c20 as parity check digits. Note that we may restrict c1,c2,...,c17 to be any of the numbers 0,1,2. . . ,9. Any of the three parity check digits can be ’10’. This ’10’ can be represented by an alphanumerical character different from 0,1,. . . ,9, for example X or Z.

Decoding is done by:

c18 = (10*c1 + 1*c2 + 9*c3 +...+ 1*c20) modulo 11

c19 = ( 0*c1 + 1*c2 + 0*c3 +...+ 1*c19) modulo 11

c20 = ( 1*c1 + 0*c2 + 1*c3 +...+ 1*c18) modulo 11

Summarizing, the code deﬁned with H3 detects all errors of any of the following types:

· Single and double substitution errors.

· Single and double transposition errors.

· Any combination of a single substitution error and a single transposition error.

· All three consecutive substitution errors.

where a transposition is ab => ba and a substitution is a => b.

Example:

N.b.: following example illustrates the use of the algorithm on valid UDN as input number :

	position (n)
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	

	inputnumber
	8
	5
	6
	2
	8
	7
	0
	1
	2
	1
	5
	3
	2
	9
	5
	6
	7
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	matrix H3
	1
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	2
	3
	4
	5
	7
	8
	1
	0
	0
	line for C20 & S20

	
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	0
	1
	2
	3
	4
	6
	7
	0
	1
	0
	line for C19 & S19

	
	10
	1
	9
	2
	8
	3
	7
	4
	6
	5
	4
	5
	7
	10
	3
	2
	8
	0
	0
	1
	line for C18 & S18

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	coding
	checkdigit = -sum(n1..n17) mod 11

	C18
	8
	0
	6
	0
	8
	0
	0
	0
	2
	0
	5
	6
	6
	36
	25
	42
	56
	
	
	
	9

	C19
	0
	5
	0
	2
	0
	7
	0
	1
	0
	1
	0
	3
	4
	27
	20
	36
	49
	
	
	
	10

	C20
	80
	5
	54
	4
	64
	21
	0
	4
	12
	5
	20
	15
	14
	90
	15
	12
	56
	
	
	
	2

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	codeword
	8
	5
	6
	2
	8
	7
	0
	1
	2
	1
	5
	3
	2
	9
	5
	6
	7
	9
	10
	2
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	decoding
	checkdigit = +sum(n1..n18 or n19 or n20) mod 11

	S18
	80
	5
	54
	4
	64
	21
	0
	4
	12
	5
	20
	15
	14
	90
	15
	12
	56
	0
	0
	2
	0

	S19
	0
	5
	0
	2
	0
	7
	0
	1
	0
	1
	0
	3
	4
	27
	20
	36
	49
	0
	10
	0
	0

	S20
	8
	0
	6
	0
	8
	0
	0
	0
	2
	0
	5
	6
	6
	36
	25
	42
	56
	9
	0
	0
	0


.



































































































































































� Note: It is the sequence of the defined values that is specified. The use of dashes as the delimiter is shown with an example placement to be consistent with the examples used elsewhere in this specification. The text portion of this screen is shown as an example only; there is no implied requirement to duplicate the exact wording or formatting shown. The numeric fields MUST be included as defined above (please note: the short UDN will only be displayed after the first registration, when that data MAY available for display).
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