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1 Reason for Change

This is a first contribution to the subject of key stream handling that is part of the Broadcast Extensions for OMA DRM.

2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

None. Eventually, the specifications from the OMA-DRM-XBS Broadcast Extensions document might have to be incorporated in new versions of the OMA DRM V2.0 enabler documents. Then, possibly the architecture document and the DRM specification may be affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To examine the proposed change request and discuss it in the Singapore meeting. It is recommended that the group considers taking this CR as basis for further, and to include the text in the Broadcast Extensions draft specification.

6 Detailed Change Proposal

8. Broadcast Service Support

8.1 Key Stream Handling

Key stream handling is an ordered sequence of steps that allows refreshing the cryptographic context of the broadcast content transport layer. 

The following steps are required to complete this process:

· reception of a key stream message (out of scope of this document)

· linking this key stream message to an appropriate rights object

· using the authentication key from the rights object to authenticate the key stream message

· using the encryption key from the rights object to decrypt the key material in the key stream message

· refresh the cryptographic context of the transport layer using the decrypted key material.

8.1.1 Linking Key Stream Message to Rights Object

To successfully process a key stream message, the terminal must find an appropriate rights object that refers to the correct content and holds the appropriate key material. Both normal rights objects (e.g. as delivered via ROAP) as well as broadcast rights object are equally usable in this respect.

A key stream message is linked to a rights object by comparing content identifiers. In a normal rights object, this is the value encoded in the <o-ex:context> element of the <o-ex:asset> elements inside the <o-ex:rights> element in the <ro> element of the <protectedRO> element in the <ROResponse> message. In a broadcast rights object, this is the value of the BCI fields in each asset.

The content identifier used is a binary value, which is defined by the key stream layer:

program rights object


content identifier = SHA1-64(socID + ‘#P’ + serviceBaseCID +’@’)+ program_CID_extension

service rights object


content identifier = SHA1-64(socID + ‘#S’ + serviceBaseCID +’@’)+ service_CID_extension
To process a key stream message, the DRM Agent should be given also the socID and the serviceBaseCID. These values are defined in the service guide.

In case program_flag=1 in the key stream message, the agent would first try to find a rights object with matching content identifiers. The DRM agent will determine if any of the rights objects it has stored governs an asset that has a content identifier equal to:

SHA1-64(socID + ‘#P’ + serviceBaseCID +’@’)+ program_CID_extension
Where program_CID_extension is found in the key stream message. 

If one or more of such rights objects are found, one is selected among those using the normal OMA procedures. That rights object is now linked to this key stream message.

Otherwise, if service_flag=1 in the key stream message (regardless of P=1 or P=0) then the agent tries to find rights objects with a ContentID equal to:

SHA1-64(socID + ‘#S’ + serviceBaseCID +’@’)+ service_CID_extension
If one or more of such rights objects are found, one is selected among those using the normal OMA procedures. That rights object is now linked to this key stream message.

If no suitable rights object is found, then it must report a link error to the key stream layer.

8.1.2 Authentication

Using the suitable and selected rights object, it must verify the proper MAC field. 

If the rights object is linked to the key stream message using a content id of the form SHA1-64(socID + ‘#P’ + serviceBaseCID +’@’)+ program_CID_extension , then it holds a holds a PEK/PAK combination, and the PAK must be used to verify the program_MAC field of the key stream message. 

If the rights object is linked to the key stream message using a content id of the form SHA1-64(socID + ‘#S’ + serviceBaseCID +’@’)+ service_CID_extension, then it holds a SEK/SAK combination, and the SAK must be used to verify the service_MAC field of the key stream message.

If the verification succeeds it may proceed with decryption of the traffic key material.

When the computed MAC differs from the value encoded in the message, verification fails and the DRM Agent must report an integrity-check error to the key stream layer.

8.1.3 Confidentiality

After successful verification, the protected_traffic_key_material field may be decrypted. 

There are three possibilities:

1. service_flag=1/program_flag=0

This is the case in subscriber only access. The content is not available as a pay-per-view item. The protected_traffic_key_material should be decrypted using the SEK in the rights object. Successful verification proves SAK valid, so SEK can be applied.

TEK/TAK* = AES-128-CM( SEK, 0 ) xor protected_traffic_key_material 

2. service_flag=0/program_flag=1

This is the case in pay-per-view only access. The content is not available as a subscription item. The protected_traffic_key_material should be decrypted using the PEK in the rights object. Successful verification proves a valid PAK, so PEK can be applied.

TEK/TAK* = AES-128-CM( PEK, 0 ) xor protected_traffic_key_material 
3. service_flag=1/program_flag=1

This is the case in subscriber access combined with pay-per-view access. The protected_traffic_key_material should be decrypted using the PEK in the rights object, and if a rights object holding the PEK is not available, then an intermediate decryption of the protected_program_key_material is required.

Based on the selected rights object, two scenarios can be followed. 

If the selected rights object holds a PEK/PAK pair, then:

TEK/TAK* = AES-128-CM ( PEK, 0 ) xor protected_traffic_key_material 

If the selected rights object holds a SEK/SAK pair, then:

PEK/PAK = AES-128-CM ( SEK, 0 ) xor protected_program_key_material 

TEK/TAK* = AES-128-CM ( PEK, 0 ) xor protected_traffic_key_material

(*) Note that in case of SRTP, TAK will not be used (and may have been left out).

If the DRM Agent encounters any problems during the process of decrypting the traffic key material, it should report a confidentiality error to the key stream layer.

8.1.4 Cryptographic Context Update

After successful linking a key stream message to a rights object, verification of the appropriate MAC and decryption of the confidential key material, the cryptographic context of the broadcast content transport layer can be updated.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

