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1 Reason for Change

The prior Change Request Document “Examples-KeyInfo-Fix” (0113,Duggirala, emails Alex Zhao, Eiji) was uploaded and Duggirala commented that we need to make REL schema for xmlenc part to be compliant with w3c xml encryption specification. 
Regarding the prior CR and email discussion, from the observation of w3c schema and REL spec, we can find incompliance of xenc:EncryptedKey element in the REL to the w3c schema.

In w3c xml encryption schema :

	<complexType name="EncryptedType" abstract="true" mixed="false">

<sequence>

  <element name="EncryptionMethod" type="xenc:EncryptionMethodType" minOccurs="0" /> 

  <element ref="ds:KeyInfo" minOccurs="0" /> 

  <element ref="xenc:CipherData" /> 

  <element ref="xenc:EncryptionProperties" minOccurs="0" /> 

</sequence>

<attribute name="Id" type="ID" use="optional" /> 

<attribute name="Type" type="anyURI" use="optional" /> 

<attribute name="MimeType" type="string" use="optional" /> 

<attribute name="Encoding" type="anyURI" use="optional" /> 

</complexType>

<!--  Children of ds:KeyInfo --> 

<element name="EncryptedKey" type="xenc:EncryptedKeyType" /> 

<complexType name="EncryptedKeyType" mixed="false">

  <complexContent>

  <extension base="xenc:EncryptedType">

  <sequence>

  <element ref="xenc:ReferenceList" minOccurs="0" /> 

  <element name="CarriedKeyName" type="string" minOccurs="0" /> 

  </sequence>

  <attribute name="Recipient" type="string" use="optional" /> 

  </extension>

  </complexContent>

</complexType>


And in REL spec,
5.7.1.2 Element <EncryptedKey>
	Element
	<!ELEMENT xenc:EncryptedKey (ds:KeyInfo?, xenc:EncryptionMethod, xenc:CipherData)>

	Semantics
	The <EncryptedKey> element contains the optional <KeyInfo> element, the <EncryptionMethod> element, and the <CipherData element>.


So the position of <ds:KeyInfo> element and <xenc:EncryptionMethod> element under the <xenc:EncryptedKey>  element should be swapped.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The changes described below are presented for inclusion in the latest version of the REL Specification document.
6 Detailed Change Proposal

5.7.1.2
Element <EncryptedKey>
	Element
	<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

	Semantics
	The <EncryptedKey> element contains the optional <KeyInfo> element, the <EncryptionMethod> element, and the <CipherData element>.
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