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1 Reason for Change

In section 5.3.6 there are two errors specified specifically for domains.

InvalidDomain indicates that the request was invalid due to an unrecognized Domain Identifier. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

DomainFull indicates that no more Devices are allowed to join the Domain. This error is only valid in the ROAP-JoinDomainResponse message.
However, there can be other conditions that would result in the Rights Issuer to deny access to the Domain than a Domain Full condition. In these cases, the Rights Issuer only can send the “DomainFull” error, which is not always appropriate. It is suggested to add a more generic “DomainAccessDenied” error besides the two existing domain errors. 

2 Impact on Backward Compatibility

None. Only when Devices explicitly checks on the error value, backwards compatibility might be an issue. However, in such cases, the Device should still work correctly, as no Domain information is returned, and the status is not equal to “Success”.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.

6 Detailed Change Proposal

This section contains changes to the original text of the OMA DRM specification. The changes are marked with Change bars.

Changes for section 5.3.6: The Status Type

The Status simple type enumerates all possible error messages.   

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                                                         <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>


</restriction>

</simpleType>

…

InvalidDomain indicates that the request was invalid due to an unrecognized Domain Identifier. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

DomainFull indicates that no more Devices are allowed to join the Domain. This error is only valid in the ROAP-JoinDomainResponse message.

DomainAccessDenied indicates that the Rights Issuer does not allow the Device access to the Domain, or the Device identifier can not be authorized without more information. This error is only valid in the ROAP-JoinDomainResponse message.
Changes for Appendix A:  ROAP Schema

<simpleType name="Status">

  <restriction base="string">

    <enumeration value="Success"/>

    <enumeration value="Abort"/>

    <enumeration value="NotSupported"/>

    <enumeration value="AccessDenied"/>

    <enumeration value="NotFound"/>

    <enumeration value="MalformedRequest"/>

    <enumeration value="UnknownCriticalExtension"/>

    <enumeration value="UnsupportedVersion"/>

    <enumeration value="UnsupportedAlgorithm"/>

    <enumeration value="NoCertificateChain"/>

    <enumeration value=”InvalidCertificateChain”/>

    <enumeration value=”TrustedRootCertificateNotPresent”/>

    <enumeration value="SignatureError"/>

    <enumeration value="DeviceTimeError"/>

    <enumeration value="NotRegistered"/>

    <enumeration value="InvalidDCFHash"/>

    <enumeration value="InvalidDomain"/>

    <enumeration value="DomainFull"/>

    <enumeration value="DomainAccessDenied"/>

  </restriction>

</simpleType>
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