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1 Reason for Change

This CR clarifies the definition of GKLength field.
The encrypted group key field, GroupKey, is encrypted by using the EncryptionMethod field that defines the encryption algorithm (AES), Initial Vector (IV) and padding scheme in the section 5.2.1.2. However, it is not clear how to calculate the length of the GroupKey field that would be kept in the GKLength field. It seems or implies that the value of the GKLength field would be defined as the total size of the followings:

- IV length (16 bytes), 
- encryption key size (16 bytes), and 
- padding size if it is used.
This CR document explicitly describes how the value of the GKLength field can be calculated.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to include the text below into the latest DCF specification.

6 Detailed Change Proposal

5.2.3.1 Group ID
The ExtendedHeaders field MAY include one instance of the OMADRMGroupID Box:
aligned (8) class OMADRMGroupID extends FullBox('grpi', version, 0) {


unsigned int(16) GroupIDLength; 

// length of the Group ID URI


unsigned int(8) GKEncryptionMethod;

// Group Key encryption algorithm


unsigned int(16) GKLength;


// length of the encrypted Group Key


char GroupID[GroupIDLength]; 


// Group ID URI


byte GroupKey[];



// Encrypted Group Key

} 

The GroupID value identifies this DCF as part of a group of DCF's whose Rights can be defined in a common group Rights Object instead of (or in addition to) in separate content-specific Rights Objects. The value of GroupID MUST be a URI according to [RFC2396] and MUST contain a globally unique identifier. The value MUST be encoded using US-ASCII encoding.

Generally each content item in a group will be encrypted with a different content item encryption key. A single additional key (used for the whole group) is used to encrypt each content item encryption key for storage in the GroupKey field. This single key is the value of the CEK in an associated group RO. Note that since the Group ID box is part of the OMA DRM container box, it is possible for different content items in a multipart DCF to belong to different groups. The GKEncryptionMethod field defines the algorithm used to encrypt the content item keys, and the GKLength field contains the total size of IV size, encryption key size and padding size if it is used as defined in Section 5.2.1.2.  The NULL EncryptionMethod MUST NOT be used as a GKEncryptionMethod.
Table 1. Group ID box fields
	Field name
	Type
	Purpose

	GroupIDLength
	unsigned int(16)
	Length of the Group ID URI field

	GKEncryptionMethod
	unsigned int(8)
	Group Key encryption algorithm

	EncryptedGKLength
	unsigned int(16)
	Length of the GroupKey field

	GroupID
	char[]
	Group ID URI

	GroupKey
	byte[]
	Encrypted Group Key
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