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1 Reason for Change

There are two reasons for the proposed change:

· The current specification contains a contradiction in the application of the XC14N canonicalization method

· The specification fails to reflect the original intent of limiting the implementation requirements for the DRM Agent

The proposed change is to replace XC14N with a simpler canonicalization method, as argued below.

First, the current specification defines that all messages must be sent in XC14N form, and that no further transformations may be applied. This is however only possible for non-nested data. Problems arise when one XML structure is embedded into another XML structure, and both need to be signed independently. Each individual XML structure must be canonicalized before signing, e.g. the protected RO element must be canonicalized by itself before calculating the MAC. This requires e.g. declaring all necessary namespaces in the correct place in each XML structure

The problem with XC14N is that as soon as one XML structure is embedded into another, and they both use the same XML namespaces, the namespace declarations get removed from the embedded fragment because they already have been declared in the outer document. For example, the ROAP namespace declaration is removed from the protected RO because it is already declared in the ROAP response.

This contradicts the specification which states that all data must be in XC14N form and must not be modified further.

Second, the original intention behind the specification of the canonicalization methods is that DRM Agents must not be required to perform XC14N on incoming and outgoing data. The reason is that most DRM Agents run under resource limitations which prohibit memory or processor intensive operations. While the specification in its current form states that all ROAP messages must be send in XC14N form which would not make it necessary that DRM Agents perform XC14N on incoming data, it has been shown above that XC14N is still required to verify embedded document fragments. It is also debatable whether a simplified implementation of the XC14N procedure which just moves the namespace declarations into the correct places covers all problematic cases. It is not clear whether further problems arise if the ROAP is used in more advanced ways, e.g. by inserting elements from other namespaces. Besides that, such namespace processing would still require to reconstruct significant portions of the XML data in memory.

Therefore, it is proposed, to replace the currently used XC14N with a simplified canonicalization method defined within the OMA DRM specification. It is seen as an additional benefit that minimal canonicalization reduces processing overhead not only in the DRM Agent but also for RI server implementations.

2 Impact on Backward Compatibility

The data which results from XC14N is a subset of the output of the proposed simplified canonicalization with the additional constraint of supplying the necessary namespace definition in message fragments. The impact to entities processing such data is to drop the XC14N processing step. The impact to entities generating simplified canonical data is to drop the XC14N processing steps and insert the appropriate namespace declaration.

In addition to that, implementations can still use XC14N if they indicate support for XC14N in the DeviceHello and RightsIssuerHello PDUs. 

3 Impact on Other Specifications

This CR applies only to the DRM specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR.

6 Detailed Change Proposal

5.2.1 The ROAP Trigger

…

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". Before applying the processing rules as defined in [XMLDsig], the Rights Issuer MUST canonicalize the <LeaveDomain> element  according to Section 5.3.3.
…

5.3.3 Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see Error! Reference source not found.). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data produced by the following steps:

· The document is encoded in UTF-8

· Line breaks are normalized to #xA 
After canonicalization, DRM Agents and RIs MUST NOT employ any subsequent transformations or modifications to a message or message fragment.

DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form. 


ROAP messages MUST NOT use any internal XML Entities.

ROAP message fragments which are subject to extraction from their enclosing message and further handling as standalone documents (without the use of that enclosing message) MUST have proper namespace declarations inside that message fragment. In particular, this applies in particular to the <protectedRO> element in a ROAP-ROResponse PDU.

Note that [XMLDSig] requires that dereferencing a ‘same-document’ URI must result in an Xpath node-set, that would require an additional canonicalisation algorithm to transform that node-set into an octet-string suitable for digesting. This specification deviates from this requirement such that DRM Agents need not implement full XML canonicalisation. 

When creating a digital signature or message authentication code, DRM Agents and RIs MUST ensure that the input octet-string is in simple canonical form as specified in this section. Dereferencing URIs in the context of digital signatures and message authentication codes SHALL be done such that the result of the dereferencing SHALL be a substring of the original octet-string (as recommended by [RFC3986]). 

That substring SHALL be the input to the signature or and message authentication algorithm and no transforms other than simple canonicalisation as defined in this section SHALL be applied to this substring. In particular, when presen, the optional <ds:Transforms> element in the <ds:Reference> elements that appear in the <signature> and <mac> elements SHALL contain no other algorithm references than that of the simple canonicalisation specified in this section. DRM Agents and Ris are not required to support any other transform algorithm than this simple canonicalisation.

Note that all ROAP XML PDUs are XML 1.0 data.

5.3.8 The Protected Rights Object type

…

The <ro> element is described in the next section.

The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType from [XMLDsig]. Before applying the processing rules as defined in [XMLDsig], the Rights Issuer MUST canonicalize the <ro> element  according to Section 5.3.3.
…

5.3.9
The Rights Object Payload type

…

The <signature> element is of type ds:SignatureType from [XMLDsig] and MUST be present when the RO is a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). Before performing the signature calculation, the Rights Issuer MUST canonicalize all elements the signature shall be made over, in accordance with Section 5.3.3. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

…

5.4.2
Registration Protocol

5.4.2.1
Device Hello

The ROAP-DeviceHello message is sent from the Device to the Rights Issuer to initiate the 4-pass Registration protocol. This message expresses Device information and preferences.

5.4.2.1.1
Message description

…

Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, key transport algorithms and key wrap algorithms) that are supported by the Device. Algorithms are identified using common URIs. The following algorithms and associated URIs MUST be supported by all Devices and RIs:

Hash algorithms:

SHA-1: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Signature algorithms:

RSA-PSS-Default: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
Key transport algorithms:

RSAES-KEM-KDF2-KW-AES128:
http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
Key wrapping algorithms:

AES-WRAP: http://www.w3.org/2001/04/xmlenc#kw-aes128
Canonicalization algorithms:

Simplified Canonicalization: http://www.openmobilealliance.org/OMA-C14N-Simple
SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-AES128 is defined in Section 7, Key Management. Simplified Canonicalization is defined in Section 5.3.3 of this document.

…

5.4.2.3
 Registration Request

…

The previous messages and the current one except the Signature element is canonicalized according to Section 5.3.3.

…

5.4.2.4
 Registration Response

…

Signature is a signature on data sent in the protocol. The signature is made using the RI's private key on the previous message (ROAP-RegistrationRequest) and the current message (besides the Signature element itself). The signature method is as follows:

-
The previous message and the current one except the Signature element is canonicalized according to Section 5.3.3.

…

5.4.3
RO Acquisition

5.4.3.1
RO Request

…

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

-
The message except the Signature element is canonicalized according to Section 5.3.3.

…

5.4.3.2
RO Response

…

Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

-
All elements except the Signature element are canonicalized according to Section 5.3.3.

…

5.4.4
Domain Management

5.4.4.1
Join Domain Request

…

Signature is a signature on this message (excluding the Signature element itself). The signature method is as follows:

-
The message except the Signature element is canonicalized according to Section 5.3.3.

…

5.4.4.2
Join Domain Response

…

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

-
The message except the Signature element is canonicalized according to Section 5.3.3.

…
5.4.4.2.2
Message syntax

…

The <mac> element provides key-confirmation through a MAC on the canonical version according to Section 5.3.3 of the <domainKey> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is defined by the RI Context. Devices MUST NOT install domain keys where the MAC is invalid.

5.4.4.3
Leave Domain Request

…

Signature is a signature on this message (excluding the Signature element itself). The signature method is as follows:

-
The message except the Signature element is canonicalized according to Section 5.3.3.

…

Appendix F.
Static Conformance Requirements

The notation used in this appendix is specified in [IOPPROC].

F.1
Client Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirements

	DRM-CLI-CMN-001 
	XML Canonicalization
	Error! Reference source not found.,Error! Reference source not found. 
	M
	


Appendix G.
Examples (Informative)

…
G.1.1 Device hello


<roap:deviceHello

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <version>1.0</version>

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <extensions>

        <extension xsi:type="roap:CertificateCaching"/>

    </extensions>

</roap:deviceHello>

G.1.2 RI Hello


<roap:riHello

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success" sessionId="433211">

    <selectedVersion>1.0</selectedVersion>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <riNonce>dsaiuiure9sdwerfqwer</riNonce>

    <trustedAuthorities>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>bew3e332oihde9dwiHDLaErK0fk=</hash>

        </keyIdentifier>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>3lkpoi9fceoiuoift45epokifc0poiss</hash>

        </keyIdentifier>

    </trustedAuthorities>

    <extensions>

        <extension xsi:type="roap:CertificateCaching"/>

    </extensions>

</roap:riHello>

G.1.3 Registration Request


<roap:registrationRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  sessionId="433211">

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T14:20:00Z</time>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <trustedAuthorities>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>432098mhj987fdlkj98lkj098lkjr409</hash>

        </keyIdentifier>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>432098ewew5jy6532fewfew4f43f3409</hash>

        </keyIdentifier>

    </trustedAuthorities>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:registrationRequest>

G.1.4 Registration Response


<roap:registrationResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success" sessionId="433211" >

    <riURL>http://ri.example.com/roap.cgi</riURL>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <ocspResponse>fdow9rw0feijfdsojr3w09u3wijfdslkj4sd</ocspResponse>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:registrationResponse>

G.1.5 RO Request

The request is for a Device RO.


<roap:roRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T14:20:00Z</time>

    <roInfo>

        <roID>n8yu98hy0e2109eu09ewf09u</roID>

    </roInfo>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:roRequest>

G.1.6 RO Response

The response is a Rights Object intended for the recipient only. Note that the response indicates that the Rights Object is stateful.


<roap:roResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <protectedRO>

        <ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0">

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                        <ds:KeyInfo>

                            <xenc:EncryptedKey>

                                <ds:KeyInfo>

                                    <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

                                </ds:KeyInfo>

                                <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>

                        </ds:KeyInfo>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

            <encKey Id="K_MAC_and_K_REK">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

        </ro>

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod 

          Algorithm="http://www.openmobilealliance.org/OMA-C14N-Simple"/>

                <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>

    </protectedRO>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="roap:TransactionIdentifier">

            <id>09321093209-2121</id>

        </extension>

    </extensions>

    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>

G.1.7 Domain RO

The Domain RO may be sent separately, as here, or within a ROAP-ROResponse.


<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="1.0"

      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>

    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.0</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>

             <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>

          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod 

          Algorithm="http://www.openmobilealliance.org/OMA-C14N-Simple"/>

        <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

  </ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.openmobilealliance.org/OMA-C14N-Simple"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>

G.1.8 Join Domain Request


<roap:joinDomainRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T14:30:00Z</time>

    <domainID>Domain-XYZ-001</domainID>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:joinDomainRequest>

G.1.9 Join Domain Response


<roap:joinDomainResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <domainInfo>

        <notAfter>2004-12-22T03:02:00Z</notAfter>

        <domainKey>

            <encKey Id="Domain-XYZ-001">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

               <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <mac>ewqrewoewfewohffohr3209832r3</mac>

        </domainKey>

    </domainInfo>

    <certificateChain>

        <certificate>MIIB223121234567</certificate>

        <certificate>MIIB834124312431</certificate>

    </certificateChain>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <signature>d93e5fue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:joinDomainResponse>

G.1.10 Leave Domain Request


<roap:leaveDomainRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  triggerNonce="sdfknjvfda438790fdjkl4rq">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T19:20:00Z</time>

    <domainID>Domain-XYZ-001</domainID>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:leaveDomainRequest>

G.1.11 Leave Domain Response


<roap:leaveDomainResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <nonce>32efd34de39sdwefqwer</nonce>

    <domainID>Domain-XYZ-001</domainID>

</roap:leaveDomainResponse>

G.1.12 Roap Trigger

This example is for a "Leave Domain" trigger.


<roap-trigger:roapTrigger

  xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.0"

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

version="1.0">

  <leaveDomain id="de32r23r4">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

     </keyIdentifier>

    </riID>

    <nonce>sdfknjvfda438790fdjkl4rq</nonce>

    <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

    <domainID>Domain-XYZ-001</domainID>

  </leaveDomain>

  <signature>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.openmobilealliance.org/OMA-C14N-Simple"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#de32r23r4">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC"/>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod

     Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

    <ds:KeyInfo>

      <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

    </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap-trigger:roapTrigger>
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