Doc# OMA-DLDRM-2005-0205R01-ROAP-reference-to-the-wrapping-Domain-Key.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2005-0205R01-ROAP-reference-to-the-wrapping-Domain-Key.doc
Change Request



Change Request

	Title:
	ROAP reference to the wrapping Domain Key
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DLDRM

	Doc to Change:
	OMA-TS-DRM-DRM-V2_0-20050614-C

OMA-DRM-ROAP-V2_0-20050420-C

	Submission Date:
	6th Jul 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Robert Lukassen, Philips, robert.lukassen@philips.com
Jerome Marcon, Alcatel, jerome.marcon@alcatel.fr

	Replaces:
	OMA-DLDRM-2005-0205-ROAP-reference-to-the-wrapping-Domain-Key


1 Reason for Change

The XML element used to reference the wrapping Domain Key (in DomainROs and LeaveDomain triggers) is not consistently defined in the DRM-DRM spec. This element is semantically a Domain ID but the exact syntax is not very well defined.

Problem 1 : <domainID> in DomainRO
Section 5.3.9 (“The Rights Object Payload type”) states that the Domain ID in a DomainRO must be of <roap:DomainIdentifier> type :

<protectedRO><ro><encKey><ds:KeyInfo>< element of roap:DomainIdentifier type >.

Section 8.6.2.1 (“Installing a Domain RO”) namely identifies this element as a <domainId>.

So we should have :

<protectedRO><ro><encKey><ds:KeyInfo><domainId>.

All right, but :

· The example “G.1.7 Domain RO” embodies this Domain ID as a <roap:DomainIdentifier> element ;

· According to DRM-ROAP, <roap:DomainIdentifier> is an XML type and not an element ;

· The <roap:domainId> (or <roap:domainID>) element is not defined by DRM-ROAP (as a non-nested element that could be used as a child of <ds:KeyInfo>).

Problem 2 : <domainID> in LeaveDomain trigger
Section 5.2.1 ("The ROAP Trigger") reads : « The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key ».

No more detail is given, but it is assumed that the wrapping Domain Key is referenced as follows :

<roapTrigger><leaveDomain><encKey><ds:KeyInfo>< a domain identifier >.

All right, but :

· The example “G.1.12 Roap Trigger” embodies this Domain ID as a <roap:DomainIdentifier> element ;

· And again, <roap:DomainIdentifier> is a ROAP type and not a ROAP element.

Proposed resolution : 

The CR proposes to align the examples with the DRM-DRM text, which implies :

· in DRM-ROAP : creation of a new <domainID> element of <roap:DomainIdentifier> type ;

· in DRM-DRM : replacement of <DomainIdentifier> by <domainID> in the examples.

This new <domainID> element is defined in ROAP schema similarly to the <roap:X509SPKIHash> element, specifically designed to reference the DRM agent’s Public Key under which Protected Domain Keys and DeviceROs are distributed.
In addition, the CR proposes also to restrict the allowed child elements of <ds:KeyInfo> by namely specifying which roap:elements - instead or which roap:types - are to be used (in the mentioned cases where <ds:KeyInfo> references the wrapping domain key/a DRM agent’s public key).
Note that in case most existing implementations are based on the examples, another possible correction (which we do not much support) could be to align the DRM-DRM text with the examples, as follows :

· in DRM-ROAP : creation of a new <DomainIdentifier> element of <roap:DomainIdentifier> type ;

· in DRM-DRM : replacement of <DomainId> by <DomainIdentifier> where appropriate (esp. in section 8.6.2.1)

Other (very clerical) changes in the DRM-DRM text: 

Change all occurrences of <domainId> (the XML element) by <domainID>
Change all occurrences of domainId (the textual term) by Domain ID (so it looks like Device ID and RI ID).

2 Impact on Backward Compatibility

Existing DRM Clients expecting to parse a <DomainIdentifier> instead of a <domainID> element under the <ds:KeyInfo> referencing the wrapping Domain Key may reject the corresponding DomainRO or LeaveDomain trigger.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and approve the proposed change.

6 Detailed Change Proposal

In DRM-DRM

(Clerical) : Correct in the text the case of <domainID>:
<domainID>
1 occurrence in section 5.4.4.2.2

4 occurrences in section 8.6.2.1

(Very clerical) : Correct in the text the designation of Domain ID:
Domain ID
1 occurrence in section 8.6.2.1

1 occurrence in section 8.7

3 occurrences in section 8.6.2.1

(Bug fix) : In section "5.3.9 The Rights Object Payload Type"  restrict the allowable elements in <ds:KeyInfo>, and correct the element description that allows to join the Domain for which the RO is issued :
The <encKey> element is of type xenc:EncryptedKeyType from [XMLEnc]. It consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. If the <rights> element does not contain a <ds:KeyInfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the RO encryption key, KREK, is still required in the <encKey> element but, it is not used. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> elements (if present) inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights Object intended for a Device, the child of the <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate. In the case of a Rights Object intended for a Domain, it will be the <roap:domainID> element, identifying the correct Domain key.

[…]

The riURL attribute, if present, SHALL contain a URL that the Device can use to contact the RI, for example, to register with the RI or to join the Domain (as specified in section 8.6.2.1) indicated in the <roap:domainID> element. The value of the riURL MUST be a URL according to [RFC2396], and MUST be an absolute identifier. If the Device utilizes the riURL for registration purposes, the Device MUST have user consent to contact the RI, in the same way as the requirement for processing ROAP triggers as specified in section 5.2.1.

(Bug fix) : In section "5.4.4.2.2 Message syntax (of <joinDomainResponse>):  restrict the allowable elements in <ds:KeyInfo> :
The <encKey> element contains a MAC key, KMAC, and a Domain Key, KD, wrapped as specified in the Key Management section 7. The value of the <encKey> element's Id attribute must equal the value of the <domainId> element in the preceding ROAP-JoinDomainRequest message, save for the Domain Generation part. If Hash Chains are supported by both the Device and the RI, only the Domain Key corresponding to the most recent Domain Generation SHOULD be included, otherwise all Domain Keys for all Domain Generations MUST be included (including their domain identifiers as Id attributes). The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate.

(Bug fix) : In section "G.1.7 Domain RO" : correct the example :
<encKey Id="K_MAC_and_K_REK">

  <xenc:EncryptionMethod

      Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

  <ds:KeyInfo>


    <roap:domainID>Domain-XYZ-001</roap:domainID>

  </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

    </xenc:CipherData>

</encKey>

(Bug fix) : In section “G.1.12 Roap Trigger” : correct the example
<encKey Id="K_MAC">

  <xenc:EncryptionMethod

      Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

  <ds:KeyInfo>


     <roap:domainID>Domain-XYZ-001</roap:domainID>

   </ds:KeyInfo>

  <xenc:CipherData>

    <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

  </xenc:CipherData>

</encKey>

In DRM-ROAP

(Bug fix) : Define a new <domainID> element of <DomainIdentifier> type, similarly to <X509SPKIHash> :
<!-- Domain Identifier -->

<!-- Last three characters (decimal digits) shall be interpreted as -->

<!-- domain generation -->

<simpleType name="DomainIdentifier">

  <restriction base="string">

    <pattern value=".{1,17}\d{3}"/>

  </restriction>

</simpleType>

<!-- The corresponding ds:KeyInfo type -->

<element name="domainID" type="roap:DomainIdentifier"/>
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