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1 Reason for Change

This is a first contribution to the subject of informing a registered device with data messages that is part of the Broadcast Extensions for OMA DRM.

This document describes a new mechanism to inform a registered device in offline situations, that is when there is no interactive connection between the RI and the device. When the interactivity channel is available, the device may use ROAP protocols according to OMA DRM 2.0. But in the case where there is no interactivity channel and only a broadcast channel, the device must be informed by RI via the broadcast channel in another way. This CR describes in general the protocol that is used to transmit the message and more specifically the message that is transmitted by the protocol. In this case that is the message send by the RI to update the RI certificate.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The new 1-pass binary Inform Registered Device Protocol is intended to be used in a situation with a broadcast channel but without interactivity channel, c.q. in a scenario not applicable to standard OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The new text should be incorporated as a new section of XBS 20050511-D. Detailed instructions are incorporated into the text under the title “Note to the Editor”. For ease of referral cross links to other CRs and/or XBS sections are incorporated in the text under the title “Note to the Reader”. For sake of completeness: these yellow parts are not to be incorporated into XBS.

6 Detailed Change Proposal

6.1 General context 

Since this CR is part of multiple CRs describing the registration for broadcast mode of operation, this general section describes the context of the problem and the focus in this particular CR (as stated at the end of this section)

The end user of a device might wish to formulate a particular request to the RI. He uses following specified behaviour:
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Figure 1: action request round trip

Explanation of the protocol:

· The end user of the device formulates a request and notifies this request to the user [1].

· The end user waits after the request has been notified to the Customer Operations Centre in a successful way [2].

· The RI might execute additional checks and composes the data [3].

· The RI MAY send a data message to the device to update data in the device, start the execution of a particular action to produce a desired result or to inform an error status. [4].

(Note to the Reader: This CR focuses on the sending of data from the RI to the device data (arrow number [4] in Figure 1).
6.2 Theory of operation

(Note for the Editor: It is advised to put this text in new section in XBS 20050511-D with section numbering of own taste. The numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). It is advised to have one instance of section 6.2 (or whatever it is numbered), since this part (i.e. the description of the IRD protocol) is indentical in CR0214, 0215, 0216, 0217. Of course the table nr 1 should be compiled to collect the different row values from every abovementioned CR).
Note: This protocol is also known as the “1-pass IRD protocol”, short for Inform Registered Device protocol.
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Figure 1: 1-pass IRD protocol – RI initiated message to device.

Explanation of the protocol:

· The 1-pass IRD protocol is designed to meet the messaging push case. Its successful execution assumes the device to have an existing RI context with the sending RI.

· Several messages are defined for the IRD protocol.

Table 1: Messages of the 1-pass IRD protocol

	message name
	for msg syntax refer to section
	remark

	update RI certificate
	6.3.1
	


Note: The processing of each message will be discussed in following sections. 

6.2.1 update RI certificate

(Note for the Editor: this may be new subsection of previous section in XBS 20050511-D)
The RI can use this message to update the RI certificate in one or more devices.

· The RI SHALL enter a valid RI certificate in the message. 

· The RI MAY enter a rooted RI certificate chain in the message. The root certificate is to be excluded. 

· The RI SHALL use the mechanisms described in section (Dear reader: refer to CR2005-0219, Note to Editor: refer to appropriate XBS section) to address the message to a device.

· The device SHALL filter on the message_tag to identify the message. Then it SHALL filter for the UDN and compare it to the local UDN (Dear reader: FYI: Refer to CR2005-085/0211, Note to Editor: refer to appropriate XBS section) of the device. If those match the device SHALL start validating the signature and check the RI certificate (chain.). If both are valid the device detects this message is really addressed to it, and the device SHALL start to perform the intended action.

· If the message is correct, the device SHALL save the new  RI certificate in the message after the signature of the message has been verified correctly. The old RI certificate SHALL be made obsolete.
6.2.2 Update RI certificate - update_ri_certificate_msg() message

(Note for the Editor: It is advised to put this text in new section in XBS 20050511-D with section numbering of own taste).
Using the 1-pass IRD protocol (refer to 6.3.1) the RI sends a update_ri_certificate_msg() message, forcing the device to update his RI certificate chain. 

This update_ri_certificate_msg() trigger is almost identical to the re_register_msg() message described in section (Dear reader: Refer to CR2005-0217, Note to Editor: refer to appropriate XBS section) , with the following adaptations:

· being that the message_tag is different. Refer to section A.14 for the value of the message_tag.

· Status/Error code is Succes or NotSupported. Refer to Appendix A.2 for the value of the error codes.

A.2 Status and Error Message Handling

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an Appendix with appendix numbering of own taste. The appendix numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). Goal is to collect all status and error message handling codes into one place in the document.
This section describes the status and error values for use in the 1-pass protocols for broadcast devices.

The Status field is a binary value. Upon receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

When possible, the Device SHOULD present an appropriate error message to the user
.
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Figure 2: sample notification display

Note: The error codes should be displayed as a three digit decimal number. Refer to table 2 for an overview of possible error codes.

Table 2: status / error codes

	Status / Error
	value(h)
	comment

	Success
	0x00
	

	NotSupported
	0x03
	

	Reserved for future use
	0x11-0xFF
	


NotSupported indicates the Device made a request for a feature currently not supported by the RI.

Note to the editor: compile error and status table and descriptions by selecting input from CR 211 until including 217: these are not identical, so do not replace entire section A.2!
A.14 Message_tag overview

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an Appendix with appendix numbering of own taste. The appendix numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). Goal is to collect the message tags of all messages into one place in the document / in one appendix.
The messages that are defined in this specification SHALL use following message_tag values:

Table 3: message_tag overview

	message name
	message_tag
	described in section

	update_ri_certificate_msg()
	0x12
	6.3.1


Note to the editor: update “described in section” column with correct section number in XBS document, to be defined later.


































































































































































� Note: It is the sequence of the defined values that is specified. The use of dashes as the delimiter is shown with an example placement to be consistent with the examples used elsewhere in this specification. The text portion of this screen is shown as an example only; there is no implied requirement to duplicate the exact wording or formatting shown. The numeric fields SHALL be included as defined above (please note: the short UDN will only be displayed after the first registration, when that data is available for display).
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