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1 Reason for Change

Regarding OMA DRM2.0 ETS(OMA-ETS-DRM-Interoperability-V2_0-20050630-A), there is a test 'Updated Parent Rights Object'. In this test, a Parent RO is updated, that is, a device replaces a first Parent RO by a second Parent RO.
However, there is no way for a device to know which Parent RO is new one. Receiving time of Parent RO may not be enough. For example, in domain RO case, older Parent RO may be received later.
Also simply replacing an older Parent RO with a newer Parent RO may destroy stateful rights in the older Parent RO.

Previous revision of this CR (CR0233) suggested <timestamp> as mandatory element for RO Payload containing Parent RO, and time-stamp comparison to update Parent RO. 

This CR (CR0233R02) suggests using evaluation order defined in REL specification for selection of Parent Rights Object. This mechanism allows for multiple Parent ROs to be installed in a device, without risk of loosing stateful rights, while still preserving the constraint that a Child RO may inherit permissions and constraints from only one Parent RO at any given time.

6.12.2 Updated Parent Rights Object

	Test Case ID
	DRM-2.0-int-35

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a case where the Parent Rights Object

	Specification Reference
	[DRM-v2.0] Section 9.5, [DRMREL-v2.0] Section 5.6

	SCR Reference
	DRM-CLI-CMN-047, DRM-REL-GEN-C-026

	Tools
	None

	Test Code
	None

	Preconditions
	Equipment:

· One terminal with a DRM Agent.

· RI Server

State:

· There is a DCF stored on the terminal. 

· The RI has issued three ROs containing a permission and following constraints:

· The first RO is a Parent RO and contains a <datetime> constraint for the use of the content. The Parent RO does not reference any DCF.

· The second rights object is the Child rights object where the <uid> element of the <context> elemet in the <inherit> element matches the <uid> element of the <context> element of the <asset> element of the parent RO. The child RO refers the DCF and contains no rights.

· The third rights object is another Parent RO where the <uid> element of the <context> element of the <asset> element is the same as in the first Parent RO and it includes another <datetime> permission. 

· The same Rights Issuer has issued all three rights objects.
· The ROs are stateless or there is no same entry in replay cache on the DRM Agent.


	Test Procedure
	1. The first Parent rights object and the Child RO are delivered to the DRM Agent. 

2. The user tries to use the received content during the time the <datetime> constraint allows to do it.

3. The second Parent rights object is delivered to the DRM Agent. 

4. The DRM Agent tries to use the content during the time the new <datetime> constraint allows to do it.

	Pass-Criteria
	1. RI and DRM Agent complete either 1-pass (server push) or 2-pass (user initiated) ROAP and the first Parent RO and the Child ROs are successfully delivered to the DRM Agent. 

2. The DRM Agent allows using the delivered content during the time specified by the <datetime> constraint. The DRM Agent does not allow using the content once the <datetime> constraint has expired. 

3. RI and DRM Agent complete either 1-pass (server push) or 2-pass (user initiated) ROAP and the second Parent RO is successfully delivered to the DRM Agent. 

4. The DRM Agent allows using the delivered content during the time specified by the new <datetime> constraint. The DRM Agent does not allow using the content once the <datetime> constraint has expired.




2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BAC DLDRM to consider and approve this CR together with CR270.

6 Detailed Change Proposal

9.5.3 Selection of Parent Rights Object
The issuing of a new Parent Rights Object may lead to a situation in which a DRM Agent has two valid Parent Rights Objects with the same value of the <uid> element of the <context> element of the <asset> element (see Appendix C.4 of [DRMREL-v2]).
At any given moment, a Child Rights Object is allowed to inherit permissions and constraints from only one single Parent Rights Object. Therefore, in case the DRM Agent has installed two or more valid Parent Rights Objects with the same value of the <uid> element of the <context> element of the <asset> element, and a permission is exercised from a Child Rights Object that refers to this <uid> value, the DRM Agent MUST select exactly one of these Parent Rights Objects from which the Child Rights Object is allowed to inherit permissions and constraints. 
The selection of a Parent Rights Object is done according to the Rights Object evaluation order (see section 5.9 of [DRMREL-v2]. 
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