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	New Work Item


Secure Removable Media Profile.




Work Item Details:

Responsible Working Group:
BAC 

Subgroup:
Download+DRM
Description and Objectives of Work to be Undertaken (including Justification and Use Cases):
Experience shows that permanent ownership, portability and sharing (within certain limits) of protected digital content are important features to end-users. In order to satisfy these customer requirements, service and content providers should have the possibility to provide their customers with the quoted features if they wish to do so.

OMA DRM 2 does not allow users to pass a Rights Object between OMA DRM 2 enabled devices. This effectively prevents a number of important use cases such as the following (among many others):

· Alice would like to transfer her digital music collection from her old phone to the new one using her secure storage medium.

· Bob would like to borrow some mp3 files from Alice for his party on Saturday.

· Chris has acquired content on his PC and would like to transfer it to his phone.

· Deborah would like to view an OMA DRM protected movie that’s stored on her secure storage medium on her friend’s big plasma-screen. 

While it is true that some of the above use cases may be implemented using the domain-mechanism, doing so results in a rather complex scenario of generating and managing groups of devices in the domain. 

The use cases involving a secure storage medium are the ones we consider most pressing since they involve readily available technology. Removable media has become consumers’ number one method to carry and exchange digital content. Secure removable media as a mean of increasing storage space for protected content is also quickly gaining in importance as file sizes for multimedia applications grow. With the increased demand for removable media, MMCA and SDA have requested liaison cooperation agreements with the OMA BAC-DLDRM working group and a co-operation agreement between OMA and MMCA has been established in April 2005. Since then, the MMCA has sent a liaison request regarding a secure removable media profile to the OMA BAC-DLDRM working group to identify working areas for collaboration.
The scope of this work item is to identify requirements and develop additional technologies to enable the use of secure removable media with OMA DRM compliant devices. To enable the OMA DRM based secure removable media, technologies such as device-to-device authentication, revocation status checking before engaging in the transfer of DRM protected content, etc. may be required.

We believe the functionality developed while working on this WI will prove valuable also for future scenarios such as securing the exchange of DRM protected content between devices used for storage and devices used for rendering, e.g., TVs or Hi-fi stereos. Given the increasing popularity of music applications we expect video applications to follow suit, increasing thus the importance of the rendering-device use case.

This work item will require identifying and defining among other elements:

· Use cases for secure removable media (memory card, smart card, etc)
· Enabling technologies

· Secure removable media protocol

· Device to device authentication

· Revocation status checking
· DRM applications using secure removable media protocol

· Requirements for Secure removable media
Deliverable(s):
The deliverables from this work item will include (but not limited to):
1. DRM additions detailing revocation status checking for mutual device authentication and secure removable media based on OMA DRM.

2. Other related updates in DRM specifications

Existing Specifications or Documents Affected:
The existing specifications include (list might not be complete):
1. DRM v2.0 specification for BAC-DLDRM

2. REL v2.0 specification for BAC-DLDRM

3. Arch v2.0 specification for BAC-DLDRM

Linked Work Items:
Currently there are no work items directly linked to this Work Item.
Linked Affected OMA Groups and External For a:
ARCH WG

Security WG

MMCA

SDA
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Service Impacts:

Both terminals and servers will need to be modified to support new functionality defined in the v2.x specifications.
Architecture Impacts:

The BAC Download+DRM group will work with the Architecture group to identify areas of commonality with other OMA specifications that could be used as reusable components in the architecture framework.
Charging/Billing Impacts:
TBD.

Security Impacts:

TBD

Privacy Impacts:

TBD

IOT Impacts:

TBD

Rapporteur (named individual person):

Name: 
Shin Han Kim
Organization: 
BAC Download+DRM

E-mail: 
shinhank@samsung.com
Telephone: 
822-3416-0375
Supporting OMA Member Organizations:

a) Full Members

Intel, Nokia, M-Systems, Renesas, Samsung, STMicroelectronics, Vodafone
b) Associate Members

Work Schedule:

	Milestone
	Target/Actual Dates

	Work Item Created
	26-Aug-05

	Work Item Adopted by Technical Body
	(date)

	Start of Work
	(date)

	Deliverable(s) Approved by WG
	(date)

	Deliverable(s) Approved by Technical Plenary
	(date)


