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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

OMA DRM v2.0 already defines an Export function but has no corresponding Import function.  This work item is to define the Import function for OMA DRM.  As background, it may be helpful to review the current definition of Export in OMA DRM v2.0.  After downloading OMA DRM protected content, the User may wish to render that content on another Device that has a different DRM protection format.  Export (from OMA DRM) is an operation in which the DRM content and corresponding Rights Object are transferred to a DRM system or content protection scheme other than the OMA DRM system.  Import (into OMA DRM) is the corresponding function, where DRM content and corresponding Rights Object (or other form of content rights) are transferred from a DRM system or content protection scheme other than the OMA DRM system.  In both Export and Import, the content rights should be transcribed securely and consistently and the content should be transferred securely.
Without specifying Import, devices that have different DRM protection formats must implement the entire functions and protocols of an OMA DRM Rights Issuer, and must format content in OMA DRM format, to be able to export to devices that have OMA DRM protection.  This requirement may be excessive on the exporting devices and may prohibit inter-operability between OMA DRM and other DRM protection schemes.  Here are some example use cases:
In use cases 1 through 3, the source of content may be a Digital Video Recorder (DVR) with content obtained from cable or satellite provider and locally protected by a non-OMA DRM system. The (non-protected form of this) content may be transcoded such that it can be consumed by a mobile handset. The content protection must also be translated from the non-OMA DRM system to OMA DRM based on the assumption that the handsets support only the OMA DRM system. The transcoding and translation will be performed by a stand-alone Media Accessory (MA) that receives the original content from the DVR and distributes it to one or more handsets within the user’s “personal domain” or home network.  Regardless of physical configuration, the MA is not considered to be part of the handset’s (OMA) DRM Agent.
Conceptually, use cases 1 through 3 separate the functionality of the Domain Authority (DA) and the Rights Issuer (RI), which are combined into the RI functionality in the current OMA specification.  The RI functionality is part of the MA while the DA functionality may be provided by the MA or by an infrastructure component.

Use Case 1:  Local Rights Issuer, Standard Domain Authority

This scenario, shown in Figure 1, takes advantage of the existing OMA functionality and infrastructure by using the Domain Authority (DA) features of the standard Rights Issues (RI). This means that all handsets in the user’s personal domain must join the domain managed by the wireless carrier or a related content provider using the RI as the domain authority. The MA must join the domain as well. 

This configuration allows the MA to obtain content protected by non-OMA DRM from the DVR and translate it to the OMA DRM format and protect it with the domain key associated with this domain.   The disadvantage of this scenario is that the original content provider (cable or satellite operator) has no control of the OMA domain.  A related disadvantage is that this existing domain may be larger than the set of devices to which the original content provider would like to restrict access to its content.
Variants of this use case are possible whereby the RI takes on certain aspects of Rights Object generation (with content translation (including format transcoding) still occurring locally at the MA).
More generally than described above, the number and/or choice of devices served by the MA may be constrained by the RI (or other wireless carrier-related entity) whether Domain Rights Objects or (individual) Device Rights Objects are issued.  
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Figure 1.  Use Case 1:  Local Rights Issuer, Standard Domain Authority

Use Case 2:  Local Rights Issuer, Remote Domain Authority

This use case is shown in Figure 2.  To give the original content provider more control over the redistribution of his content, the DA could be managed by the original content provider rather than the wireless carrier that controls content it distributes to its clients. In this case the MA will create a local domain including the MA itself and one or more handsets belonging to the user. This domain can be controlled very loosely by the provider by limiting the size of the domain only, or more tightly by specifically identifying handsets that are allowed into the local domain. 

This functionality could be performed by a Remote Domain Authority that is operated by the cable or satellite operator. These are several sub scenarios:

· No control: The MA is configured in the factory to a predefined domain size (e.g. 10 devices) which governs the local domain admission policy.
· Limited control: The operator may enable the MA feature (it may be a separate billable service to the user) and specify the maximum size of the local domain.

· Full control: The operator specifies the exact IDs of all handsets that are allowed to join the local domain.
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Figure 2.  Use Case 2:  Local Rights Issuer, Remote Domain Authority
Use Case 3:  Local Rights Issuer, No Domain

This use case is shown in Figure 3.  There are also cases where there is no local domain and the content needs to be transferred to one specific handset. In this case the MA acts as the local RI and there is no need for a DA since the content is issued for the specific handset only.
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Figure 3.  Use Case 3:  Local Rights Issuer, No Domain
Even though Device Rights Objects (rather than Domain Rights Objects) are issued in this case, a Remote Authority acting on behalf of the cable or satellite operator could manage aspects of device management such as assignment of handsets to the MA. 

Use Case 4:  Mobile to Home Sharing

· User purchases a song with his mobile device.

· User connects his mobile device to his home entertainment network and creates a permanent sharing domain that includes a music player connected to the network.

· Through his home network, the user is able to browse the list of content on his mobile device.  

· From his music player, the user selects the song to be played.

· The music player acquires a content file and rights object for the song and begins to play it.
Use Case 5:  Home to Mobile Sharing

· User purchases a surfing video with his PC.

· User creates a permanent sharing domain that includes his mobile device.

· User connects his mobile device to his home network and is able to browse the list of available content, including the surfing video.  

· The user selects the surfing video to be played on his mobile device.

· The mobile device acquires a content file and rights object for the surfing video and begins to play it.
Use Case 6:  Temporary Sharing

· User purchases a karaoke song on her mobile phone.

· User goes to a party, wants to share the song with her friends.

· User’s device discovers those of her friends and creates a temporary sharing domain including friends’ devices.

· Friends’ devices browse the content available on the user’s device.

· Friends’ devices obtain content file and rights objects for the karaoke song and are able to play it.

· Once user leaves the party, her friends no longer have rights to play the karaoke song.

· [Alternatively, user could render the karaoke song on a big-screen TV at the party].

Deliverable(s):

· DRM Import RD.

· DRM Import AD.

· New Technical specifications for DRM Import addressing DRM Import requirements and use cases.

· Interoperability test requirements and specifications.

Existing Specifications or Documents Affected:

· none
Linked Work Items:

· OMA-WID_0004
Linked Affected OMA Groups and External For a
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Service Impacts:

The work defined in this work item provides new DRM functions and services to the DRM v2.0 Enabler Release.
Architecture Impacts:

The work defined in this work item is not likely to impact the architecture diagram assumed by the DRM v2.0 Enabler Release. Any enhancements will be included in the DRM Import AD that is included as a deliverable.
Charging/Billing Impacts:

The work defined in this work item should not have impacts to Charging.  Billing issues are out of scope for this work item.
Security Impacts:

The work defined in this work item relies on security as a fundamental component of DRM.  Security requirements would be a part of the DRM Import RD that is included as a deliverable.
Privacy Impacts:

The work defined in this work item should not have impacts to Privacy.
IOT Impacts:

IOT testing is necessary as is the drafting of the appropriate test documents to progress specifications to approved status.
3 Document History

3.1 Approved Versions

	Version
	Date
	Notes

	<tbd>
	xx mmm yyyy
	<provide info related to approval by TP>


3.2 Draft Version 1.0 Revisions

	Date
	Notes

	xx mmm yyyy
	<indicate primary changes involved>

	
	

	
	














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20050101-I]

