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1 Reason for Change

In ROAP 4-pass registration protocol, the RI should send itself certificate to the OCSP Responder to check the revocation status of the certificate, which is also clearly mentioned in the figure 1 and description after the figure. But in the 2-pass RO Request, 2-pass JoinDomain and the 1-pass RO acquisition protocols, the “OCSP Request” and the “OCSP Response” are not mentioned, both in the diagram and the description.
In case, the RI must provide an OCSP response to the Device in a RO Response, if and only if the Device did not include the "No OCSP" extension in its corresponding RO Request. The RI should get the OCSP Response message from OCSP RESPONDER first, then RI can transfer "OCSP Response" to device. That means the device has no valid OCSP Response for RI certificate and requires to check the revocation status of RI certificate. But current specification, don't mention that. Same clarification is required for 2-pass join domain and 1-pass RO acquisition protocols.
So this proposal is for adding the “OCSP Request” and the “OCSP Response” in the 2-pass RO Request, 2-pass JoinDomain and the 1-pass RO acquisition protocols’ diagram and the description. The protocols will be more clearly for RI certificate revocation status check. The OCSP Response has been a parameter for “RO Response” and “Join Domain Response” in current specification.
This CR is an attempt to calrify this.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to modify the text in section 5.1.

6 Detailed Change Proposal
5.1 Overview

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for registration of a Device with an RI and two protocols by which the Device requests and acquires Rights Objects (RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). The ROAP suite also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave Domain protocol.

For RIs, execution of a ROAP protocol may involve interaction with one or more OCSP responders, in order to retrieve a valid set of OCSP reponses. This interaction is not always needed, and is illustrated in the following flow diagrams with dotted lined.
5.1.4 The 2-pass Rights Object Acquisition Protocol

The 2-pass RO acquisition protocol is the protocol by which the Device acquires Rights Objects. This protocol includes mutual authentication of Device and RI, integrity-protected request and delivery of ROs, and the secure transfer of cryptographic keying material necessary to process the RO. The successful execution of this protocol assumes the Device to have a pre-established RI Context with the RI.
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Figure 2: The 2-pass Rights Object Acquisition Protocol

5.1.4 The 1-pass Rights Object Acquisition Protocol

The 1-pass RO acquisition protocol is designed to meet the messaging/push use case. Its successful execution assumes the Device to have an existing RI Context with the sending RI. In contrast to the 2-pass RO acquisition protocol, it is initiated unilaterally by the RI and requires no messages to be sent by the Device. One use case is distribution of Rights Objects at regular intervals, e.g. supporting a content subscription. The 1-pass protocol is essentially the last message of the 2-pass variant.
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Figure 3: The 1-pass Rights Object Acquisition Protocol

5.1.4 The 2-pass Join Domain Protocol

The Join Domain protocol is the protocol by which a Device joins a Domain. The protocol assumes an existing RI Context with the RI administering the Domain.

Successful completion of the Join Domain protocol results in the establishment of a Domain Context in the Device containing Domain-specific security related information including a Domain Key. A Domain Context is necessary for the Device to be able to install and utilize Domain ROs.
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Figure 4: The 2-pass Join Domain Protocol
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