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1 Reason for Change

In section 4.3.2. of the ARCH Document (Section 4.3.2) it is stated that “Some permissions require maintenance of state by the DRM Agent, for example a limited number of plays. Such Rights Objects cannot be stored off-device, as this might result in loss of state information - e.g. current number of plays”
We propose to clarify this text in order to align it with Section 9.4 of the DRM spec. In doing so we will make a distinction between Domain and Device ROs.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that the group should approve this CR and include the revised text within the next release of the OMA DRM v2 specifications
6 Detailed Change Proposal

4.3.2 Backup

DRM Content can be stored safely on removable media, in a network store, or in some other form of storage. DRM Content is stored in encrypted form, and so can only be accessed by a particular target DRM Agent or in the case of Domains a group of DRM Agents using an associated Rights Object. 

Rights Objects can be stored for backup purposes but it should be noted that the replay cache mechanisms ensure that ROs containing stateful permissions can not be reinstalled as the result of restoring a backed-up RO. In addition the security model ensures that Rights Objects are protected and can only be accessed by the intended DRM Agent, or in the case of Domains a group of DRM Agents – even if a Rights Object is stored off-device, it will still only allow the intended DRM Agent(s) to access associated DRM Content.
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