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1 Reason for Change

The work items for broadcast extensions to OMA DRM v2 call for an extension to REL to allow the expression of a ‘recording’ permission in rights objects. This CR is a proposal for such an extension. It also contains a description of the same permission for inclusion in a broadcast rights objects (BCRO).

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

This CR applies only to the DRM specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The joined working groups BAC DLDRM and BAC BCAST to consider and agree this CR.

6 Detailed Change Proposal

[section 7.3, subsection number of the editor’s choice, this CR assumes this will be 7.3.2. All sections are new, so no track changes is enabled.]

7.3.2 Save Permission

A rights issuer can allow a device to make recordings of a broadcast asset by including a save permission in a rights object for that asset. The save permission explicitly allows creating new assets containing a rendering of the broadcast content in permanent storage. The device MUST also have access permission for that broadcast asset in order to create this permanent copy. 

The recorded assets MUST be in a DCF or PDCF format, and are super-distributable to other devices. The recording device MUST create a new CommonHeaders box for use in each new asset file. The ContentID and RightsIssuerURL are generated from information that is retrieved from the service guide, and the secure DRM time of the device.

If the device does not support secure DRM time, it MUST not allow save permissions.

The context of the broadcast asset (service guide, session description protocol or key stream messages) SHOULD provide at least the Content Identifier, RightsIssuerURL and Content Encryption Key to use when creating the CommonHeaders box and the protected content in each created asset file.

7.3.2.1 Element <save>

	Element
	<!ELEMENT o-dd:save (o-ex:constraint?)>

	Semantics
	The <save> element grants the permission to create a permanent representation of  some broadcast asset. It contains an optional <constraint> element. This <constraint> element, if present MUST be combined with any top-level constraint, and both constraints should be satisfied in order for the save permission to be enabled. 

A rights issuer MUST only include a save permission for broadcast assets. A device MUST ignore save permissions for non-broadcast assets. 

The save permission only allows creation of OMA DRM v2 compatible DCF or PDCF files. The device SHOULD get from context information (o.a. original assets CommonHeaders box, service guide, session description protocol) relevant information about the broadcast asset to create a CommonHeaders box for use in either a DCF or a PDCF file.  


7.3.2.2 Construction of the Asset, CommonHeaders and Recording Key

All broadcast content accessed via a service/program rights object, and thus identified with a service_BCI/program_BCI, can be viewed as a continuum of content that belongs to the same OMA group. All content recorded by the device using a combined access+save permission for an asset identified by service_BCI/program_BCI must be accessible to that same device through a play permission associated with the same asset (identified by the service_BCI/program_BCI).

To enable this, and still create uniquely identifiable assets, the OMA group feature is used. 

The way the new asset is created depends on whether the recording device has access to the broadcast content using a service rights object (containing a SEK, associated with a service_BCI) or a program rights object (containing a PEK, associated with a program_BCI).

7.3.2.2.1 Recording Broadcast Content Accessed via a Service Rights Object

The device MUST include a GroupID box in the new asset. The GroupID in that box MUST equal the service_BCI of the service. 

The content of the created asset MUST be encrypted with a random key CIEK, generated by the device. The GroupKey stored in the box MUST be the key CIEK that is encrypted with the SEK key.

The EncryptionAlgorithm field in the GroupID box MUST select either the AES-CBC or the AES-CTR mode algorithm. The initialisation vector MUST be randomly generated by the device:


CIEK
:=
random 128-bit AES key

IV
:=
random 128 bit number


GroupKey
:=
IV + AES-CBC{SEK}(CIEK) 


or
IV + AES-CTR{SEK}(CIEK)

Table 1: Fields in the GroupID box

	Field
	Contents

	GKEncryptionMethod
	Determined by the recording device, MUST select either AES-CBC or AES-CTR.

	GroupID
	MUST equal service_BCI

	GroupKey
	Contains the result of applying the encryption algorithm defined by GKEncryptionMethod to the CIEK key as plaintext, using the SEK key as encryption key and a randomly selected initialization vector. This initialization vector MUST be prefixed to the resulting ciphertext.


The CommonHeaders box MUST contain a unique ContentID, as well as a proper RightsIssuerURL. 

Table 2: CommonHeaders box fields

	Field
	Contents

	EncryptionMethod
	Determined by the recording device.

	PaddingScheme
	Determined by the recording device.

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.

	ContentIDLength ContentID[]
	MUST equal:

base64Binary(service_BCI) + base64(recording timestamp)

	RightsIssuerURLLength RightsIssuerURL[]
	MUST equal:

RightsIssuerURL + “?bci=” + base64(service_BCI) + base64(recording timestamp) +


“?ciek=” + base64(AES{SEK}(CIEK))

Where the RightsIssuerURL is retrieved using its association with the service_CID from the service guide.

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).

	ExtendedHeaders[]
	Empty.


In the definition of these fields, the base64() operation is defined by [RFC2045], the ‘+’ denotes concatenation and the recording timestamp is defined by section 7.3.2.2.3.

Based on the values of the ‘bci’ parameter and the ‘ciek’ parameter in the RightsIssuerURL, the rights issuer can determine the applicable SEK, and then the CIEK. This then allows the rights issuer to issue rights objects to the saved asset or to the whole group of recorded content (that share the same GroupId).
7.3.2.2.2 Recording Broadcast Content Accessed via a Program Rights Object

The device MUST include a GroupID box in the new asset. The GroupID in that box MUST equal the program_BCI of the program. 

The content of the created asset MUST be encrypted with a random key CIEK, generated by the device. The GroupKey stored in the box MUST be the key CIEK that is encrypted with the PEK key.

The EncryptionAlgorithm field in the GroupID box MUST select either the AES-CBC or the AES-CTR mode algorithm. The initialisation vector MUST be randomly generated by the device:


CIEK
:=
random 128-bit AES key

IV
:=
random 128 bit number


GroupKey
:=
IV + AES-CBC{PEK}(CIEK) 


or
IV + AES-CTR{PEK}(CIEK)

Table 1: Fields in the GroupID box

	Field
	Contents

	GKEncryptionMethod
	Determined by the recording device, MUST select either AES-CBC or AES-CTR.

	GroupID
	MUST equal program_BCI

	GroupKey
	Contains the result of applying the encryption algorithm defined by GKEncryptionMethod to the CIEK key as plaintext, using the PEK key as encryption key and a randomly selected initialization vector. This initialization vector MUST be prefixed to the resulting ciphertext.


The CommonHeaders box MUST contain a unique ContentID, as well as a proper RightsIssuerURL. 

Table 2: CommonHeaders box fields

	Field
	Contents

	EncryptionMethod
	Determined by the recording device.

	PaddingScheme
	Determined by the recording device.

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.

	ContentIDLength ContentID[]
	MUST equal:

base64Binary(program_BCI) + base64(recording timestamp)

	RightsIssuerURLLength RightsIssuerURL[]
	MUST equal:

RightsIssuerURL + “?bci=” + base64(program_BCI) + base64(recording timestamp) +


“?ciek=” + base64(AES{SEK}(CIEK))

Where the RightsIssuerURL is retrieved using its association with the program_CID from the service guide.

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).

	ExtendedHeaders[]
	Empty.


In the definition of these fields, the base64() operation is defined by [RFC2045], the ‘+’ denotes concatenation and the recording timestamp is defined by section 7.3.2.2.3.

Based on the values of the ‘bci’ parameter and the ‘ciek’ parameter in the RightsIssuerURL, the rights issuer can determine the applicable PEK, and then the CIEK. This then allows the rights issuer to issue rights objects to the saved asset or to the whole group of recorded content (that share the same GroupId).

7.3.2.2.3 Recording Timestamp

The representation with which the device should represent the date and time of the start or the end of the recording is defined as a 60 bit value (this results in 10 base64 characters when this value is encoded according to [RFC2045]). These 60 bits are structured as follows:

align(8) class OMADRMRecordingTimestamp


{


bit(38)
startDateAndTime;


bit(22)
duration;

}

The startDateAndTime field consists of the 38 most significant bits of the 60 bit recording timestamp, and must be interpreted as an unsigned integer in the range [0, 238-1], and expresses the date and time when the recording started by counting the number of 1/32 second intervals since 24 May 1968 00:00 UTC. 

The duration field consists of the 22 least significant bits of the 60 bit recording timestamp, and must be interpreted as an unsigned integer in the range [0,222-1], and expresses the number of 1/32 intervals that elapsed between the start and end of the recording.

Example:


The recording timestamp: 
(msb) 01000100111001011010000100110100  000011  0010110100000110  00110 (lsb)

corresponds to a recording start time and date of:


01000100111001011010000100110100 (= 1155899700) seconds and


000011 (= 3) 1/32 second intervals 

after May 24th, 1968, 00:00 UTC, or Jan 8th, 2005, 11:15:34.09375 UTC

and a recording duration of:


0010110100000110 (=11526 seconds)  

00110 (= 6) 1/32 second intervals

being 3:12:06.375

7.3.2.2.4 Access to Recorded Assets

Recorded assets have a GroupID box that defines them as being part of a group of assets that are protected with the same key, and that share a common GroupId. By making sure that the recording device uses its access permission content id as the GroupId of all the recorded assets recorded using that access permission, play permissions can be issued with the same content id as the access permission; and it will apply to all recorded material that was recorded using that access permission.

On the other hand, the ContentIDs of the generated assets are unique (by qualifying the base content id with the recording timestamp) as required by the OMA DCF specification, and other devices can use the RightsIssuerURL to contact the original  rights issuer to acquire play rights for that content. The rights issuer is free to provide group rights or individual asset rights. A group right would contain the GroupId, whereas an individual right would refer to the exact ContentID (as can be retrieved from the RightsIssuerURL).

7.3.2.1 Recording Concept

The concept of controlled recording is illustrated in the following figure. A rights issuer has issued a rights object to device A. This gives device A the right to access a certain broadcast asset, as well as the right to create a super-distributable copy of (part) of that broadcast asset in a new asset. Another device B may receive a copy of this new content file and contacts the rights issuer to acquire (play) rights for this content.
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Figure 1: recording and super-distributing the recorded asset

[This is an update of a part of section 7.2.4]
action_type: 7-bit field specifying the type of action as listed in table below: 

	Field: action_type
	Description

	0x00
	PLAY_ACTION

	0x01
	DISPLAY_ACTION

	0x02
	EXECUTE_ACTION

	0x03
	PRINT_ACTION

	0x04
	EXPORT_ACTION

	0x05
	ACCESS_ACTION

	0x06
	SAVE_ACTION

	0x07-0x7F
	reserved for future use
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all assets created from the same joined access+save permission are part of the same group that is identified by a GroupId that is equal to the asset id of the access permission.
















