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1 Reason for Contribution

Secure Content Exchange WI has been approved by TP. It is looking forward to collecting corresponding use cases and its high level and system level requirements.
This contribution suggests a use case targeting the OMA DRM Secure Content Exchange Requirements Document.

2 Summary of Contribution

Shifting Domain is one of the use case at Task #1 Flexible Rights Transfer and DRM Domain Management of the Secure Content Exchange Work Item.
3 Detailed Proposal

Include the following use case in the Secure Content Exchange Requirements Document.

3.1 Use Case <Shifting Domain>

3.1.1 Short Description

Shifting Domain is very similar to OMA DRM v2 Domain at the point of management scheme. DRM Agent can join/leave Shifting Domain which is managed by Rights Issuer. In the Shifting Domain, Rights can be used exclusively by one DRM agent at the same time.

When a terminal transfers Rights to another terminal, DRM Content is super-distributed to another terminal and terminal moves Rights Object which is encrypted by Shifting Domain Key to another terminal. State Information is also moved when Rights Object is stateful. Figure 1 depicts how terminal moves Rights using Shifting Domain.
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Figure 1. Shifting Domain

3.1.2 Actors
· Rights Issuer

· DRM Agent 1

· DRM Agent 2

3.1.2.1 Actor Specific Issues

· Rights Issuer : Rights Issuer SHOULD have policy about which terminals can join Shifting Domain.
· DRM Agent 1 : DRM Agent SHALL have ability to join Shifting Domain. State Information SHALL be unusable after moving of Rights. Proxy mechanism should be supported when DRM Agent 2 is unreachable to Rights Issuer by network. Format of State Information needs to be defined.
· DRM Agent 2 : DRM Agent SHALL have ability to join Shifting Domain which DRM Agent 1 have joined.
3.1.2.2 Actor Specific Benefits

· Rights Issuer : Since Rights Object doesn’t need to be modified by DRM Agent 1, Rights Issuer can trust this model. Rights Issuer can do tracking where Rights is shifted to.
· DRM Agent 1 : Does not need to have ability to generate or modify RO. Many part of management scheme of OMA DRM v2 Domain can be used.
DRM Agent 2 : Many part of management scheme of OMA DRM v2 Domain can be used. DRM Agent 2 can shift Rights easily by making other terminal joining Shifting Domain.
3.1.3 Pre-conditions

n/a

3.1.4 Post-conditions

Event of transferring rights using shifting domain MAY be notified to Rights Issuer.

3.1.5 Normal Flow

1. DRM Agent 1 joins Shifting Domain

2. DRM Agent 1 downloads Shifting Domain RO and DRM Content

3. DRM Agent 1 uses downloaded content

4. DRM Agent 2 joins the same Shifting Domain which DRM Agent 1 has joined.

5. DRM Agent 1 transfers Shifting Domain RO, state information and DRM Content to DRM Agent 2

6. DRM Agent 1 removes Shifting Domain RO and make state unusable, then cannot use content anymore

3.1.6 Alternative Flow

1. DRM Agent 1 joins Shifting Domain

2. DRM Agent 1 downloads Shifting Domain RO and DRM Content

3. DRM Agent 2 joins the same Shifting Domain which DRM Agent 1 has joined.

4. DRM Agent 1 uses downloaded content.
5. DRM Agent 1 transfers Shifting Domain RO, state information and DRM Content to DRM Agent 2.
6. DRM Agent 1 removes Shifting Domain RO and make state unusable, then cannot use content anymore.
The new requirements derived from the use case above are to be included in the Secure Content Exchange Requirements Document as follows:

In High Level Functional Requirements:

· It SHALL be possible for one terminal to transfer Rights (remaining Rights in case of the stateful Rights Object) without modification to other terminal that belongs to the same Shifting Domain.
In Overall System Requirements:

· Rights Object SHALL be transferred securely.

· State Information SHALL be moved securely.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that group members tentatively agree this document and incorporate the proposed use case and requirements into OMA DRM Secure Content Exchange Requirements Document.
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