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1 Reason for Change

The current normative text on the calculation of the Domain Key MAC (in a Join Domain ROAP PDU) has been shown to be ambiguous. 

Discussion on the email reflector has shown that the normative text does not distinguish two interpretations:

1) The Domain Key MAC should be calculated based on a substring of the original (and canonical) ROAP PDU octet string, i.e. no modifications or transformations should be done to the ROAP PDU, and the input to the MAC algorithm is composed of the octetstring <domainKey>…</domainKey>, excluding the part formed by the <mac>…</mac> element.

2) The Domain Key MAC should be calculated on the substring that is formed by parsing the ROAP PDU into an XPath parse tree, evaluating an XPath expression to extract the relevant nodes (here: <domainKey>, excluding its embedded <mac>) and then applying XC14N to this node set.

The difference between the two approaches, given that the ROAP PDU is in Exclusive Canonical Form, is that in option 2, a namespace declaration is added to the octet-string, in the <roap:X509SPKIHash> element. Obviously, the two interpretations are not interoperable, as MAC verification relies on the exact same octet-string to be digested by the MAC algorithm in the sender and in the receiver.

Discussion on the reflector also showed a majority support of option 2. The CR intends to clarify the normative specification text to unambiguously specify MAC calculation according to option 2. It also suggests changing the <domainKey> element’s form in a ROAP PDU from the default not-qualified to explicit qualified form. This makes interpretation 2 better suited for devices, as the namespace declaration always gets added to the <roap:domainKey> element, instead of elements such as <roap:X509SPKIHash>.

2 Impact on Backward Compatibility

This CR suggests that the <domainKey> element must appear in qualified form, i.e. <roap:domainKey>. Schema based servers/devices should be able to follow this with ease. Dedicated parsers in client devices need change. However, the required changes to devices that do not implement full XPath processing, but a functional equivalent (based on the assumption that the received ROAP PDUs are in Exclusive Canonical Form) would be larger if the <domainKey> element appears in unqualified form.

3 Impact on Other Specifications

This CR applies only to the DRM specifications listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR.

6 Detailed Change Proposal

Changes to OMA-TS-DRM-DRM-V2_0-20050908-C.xsd


Section 5.3.3 Canonicalisation & Digital Signatures.
This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see Error! Reference source not found.). DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form. After canonicalization, DRM Agents and RIs MUST NOT employ any subsequent transformations or modifications to a ROAP message.
Note that all ROAP messages and triggers are XML 1.0 data. ROAP messages MUST validate against the ROAP schema [DRMROAPXSD-v2] and MUST not use namespace prefixes other than those used in that ROAP schema. ROAP triggers MUST validate against the ROAP Trigger schema [DRMTRIGGERXSD-v2] and MUST not use namespace prefixes other than those used in that ROAP Trigger schema. .

All canonicalization steps required by this specification MUST be Exclusive Canonicalization without comments, as specified in [XC14N]. The InclusiveNamespaces PrefixList of this algorithm MUST be empty. This also applies to any canonicalization step required by any of the specifications that are normatively referred to by this specification, unless such a referred specification explicitly requires a different canonicalization algorithm.
In case canonicalisation is to be performed on an XML document as a whole or part of a XML document, the effect SHALL be functionally equivalent to the process of parsing the XML document into an XPath node set, applying XPath expression evaluation to select the proper nodes from this node-set, and subsequently applying Exclusive Canonicalisation without comments to produce the octet-string that is subject to further processing. 

Note that this specification does not require any implementation to explicitly implement XPath processing, an implementation MAY utilise the fact that received ROAP PDUs are in Exclusive Canonical Form to implement functional equivalences of XPath based processing.
Where applicable in the ROAP messages and triggers, the use of Exclusive Canonicalization without comments SHALL be signalled explicitly.
Section 5.4.4.2.2 Message Syntax.
The <joinDomainResponse> element specifies the ROAP-JoinDomainResponse message. It has complex type roap:JoinDomainResponse, which extends the basic roap:Response type.

<element name="joinDomainResponse" type="roap:JoinDomainResponse"/>

<complexType name="JoinDomainResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a joinDomainRequest.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="domainInfo" type="roap:DomainInfo"/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>   

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the DomainInfo type:

<complexType name="DomainInfo">

  <sequence>

    <element name="notAfter" type="roap:dateTimeOrInfinite"/>

    <element name="domainKey" type="roap:ProtectedDomainKey" maxOccurs="unbounded" form="qualified"/> 

  </sequence>

</complexType>

<simpleType name="dateTimeOrInfinite">

  <union memberTypes="dateTime roap:InfiniteString"/>

</simpleType>

<simpleType name="InfiniteString">

  <restriction base="string">

  <enumeration value="Infinite"/>

  </restriction>

</simpleType>

section G.1.9 Join Domain Response
<roap:joinDomainResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <domainInfo>

        <notAfter>2004-12-22T03:02:00Z</notAfter>

        <roap:domainKey>

            <encKey Id="Domain-XYZ-001">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

               <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <mac>ewqrewoewfewohffohr3209832r3</mac>

        </roap:domainKey>

    </domainInfo>

    <certificateChain>

        <certificate>MIIB223121234567</certificate>

        <certificate>MIIB834124312431</certificate>

    </certificateChain>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <signature>d93e5fue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:joinDomainResponse>

Changes to OMA-DRM-ROAP-V2_0-20050908-C.xsd
<complexType name="DomainInfo">

  <sequence>

    <element name="notAfter" type="roap:dateTimeOrInfinite"/>

    <element name="domainKey" type="roap:ProtectedDomainKey"

             maxOccurs="unbounded" form="qualified"/>

  </sequence>

</complexType>
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