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1 Reason for Change 

This CR defines a possible resolution for the PR0012 problem report raised after the Nov 2005 OMA DRM 2.0 test fest. The problem described in that report is that large JoinDomainResponses are returned when either server or device does not support hash chains and the domain is in a late generation. In this case, the specification says that the server is supposed to send domain keys for all earlier generations. For a domain in generation 25 this leads to a document of approx. 25 KB. For a domain in generation 999, this leads to a JoinDomainResponse of 1MB. It also requires the device to decrypt 1000 domain keys, which on constrained devices will take a considerable time. 

There are several possible solutions for this problem including making hash chain support mandatory for devices and servers and returning only a limited number of domain keys in the JoinDomainResponse, e.g. last 1 or 5.  Making hash chain support mandatory is probably the optimal solution as it reduces the probability of further interoperability issues and removes the problem of large JoinDomainResponses. However, this solution requires changes to many client and server implementations as not only do hash chains become mandatory but JoinDomainRequest and JoinDomainResponse need to be modified to remove the Hash Chain Support extension. If only a limited number of domain keys are returned, all content associated with older domain generations becomes unusable and new domain ROs must be issued for all associated content for older generations. 

However, Section 8.8 of the DRM specification says that “A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.” This implies that in production the number of domain generations used is not expected to be very high. Therefore, the solution we suggest is to lower the maximum number of domain generations to a “reasonable” number; 20 in this proposal. This limits the size of responses, requires no client changes and only a very minor update to server implementations to change the maximum number of generations. 
2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal

8.8 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a Domain, an RI MUST change the Domain Key and MUST increment the Domain Generation by one. If the Domain Generation value reaches 20 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete Domain and MUST NOT allow new Devices to join an obsolete Domain. 

A Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.

A Rights Issuer performs a Domain upgrade using the Join Domain protocol (see sections 8.2 and 5.4.4). An RI MAY initiate this protocol for the purposes of Domain upgrade by sending a ROAP trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a Join Domain ROAP trigger, it SHOULD compare the <domainID> field with the domain ID for any domains already established with the RI that sent the ROAP trigger, with the sending RI as identified by the <riID> field. There are two possible outcomes of this comparison:

1. The Domain baseID of the <domainID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the Domain using the Join Domain protocol, if the user has given permission for silent communication with this RI and if the trigger was authenticated. If the user has not given permission for silent communication, or if the trigger was not authenticated, the Device MUST request user permission to upgrade the Domain, but SHOULD present appropriate messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain.

2. If the Domain baseID of the <domainID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the Domain. The Device MUST behave as if it had received a domain-RO for a Domain it was not a member of, as specified in section 8.6.2.1.

8.8.1 Use of hash chains for Domain key management

To avoid storage of multiple keys per Domain in the Device and in the RI (for the purpose of using old and new Domain ROs after Domain upgrade) it is possible to have a relation between the Domain Keys using Hash Chains (see section 7.3), as illustrated in the example below. The Device MAY support Hash Chains and the RI MAY support Hash Chains. 

Example1. Without hash chains
When generating a new Domain, the RI generates:

· a unique Domain Identifier DI, the Domain Generation is set to 000. 

· a random secret Domain Key DK0
At Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Domain Key DKg is generated. The old Domain Key(s) must be stored in RI and Device to allow use of ROs issued before the upgrade. When Devices join a Domain, all Domain Keys of this Domain are sent in the Protected Domain Info of ROAP-JoinDomainResponse (see ROAP protocol suite).

Example 2. With Hash Chains (optional)

When generating a new Domain, the RI 

· generates a unique Domain Identifier DI, the Domain Generation is set to 000

· generates an initial master key KM for the Domain

· selects the maximum number of generations n for this Domain (not larger than 20)

· defines a sequence of Domain Keys using the method described in Section 7.3
Since old Domain Keys (with low generation value) are possible to efficiently derive from new Domain Keys (with higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the RI it is sufficient to store DKn (=KM ) and the current Domain Identifier.
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