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1 Reason for Contribution

These requirements are submitted for the inclusion in the Requirements Document (RD) for the approved SRMProfile WID, number 0127. 
2 Summary of Contribution

This document defines requirements which are required for Secure Removable Media Profile Work Item. 

3 Detailed Proposal

Requirements
(Normative)

High-Level Functional Requirements

	Requirement number
	Related Use-case
	Requirement
	Enabler Release

	REQ-FCT-1
	<Scenario 1, 2, 3, 4>
	The device SHALL be able to transfer Rights Objects to the secure removable media.
	1.0

	REQ-FCT-2
	<Scenario 1, 2, 3, 4>
	The secure removable media SHALL be able to transfer Rights Objects to the device.
	1.0

	REQ-FCT-3
	<Scenario 1, 2, 3, 4>
	The device SHALL be able to use Rights Objects which are transferred from the secure removable media.
	1.0

	REQ-FCT-4
	<Scenario 2, 3>
	The device SHALL be able to use Rights Objects that are stored in the secure removable media and update Rights Objects states for stateful rights.
	1.0

	REQ-FCT-5
	<Scenario 1>
	The SRM Agent SHALL be able to delete Rights Object on the secure removable media after the SRM Agent transfers Rights Objects from the secure removable media to the device.
	1.0

	REQ-FCT-6
	<Scenario 1>
	The DRM Agent on the device SHALL be able to delete Rights Object at the device after the DRM Agent transfers Rights Objects from the device to the secure removable media.
	1.0

	REQ-FCT-7
	<Scenario 2>
	Rights Issuer SHALL be able to indicate in the Rights Object that the Rights Object MUST be stored in the SRM upon delivery
	1.0

	REQ-FCT-8
	<Scenario 4>
	Rights Issuer SHALL be able to restrict the number of the Rights Object’s transfer.
	1.0

	REQ-FCT-9
	<Scenario 4>
	Rights Issuer SHALL be able to restrict the target device of the Rights Object’s transfer.
	1.0

	REQ-FCT-10
	All
	The communication between the device and the SRM agents (Memory Card, Smart Card …) SHALL be independent of the physical layer.
	1.0


Table 1: High-Level Functional Requirements

Security

	Requirement number
	Related Use-case
	Requirement
	Enabler Release

	REQ-SEC-1
	<Scenario 1, 2, 3, 4, 5>
	The device SHALL be able to authenticate the secure removable media.
	1.0

	REQ-SEC-2
	<Scenario 1, 2, 3, 4, 5>
	The secure removable media SHALL be able to authenticate the device.
	1.0

	REQ-SEC-3
	<Scenario 1, 2, 3, 4>
	The SRM enabler SHALL provide a mechanism to protect the communication channel between the device and the secure removable media against the malicious 3rd party.
	1.0


Table 2: High-Level Functional Requirements – Security Items

Usability

	Requirement number
	Related Use-case
	Requirement
	Enabler Release

	REQ-USAB-1
	<Scenario 1, 3, 4, 5>
	The host SHALL be able to read Rights Objects on the secure removable media after the successful mutual authentication.
	1.0

	REQ-USAB-2
	<Scenario 1, 3, 4,, 5>
	The host SHALL be able to write Rights Objects on the secure removable media after the successful mutual authentication.
	1.0

	REQ-USAB-3
	<Scenario 1, 4>
	The host SHALL be able to remove Rights Objects from the secure removable media after the successful mutual authentication.
	1.0

	REQ-USAB-4
	<Scenario 3, 5>
	The host SHALL be able to update Rights Objects on the secure removable media after the successful mutual authentication.
	1.0


Table 3: High-Level Functional Requirements – Usability Items
Interoperability
	Requirement number
	Related Use-case
	Requirement
	Enabler Release

	REQ-IOP-1
	 All
	Secure removable media added functionality SHALL NOT change the compliancy of OMA DRM devices with respect to current OMA DRM specifications
	1.0


Table 4: High-Level Functional Requirements – Interoperability Items

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves this CR for inclusion in the Secure Removable Media Profile Requirement Document.
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