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1 Reason for Change

This CR proposes a modification in the way the Short-term Traffic Key Message (STKM) authentication seed is carried in Rights Objects (ROs) over an interaction channel. Currently, the authentication seed for services or programmes (SAS or PAS) is concatenated with the encryption key (SEK or PEK) and the resulting concatenation is encrypted and inserted in the KeyInfo element of the RO. This however causes some confusion as an element that in OMA DRM 2.0 is semantically intended for one key (the Content Encryption Key) is used to transport two keys used for different purposes (authentication of Key Stream Message and decryption of Service Encryption Key).

Instead, this CR introduces an additional ds:KeyInfo element in the RO with specific ID to transport SAS or PAS. The advantages are:   

- the additional key element is explicit, rather than implicit as in the key concatenation scheme. This makes for a cleaner solution, as the existence of the additional key is immediately apparent from the RO payload.

- the change from the implementation of the OMA DRM 2.0 specifications is more isolated: it requires modifications only to the XML parsing modules of a standard DRM agent.

- with separated seed, which non BCAST OMA DRM 2 devices can ignore, the same RO could work in both devices and usage of recorded broadcasted content within a domain would be easier.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal

7.3 Acquisition of Rights Objects over an Interaction Channel
Terminals can acquire rights to access broadcast content by retrieving and processing binary BCROs. In addition, terminals that support an interaction channel next to the broadcast interface can also acquire rights to access broadcast content via the ROAP protocol or the exchange of Domain GRO’s. 

The ROAP protocol via the interaction channel ensures an authenticated delivery of one or more <protectedRO> elements. The exchange of Domain GRO’s also consists of the exchange of one or more <protectedRO> elements.

If a <protectedRO> is to convey rights to access broadcast content, then the following applies for all assets that encode rights for broadcast content:

· The <o-dd:uid> element in the <o-ex:context> element in the <o-ex:asset> element MUST hold the BCI (binary content identifier) for the broadcast content referred to by this asset.

· The <o-ex:digest> element in the <o-ex:asset> SHALL NOT be present.
· The <xenc:CipherValue> element contained in the <ds:KeyInfo> element MUST hold the AES-wrapped encryption key (SEK or PEK). The RO MUST also contain an additional <ds:KeyInfo> element holding the wrapped authentication seed (SAS or PAS).
A.9.2.1 Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK), encrypted with AES-wrap [AES_WRAP], are transported in a RO as separate ds:KeyInfo elements in the <asset> fragment of the Rights Object. The relevant fragment of the <asset> element of a service RO is illustrated in the following figure:
<o-ex:asset>

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="service_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 1: <asset> fragment for a RO carrying SEK and SAS. 
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where SEK and SAS are both an AES key of 128 bits and service_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, constructed as follows:

service_authentication_seed_id = service_period_CID + "_authSeed"

Similarly, the <asset> element of a programme RO contains:
<o-ex:asset>

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_prgoramme_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="programme_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_programme_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 2: <asset> fragment for an RO carrying PEK and PAS.
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encrypted_programme_authentication_seed = 
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where PEK and PAS are both an AES key of 128 bits and programme_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, constructed as follows:

programme_authentication_seed_id = programme_CID + "_authSeed"
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