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1 Reason for Change 

This CR defines a possible resolution for the PR0012 problem report raised after the Nov 2005 OMA DRM 2.0 test fest. The problem described in that report is that large JoinDomainResponses are returned when either server or device does not support hash chains and the domain is in a late generation. In this case, the specification says that the server is supposed to send domain keys for all earlier generations. For a domain in generation 25 this leads to a document of approx. 25 KB. For a domain in generation 999, this leads to a JoinDomainResponse of 1MB. It also requires the device to decrypt 1000 domain keys, which on constrained devices will take a considerable time. 

There are several possible solutions for this problem including making hash chain support mandatory for devices and servers, returning only a limited number of domain keys in the JoinDomainResponse, e.g. last 1 or 5 or capping the maximum number of domain generations.  Making hash chain support mandatory is probably the optimal solution as it reduces the probability of further interoperability issues and removes the problem of large JoinDomainResponses. However, it does have the downside of requiring many clients and servers to update their implementations. 
2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal

Change: Section 5.4.4

5.4.4 Domain Management

5.4.4.1 Join Domain Request

The ROAP-JoinDomainRequest message is sent from a Device to an RI and is a request to join a Domain. This message is the first of the 2-pass Join Domain protocol. 

5.4.4.1.1 Message description

	ROAP-JoinDomainRequest

	Parameter
	Mandatory/Optional

	DeviceID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	Domain Identifier
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 7: Join Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1. 

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.10.
Request Time is the current DRM Time, as seen by the Device. Connected Devices and Unconnected Devices that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM Time MUST use the value “Undefined”.
Domain Identifier shall identify the Domain the Device wishes to join. 

Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the RI Context with this RI. When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-JoinDomainRequest message:
· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1 or if it is empty, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· 
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 
Signature is a signature on this message (excluding the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3.

· The result of the canonicalization, d, is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The RI MUST verify the signature on the ROAP-JoinDomainRequest message.
5.4.4.1.2 Message syntax

The <joinDomainRequest> element specifies the ROAP-JoinDomainRequest message. It has complex type roap: DomainRequest, which extends the basic roap:Request type. Note that this type is used both for join and leave Domain request messages.

<element name="joinDomainRequest" type="roap:DomainRequest"/>

<complexType name="DomainRequest">

  <annotation>

    <documentation xml:lang="en">

      General PDU for sending domain-related requests from a Device to an RI.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="roap:dateTimeOrUndefined"/>

        <element name="domainID" type="roap:DomainIdentifier"/>  

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the roap:DomainIdentifier type. The last three characters (digits) represent the Domain Generation (see section 8.7 for further information). The other, preceding characters represent the Domain baseID. RIs will always respond with the Domain Key corresponding to the most recent Domain Generation.

<simpleType name="DomainIdentifier">

  <restriction base="string">

    <pattern value=".{1,17}\d{3}"/>

  </restriction>

</simpleType>







5.4.4.2 Join Domain Response

The ROAP-JoinDomainResponse message is sent by an RI to a Device in response to a ROAP-JoinDomainRequest message. This message is the second message in the 2-pass protocol to join a Device to a Domain.

5.4.4.2.1 Message description

	Parameter
	ROAP-JoinDomainResponse



	
	Status = “Success”
	Status  ≠ “Success”

	Status
	M
	M

	Device ID
	M
	-

	RI ID
	M
	-

	Device Nonce
	M
	-

	Domain Info
	M
	-

	Certificate chain
	O
	-

	OCSP Response
	O
	-

	Extensions
	O
	-

	Signature
	M
	-


Table 8: Join Domain Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code as specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-JoinDomainRequest message that triggered this response.

RI ID identifies the RI. The value returned here MUST equal the RI ID sent by the Device in the preceding ROAP-JoinDomainRequest message.
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-JoinDomainRequest. If the Device Nonce is incorrect, the ROAP-Join Domain Response processing will fail and the Device MUST discard the received Join Domain Response PDU. 

Domain Info: This parameter carries Domain keys (encrypted using Device’s public key) as well as information about the maximum lifetime of the Domain. Devices MAY use a shorter lifetime than suggested by the RI.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain.  The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-JoinDomainRequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.
Extensions: Currently, no specific extensions are defined for Join Domain Response. 

· 
Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3.

· The result of the canonicalization, d, is considered as input to the signature operation

· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The Device MUST verify this signature. A Device MUST NOT accept the Join Domain protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the Join Domain protocol failed the Device MUST NOT store a Domain Context, otherwise the Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain Generation), the Domain Context Expiry Time, the riURL (as stored in the associated RI Context).. If the process of joining a domain has started with a Domain Trigger that contained the <domainAlias> element, the Domain Context SHALL also contain the Domain Alias. The Domain Context SHALL contain the Domain Key corresponding to the highest known generation. The Domain Context SHALL also contain the RI Public Key for the case when the Domain Context Expiry Time extends beyond the RI Context Expiry Time.

A Device MUST NOT install any Domain ROs for a Domain whose Domain Context has expired. In the case of Unconnected Devices that do not support DRM Time, the Domain Context does not expire and hence has a value that is infinite, as indicated in the DomainInfo:NotAfter element.

NOTE: Rights Issuers should carefully consider the security implications of using the value “Infinite” for Devices that support DRM Time.

A Device MAY have several Domain Contexts with an RI.

5.4.4.3.1 Message syntax

The <joinDomainResponse> element specifies the ROAP-JoinDomainResponse message. It has complex type roap:JoinDomainResponse, which extends the basic roap:Response type.

<element name="joinDomainResponse" type="roap:JoinDomainResponse"/>

<complexType name="JoinDomainResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a joinDomainRequest.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="domainInfo" type="roap:DomainInfo"/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>   

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the DomainInfo type:

<complexType name="DomainInfo">

  <sequence>

    <element name="notAfter" type="roap:dateTimeOrInfinite"/>

    <element name="domainKey" type="roap:ProtectedDomainKey" maxOccurs="unbounded"/> 

  </sequence>

</complexType>

<simpleType name="dateTimeOrInfinite">

  <union memberTypes="dateTime roap:InfiniteString"/>

</simpleType>

<simpleType name="InfiniteString">

  <restriction base="string">

  <enumeration value="Infinite"/>

  </restriction>

</simpleType>

The <notAfter> element expresses, in UTC, the expiry time of the Domain Context. The value ”Infinite” indicates infinite lifetime of the Domain Context.

The <domainKey> element contains the wrapped Domain key and a key-confirming MAC key, see below.

<complexType name="ProtectedDomainKey">

  <sequence>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element name="riID" type="roap:Identifier"/>

    <element name="mac" type="base64Binary"/>

  </sequence>

</complexType>

The <encKey> element contains a MAC key, KMAC, and a Domain Key, KD, wrapped as specified in the Key Management section 7. The value of the <encKey> element's Id attribute must equal the value of the <domainID> element in the preceding ROAP-JoinDomainRequest message, save for the Domain Generation part. Only the Domain Key corresponding to the most recent Domain Generation SHOULD be included. The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate.
The <riID> element is necessary for key confirmation purposes. A Device MUST verify that it has the same value as the <riID> element of the ROAP-JoinDomainResponse message itself.

The <mac> element provides key-confirmation through a MAC on the canonical version according to Section 5.3.3 of the <domainKey> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is defined by the RI Context. Devices MUST NOT install domain keys where the MAC is invalid.

Change 2: Section 7.3
7.3 Use of Hash Chains for Domain Key Generation

To simplify Domain Key management when several generations of a Domain are expected (see section 8 for information on Domains), an RI uses hash chains and derives later Domain Keys from earlier ones. The procedure to do this is as follows: When creating the Domain, the RI generates a master Domain key, KM. The RI then applies KDF on KM at least as many times n as the RI believes there will be generations of the Domain:

DKn = KM
DKn-1 = KDF(DKn, NULL, kekLen) 

DKn-2 = KDF(DKn-1, NULL, kekLen) 

…

DK0 = KDF(DK1, NULL, kekLen) 

where kekLen = 16 and DKj represents the domain key with generation number j.

The result, DK0, is then distributed as described in section 5.4.4.2 as the first key (generation number 0) for Domain D. When a Device in a Domain has been revoked, or the RI otherwise decides to create a new Domain generation (shift Domain key), the RI computes and distributes DK1. Devices supporting this mechanism therefore only need to store DKi, for the latest received Domain generation i, since for any earlier generation j (j < i), DKj can be computed as:

DKi-1 = KDF(DKi, NULL, 16)

DKi-2 = KDF(DKi-1, NULL, 16)

… (i – j applications of KDF)

DKj = KDF(DKj+1, NULL, 16)

RIs supporting this mechanism only need to store the current generation number i, the maximum number of generations n, and the Domain master key KM.

Support for this mechanism is mandatory, both for RIs and Devices. 
Change 3: Appendix A 

Appendix A. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

A.1 Client Conformance Requirements

The table below enumerates the client conformance requirements on all Devices – Connected, as well as Unconnected Devices. The Enabler Release Definition for DRM V2.0 [DRMERELD-v2] defines the mandatory features to be supported by the Connected and Unconnected Devices. For further information, please see section 8 of [DRMERELD-v2].

	Item
	Function
	Reference
	Status
	Requirements

	DRM-CLI-CMN-001 
	ROAP Schema parsing and processing support.
	5.3
	M
	

	DRM-CLI-CMN-002 
	General XML Schema Requirements
	5.3.2
	M
	

	DRM-CLI-CMN-003 
	Nonce values in ROAP messages
	5.3.10
	M
	

	DRM-CLI-CMN-004 
	Processing and responding to status codes during ROAP protocol runs
	5.3.6,5.4.2 
	M
	

	DRM-CLI-CMN-005 
	ROAP Trigger parsing and processing
	5.2.1
	M
	

	DRM-CLI-CMN-006 
	ProtectedRO support
	5.3.8,5.3.9
	M
	

	DRM-CLI-CMN-007 
	XML Canonicalization
	5.3.9,5.4 
	M
	

	DRM-CLI-CMN-008 
	4-pass ROAP-Registration protocol
	5.4.2
	M
	

	DRM-CLI-CMN-009 
	ROAP Extensions
	5.4.2,5.4.3,5.4.4
	O
	

	DRM-CLI-CMN-0010 
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0011 
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0012 
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0013 
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0014 
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0015 
	Domains Functionality
	5.1.4,5.1.5,5.4.4,7.2.3,7.3,8 
	O
	DRM-CLI-CMN-016,DRM-CLI-CMN-032,DRM-CLI-CMN-033,DRM-CLI-CMN-034,DRM-CLI-CMN-035,DRM-CLI-CMN-042, 

AND DRM-CLI-CD-059, DRM-CLI-CD-060 

OR DRM-CLI-UD-067, DRM-CLI-UD-068

	DRM-CLI-CMN-0016 
	Hash Chains for Domain Key Management
	5.4.4.1.1,7.3,8.7.1
	M
	

	DRM-CLI-CMN-0017 
	DRM Agent Certificates 
	D.1
	M
	

	DRM-CLI-CMN-0018 
	User Certificates for WIM Binding
	D.5
	O
	

	DRM-CLI-CMN-0019 
	RI Certificate Processing and Certificate Chain Validation
	5.4.2.4,5.4.3.2,5.4.4.2,6.2
	M
	

	DRM-CLI-CMN-0020 
	RI Signature Validation
	5.4.2.4,5.4.3.2,5.4.4.2
	M
	

	DRM-CLI-CMN-0021 
	OCSP Response Validation
	5.4.2.4,5.4.3.2,5.4.4.2,6.2,6.3
	M
	OCSP-C-006, OCSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016, OCSP-C-017, OCSP-C-019, OCSP-C-020, OCSP-C-021, OCSP-C-022, OCSP-C-022a, OCSP-C-022b, OCSP-C-022c, OCSP-C-023, OCSP-C-024, OCSP-C-028

	DRM-CLI-CMN-0022 
	IMSI Binding
	15.1
	O
	

	DRM-CLI-CMN-0023 
	WIM Binding
	15.2
	O
	DRM-CLI-CMN-018

	DRM-CLI-CMN-0024 
	Transaction Tracking
	12.3, 5.4.3.1, 5.4.3.2.1
	O
	

	DRM-CLI-CMN-0025 
	User Consent for ROAP Triggers and associated processing
	5.2.1
	M
	

	DRM-CLI-CMN-0026 
	User Consent for Silent and Preview Headers
	5.2.2
	M
	

	DRM-CLI-CMN-0027 
	RI Certificate Caching
	5.4.2.1.1 
	O
	

	DRM-CLI-CMN-0028 
	RI Certificate Verification data storage in the RI Context
	5.4.2.4.1
	O
	

	DRM-CLI-CMN-0029 
	Replay Protection for Stateful Rights Objects
	9.4,5.3.9
	M
	

	DRM-CLI-CMN-0030 
	Maintaining state information for Stateful Rights Objects
	9.4.1
	M
	

	DRM-CLI-CMN-0031 
	Domain Name Whitelists
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0032 
	Multiple Domain Contexts 
	8.2
	O
	

	DRM-CLI-CMN-0033 
	Domain Context
	5.4.4.2.1,8.2
	O
	

	DRM-CLI-CMN-0034 
	Domain Context Expiry processing
	5.4.4.2.1
	O
	

	DRM-CLI-CMN-0035 
	Installing Domain ROs
	8.6.2.1, 8.6,5.4.4.2
	O
	

	DRM-CLI-CMN-0036 
	Multiple RI Contexts
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0037 
	RI Context 
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0038 
	Use of riID as identifiers for RI Contexts stored in the Device
	5.4.2.4.1,5.3.8,5.2.1
	M
	

	DRM-CLI-CMN-0039 
	RI Context Expiry processing
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0040 
	DCF Hash verification; usage in ROAP
	5.4.3.1.1
	O
	

	DRM-CLI-CMN-0041 
	Device RO Processing
	9.3.1
	M
	

	DRM-CLI-CMN-0042 
	Domain RO Processing
	8.6
	O
	

	DRM-CLI-CMN-0043 
	MIME Types for ROAP PDU, Trigger, ProtectedRO, and Rights Objects
	5.3.8,10.2
	M
	

	DRM-CLI-CMN-0044 
	Exporting to other DRMs and Protected Links
	13
	O
	

	DRM-CLI-CMN-0045 
	Super Distribution of the DCF
	12
	O
	

	DRM-CLI-CMN-0046 
	Super Distribution of the ContentURL 
	12
	O
	

	DRM-CLI-CMN-0047 
	Parent Rights Object
	9.5
	M
	

	DRM-CLI-CMN-0048 
	Off-device storage of content and Rights Objects
	9.6
	O
	

	DRM-CLI-CMN-0049 
	Capability signaling to Content Issuers and Rights Issuers
	10
	M
	

	DRM-CLI-CMN-0050 
	Processing Content Objects, Rights Objects and ROAP Triggers received via WAP PUSH
	11.4
	M
	

	DRM-CLI-CMN-0051 
	DCF Integrity protection after the DCFs are downloaded to the Device
	12.4
	M
	

	DRM-CLI-CMN-0052 
	Backwards Compatibility to OMA DRM v1
	Appendix B
	M
	

	DRM-CLI-CD-0053 
	DRM Time 
	6.3,5.4
	O
	DRM-CLI-CD-054

	DRM-CLI-CD-0054 
	DRM Time Synchronization
	6.3,5.4
	O
	

	DRM-CLI-CD-0055 
	Connectivity for Unconnected Devices via ROAP over OBEX
	11.6
	O
	DRM-CLI-CMN-015

	DRM-CLI-CD-0056 
	Connectivity to Rights Issuers over appropriate transport connections
	14
	O
	

	DRM-CLI-CD-0057 
	2-pass ROAP-ROAcquisition protocol
	5.4.3
	O
	

	DRM-CLI-CD-0058 
	1-pass ROAP-ROAcquisition protocol
	5.4.3.2.1
	O
	

	DRM-CLI-CD-0059 
	2-pass ROAP-JoinDomain protocol
	5.4.4.1
	O
	

	DRM-CLI-CD-0060 
	2-pass ROAP-LeaveDomain protocol
	5.4.4.3
	O
	

	DRM-CLI-CD-0061 
	HTTP Transport Mapping 
	11.2
	O
	

	DRM-CLI-CD-0062 
	Capability Signalling
	10
	O
	

	DRM-CLI-CD-0063 
	Silent and Preview header processing in DCFs
	5.2.2
	O
	

	DRM-CLI-CD-0064 
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	11.3
	O
	

	DRM-CLI-UD-0065 
	Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	14
	O
	

	DRM-CLI-UD-0066 
	ROAP-OBEX Server
	14,11.6
	O
	

	DRM-CLI-UD-0067 
	2-pass ROAP JoinDomain protocol
	5.4.4.1
	O
	

	DRM-CLI-UD-0068 
	2-pass ROAP LeaveDomain protocol
	5.4.4.3
	O
	


A.2 Server Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirements

	DRM-SERVER-001 
	ROAP schema parsing and message processing 
	5.3
	M
	

	DRM-SERVER-002 
	General XML Schema Requirements
	5.3.2
	M
	

	DRM-SERVER-003 
	Nonce values in ROAP messages
	5.3.10
	M
	

	DRM-SERVER-004 
	Indicating the status parameter in the runs of the ROAP protocols as defined
	5.3.6,5.4.2 
	M
	

	DRM-SERVER-005 
	XML Canonicalization
	5.3.9,5.4 
	M
	

	DRM-SERVER-006 
	RI Certificates
	D.2
	M
	

	DRM-SERVER-007 
	DRM Agent Certificate processing and Certificate Chain Validation
	5.4.2.3.1
	M
	

	DRM-SERVER-008 
	Unique riID in ROAP Protocols.
	5.4
	M
	

	DRM-SERVER-009 
	Support for OCSP Requests; including nonce extensions.
	5.4.2.4.1
	M
	OCSP-C-001, OCSP-C-002, OCSP-C-004, OCSP-C-006, OCSP-C-007, OCSP-C-025, OCSP-C-027,  OCSP-C-031 OCSP-C-033, OCSP-C-034, OCSP-C-035, OCSP-C-037

See Note 
 

	DRM-SERVER-0010 
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	5.4.2.4.1
	O
	

	DRM-SERVER-0011 
	ROAP Trigger support and initiating the ROAP protocol using ROAP Triggers
	5.2.1
	M
	

	DRM-SERVER-0012 
	Domain ID element in ROAP Triggers
	5.2.1
	O
	

	DRM-SERVER-0013 
	More than one roID elements in a roAcquisition trigger
	5.2.1
	O
	

	DRM-SERVER-0014 
	Use of MAC in leaveDomain ROAP Trigger
	5.2.1
	M
	

	DRM-SERVER-0015 
	4-pass ROAP-Registration Protocol
	5.4.2
	M
	

	DRM-SERVER-0016 
	2-pass ROAP-ROAcquisition Protocol
	5.4.3
	M
	

	DRM-SERVER-0017 
	1-pass ROAP-ROResponse Protocol
	5.4.3.2.1
	M
	

	DRM-SERVER-0018 
	2-pass ROAP-JoinDomain Protocol
	5.4.4.1
	M
	

	DRM-SERVER-0019 
	2-pass ROAP-LeaveDomain Protocol
	5.4.4.3
	M
	

	DRM-SERVER-0020 
	Hash Chain support for Domain Key Generation
	8.7.1
	M
	

	DRM-SERVER-0021 
	ProtectedRO support
	5.3.8
	M
	

	DRM-SERVER-0022 
	Signature on Domain RO
	5.4.3.2.1,5.3.9
	M
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� Note: The RI is used primarily as a proxy between the DRM agent and the OCSP responder and thus does not necessarily need to process the OCSP response.  However, to minimize client side processing and to reduce bandwidth consumption, this specification highly recommends that Rights Issuers do as much processing and validation of OCSP responses it receives from the responder as possible before sending them to the DRM agent and thus also support OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016, OCSP-C-017, OCSP-C-019, OCSP-C-021, OCSP-C-022b, OCSP-C-022c, OCSP-C-029, OCSP-C-030.
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